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1.0 INTRODUCTION

This documentit he MSC Trustgate.com Certification Practice
the practices that MSC Trustgate.com certification at
certification services that include, but are not limited to, issuing, managing, revokidg, a

renewing certificates in accordance with the specific requirements of the Symantec Trust

Network( “ STCeTr )t i fi cate Policies (“CP”).

The CP is the principal statement of policy governing the STN. It establishes the business,

legal, and technical reqwments for approving, issuing, managing, using, revoking, and

renewing, digital Certificates within the STN and providing associated trust services. These
requirements, called the ®"STN Standards,” protect t h
apply to al STN Participants, and thereby provide assurances of uniform trust throughout

the STNMore information concerning the STN and STN Standards is available in the CP.

MSC Trustgate.comas aut hority over a podamainn’ofoft htetheSTN cal |
STN. MSC Trustgate.comsSubdomain includes entities subordinate to it such as its
Customers, Subscribers, and Relying Parties.

While the CP sets forth requirements that STN Participants must meet, this CPS describes
how MSC Trustgate.conmeets these requements within MSC Trustgate.coms -Su b
domain of the STN. More specifically, this CPS describes the practicesM®B@at
Trustgate.conemploys for:

1 securely managing the core infrastructure that supports the STN, and
1 issuing, managing, revoking, and renegviBTN Certificates

within MSC Trustgate.coms -ddmadin of the STN, in accordance with the requirements of
the CP and its STN Standards.

This CPS conforms to the Internet Engineering Task Force (IETF) RFC 3647 for Certificate
Policy and Certification Petice Statement construction.

CAs within the Symantec Trust Network hierarchy conform to the current version of the
CA/Browser Forum (CABF) Baseline Requirements for the Issuance and Management of
PubliclyTrusted Certificates published at www.cabforum.ortn the event of any
inconsistency between this document and those Requirements, those Requirements take
precedence over this document.

At this time, the domairvalidated and organizatiomalidated SSL Certificates issued by MSC
Trustgate.com CAs unddrnis CP are governed by the CABF Requirements. Such certificates
are issued containing the correspondingipglidentifier(s) specified iBection 1.20f the CP
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indicating adherence to and compliance with these requirements. MSC Trustgate.com CAs
asserts hat all Certificates issued containing these policy identifier(s) are issued and
managed in accordance with the CABF Requirements.

1.1 OVERVIEW

MSC Trustgate.coms a “ Pr oc”’e sa&s nd e Cefhit kel Pwhichn
meansMSC Trustgate.corhas established a secure facility housing, among other
things, CA systems, including the cryptographic modules holding the private keys
used for the issuance of CertificateBlSC Trustgate.comcts as a CA in the STN and
performs all Certificate lifecycle séres of issuing, managing, revoking, and
renewing Certificates. It also provides CA key management and Certificate lifecycle
services on behalf of its Enterprise Customers or the Enterprise Customers of the
Service Centers subordinate MSC Trustgate.comMSC Trustgate.corlso offers
Certificates in all three lines of business, Consumer (Class 1 and 2 client Retail
Certificates), Web Site (Secure Server IDs and Global Server IDs), and Enterprise
(providing Managed PKI services). The practices relatingetvices provided by
Affiliates or services provided by Symantec to Affiliates are beyond the scope of this
CPS.

This CPS is specifically applicable to:
» Symantec’s Public Primary Certification Authori

» MSC Trustgate.com Infrastructure CAs and MSC Trustgate.com
Administrative CAs supporting the Symantec Trust Network

e MSC Trustgate.coms Public CAs and the CAs of enterpris:
issue Certificates withiMmSC Trustgate.coms -domam of the STN.

More generally, the CPS also gows the use of STN services withMSC

Trustgate.corh s -ddmadin of the STN by all individuals and entities withiSC

Trustgate.corh s  -d®main (collectively, MSC Trustgate.com Subdomain

Participants”). Private KZCsTrugatecomhre er ar chi es manag
outside the scope of this CPS.

The STN includes four classes of Certificates, Clagseébht CP is a single document
that defines these certificate policies, one for each of the Classes, and sets STN
Standards for each Class.

MSC Trustgateom offers three Classes of Certificates within its ®olmain of the
STN. This CPS describes Hd®C Trustgate.cormeets the CP requirements for
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each Class within its Swlmmain. Thus, the CPS, as a single document, covers
practices and procedures concémg the issuance and management of all three
Certificate Classes.

MSC Trustgate.commay publish Certificate Practices Statements that are
supplemental to this CPS in order comply with the specific policy requirements of
Government, or other industry standds and requirements.

These supplemental certificate policies shall be made available to subscribers for the
certificates issued under the supplemental policies and their relying parties.

The CPS is only one of a set of documents relevabi$€ Trustgateom s -Su b
domain of the STN. These other documents include:

1 Ancillary confidential security and operatiorddcuments that supplement
the CP and CPS by providing more detailed requirements, such as:

- The Symantec Physical Security Policy, which sets $ecturity principles
governing the STN infrastructure,

- The Symantec Security and Audit Requirements (SAR) Guide, which
describes detailed requirements for Symantec and Affiliates concerning
personnel, physical, telecommunications, logical, and crypfuycakey
management security, and

- Key Ceremony Reference Guide, which presents detailed key
management operational requirements.

1 Ancillary agreements imposed BMSC Trustgate.comThese agreements
bind Customers, Subscribers, and Relying PartieM®€ Tustgate.com
Among other things, the agreements flow down STN Standards to these STN
Participants and, in some cases, state specific practices for how they must
meet STN Standards.

In many instances, the CPS refers to these ancillary documents for gpeéetfiled
practices implementing STN Standards where including the specifics in the CPS could
compromise the security dfISC Trustgate.coms -d®main of the STN.

! Although these documents are not publicly available their specifications are included in Symantec6 s Annual foWeb Tr ust
Certification authorities audit and may be made available to customer under special Agreement
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1.2 DOCUMENT NAME AND IDENTIFICATION

This document is the MSC Trustgate.com Certificafwactice Statement. STN
Certificates contain object identifier values corresponding to the applicable STN
Class of Certificate. Therefore, MSC Trustgate.com has not assigned this CPS an
object identifier value. Certificate Policy Object Identifiers aredusy accordance

with Section 7.1.6

Domain validated and organization validated SSL Certificates contain the
corresponding OID value tBection 1.20f the STN CP that indicates adherence to
and compliance with the CA / Browser Forum Baseline Requirements.

1.3  PKI PARTICIPANTS

1.3.1 Certification Authorities

The term Certification Authority (CA) is an umbrella term that refers to all
entities authorized to issue public key certificates within the STN. The CA
term encompasses a subcategory of issuers daleimary Certification
Authorities (PCA). PCAs act as roots of four dorhaime for each class of
Certificate Each PCA is a Symantec entity. Subordinate to the PCMS&e
Trustgate.comCertification Authorities that issue Certificates to ensker
Sulscribers or other CAs.

Symant ec al so operates t he “Symant ec Uni vers
Aut hority” and the “Symantec ECC Universal Roo
The Universal Root CAs issue Class 3 and selected Class 2 Subordinate CAs.

MSC Trustgate.co enterprise customers may operate their own CAs as a
subordinate CA to MSC Trustgate.colRCA. Such a customer enters into a
contractual relationship withMSC Trustgate.conto abide by all the
requirements of the STN CP and tiMSC Trustgate.conCPS. Trse
subordinate CAs may, however implement a more restrictive practices based
on their internal requirements.

One STN CA technically outside the three hierarchies under each of the PCAs
is the Secure Server Certification Authority. This CA does not hayed®

CA, such as a root or a PCA. Rather, the Secure Server CA acts as its own root
and has issued itself a saigned root Certificate. It also issues Certificates to
end-user Subscribers. Thus, the Secure Server Hierarchy consists only of the

2 Class 4 certificates are not currently issued by the STN
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SecureServer CA. The Secure Server CA issues Secure Server IDs, which are
deemed to be Class 3 Organizational Certificates.

The Secure Server CA employs lifecycle practices that are substantially similar
with those of other Class 3 CAs within the STN. Thusarf8gmhas approved

and designated the Secure Server Certification Authority as a Class 3 CA
within the STN. The Certificates it issues are considered to provide
assurances of trustworthiness comparable to other Class 3 organizational
Certificates.

1.3.2 Registration Authorities

A Registration Authority is an entity that performs identification and
authentication of certificate applicants for endser certificates, initiates or
passes along revocation requests for certificates for-aser certificates,
andapproves applications for renewal or-keying certificates on behalf of a
STN CAMSC Trustgate.commay act as an RA for certificates it issues with
the exception of EV and Cod&gning Certificates. Symantec Corporation
shall act as the RA for all Cédate Requests for EV and Ce8igning
Certificates issued bYISC Trustgate.com

Third parties, who enter into a contractual relationship witSC
Trustgate.com may operate their own RA and authorize the issuance of
certificates by aMSC Trustgate.coi@A. Third party RAs must abide by all the
requirements of the STN CP, tMSC Trustgate.cor@PS and the terms of
their enterprise services agreement witllSC Trustgate.comRAs may,
however implement more restrictive practices based on thiiternal
requirements®.

1.3.3 Subscribers

Subscribers under the STN include all end users (including entities) of
certificates issued by a STN CA. A subscriber is the entity named as the end
user Subscriber of a certificate. Enger Subscribers may be individuals,
organizations or, infrastructure components such as firewalls, routers,
trusted servers or other devices used to secure communications within an
Organization.

3 An example of a third party RA is a customer of Managed PKI services customer.

Page |5



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9

30 October 2017

In some cases certificates are issued directly to individuals or entities for
their own use. Howeverthere commonly exist other situations where the
party requiring a certificate is different from the subject to whom the
credential applies. For example, an organization may require certificates for
its employees to allow them to represent the organization electronic
transactions/business. In such situations the entity subscribing for the
issuance of certificates (i.e. paying for them, either through subscription to a
specific service, or as the issuer itself) is different from the entity which is the
subject of the certificate (generally, the holder of the credential). Two
different terms are used in this CPS to distinguish between these two roles:
"Subscriber", is the entity which contracts wilhSCTrustgate.comfor the

i ssuance of c bject] é&sthe pessdbndo waamdhe crédéntial

is bound. The Subscriber bears ultimate responsibility for the use of the
credential but the Subject is the individual that is authenticated when the
credential is presented.

When *“ Subject’ idate a digiretbn froin the $ubscribeo i n d

When “Subscriber” is used it may mean just the
but may also use the term to embrace the two. The context of its use in this

CPS will invoke the correct understanding.

CAs are technidly also subscribers of certificates within the STN, either as a

PCA issuing selfsignedCertificate to itself, or as a CA issued a Certificate by

a superior CA. References to “end entities
however, apply only to endserSubscribers.

an

1.3.4 Relying Parties

A Relying Party is an individual or entity that acts in reliance of a certificate
and/or a digital signature issued under the STN. A Relying party may, or may
not also be a Subscriber within the STN.

1.3.5 Certificate Beneficiaries

Certificate Beneficiaries are identified in accordance with the CA / Browser
Forum Guidelines. Certificate Beneficiaries of Symantec CAs include, but are
not limited to:

1. The Subscriber that is a party to the Subscriber Agreement for the
Cerificate;
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2. All Application Software Suppliers with whom the Root CA has entered
into a contract for inclusion of its Root Certificate in software distributed
by such Application Software Supplier; and

3. All Relying Parties who reasonably rely on adMaértificate.

1.3.6 Other Participants

Not applicable.

1.4  CERTIFICATE USAGE

1.4.1 Appropriate Certificate Usages
14.1.1 Certificates Issued to Individuals

Individual Certificates are normally used by individuals to sign and encrypt e
mail and to autheticate to applications (client authentication). While the
most common usages for individual certificates are included in Table 1

below, an individual certificate may be used for other purposes, provided
that a Relying Party is able to reasonably rely bat tcertificate and the
usage is not otherwise prohibited by law, the STN CP, the CPS under which
the certificate has been issued and any agreements with Subscribers.

Assurance Level

Certificate Low Medium High .
Class I . Client
Assurance Assurance Assurance | Signing | Encryption N
Authentication
Level Level Level

Rt v v v v
Certificates

e v v v v
Certificates

GEEE) v v v v
Certificates

1.4.1.2 Certificates $sued to Organizations

Table 1 - Individual Certificate Usage

Organizational Certificates are issued to organizations after authentication
that the Organizatio legally exists and that other Organization attributes
included in the certificate (excluding neerified subscriber information) are
authenticated e.g. ownership of an Internet omeil domain. It is not the
intent of this CPS to limit the types of g for Organizational Certificates.
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While the most common usages are included in Table 2 below, an
organizational certificate may be used for other purposes, provided that a
Relying Party is able to reasonably rely on that certificate and the usage is
not otherwise prohibited by law, by the STN CP, by any CPS under which the
certificate has been issued and any agreements with Subscribers.

Assurance Level

Certificate
Secure
High Medi
Class '8 LD Code/Content SsL/ . L. Signing and
Assurance | Assurance Signin TLS- Authentication Encrvbtion
Level Level ening . e
Sessions
) v v v v v
Certificates

Table 2 - Organizational Certificate Usage*

1.4.13 Assurance Levels

Low assurance certificates are certificates that should not be used for

authentication purposes or to support Neapudiation. The digital signature

provides modest assuraes that the email originated from a sender with a

certain email address. The Certificate, however, provides no proof of the

identity of the Subscriber. The encryption application enables a Relying Party

to use the Subscri ber ages t€the Jubstribes,at e t o encrypt
although the sending Relying Party cannot be sure that the recipient is in fact

the person named in the Certificate.

Medium assurance certificates are certificates that are suitable for securing
some inter and intraorganizational, commercial, and personal -mail
requiring a medium level of assurances of the Subscriber identity, in relation
to Class 1 and 3.

High assurance certificates are individual and organizational certificates
Class 3 Certificates that provide a high level suaance of the identity of
the Subscriber in comparison with Class 1 and 2.

“Aln limited circumstances Class 2 certificates may be issued by a Managed MPKI
not an individual within the organization). Such certificate may be used for organization authentication and application signing

only. Except as expressly authorized by Symantec through an Enterprise Service Agreement imposing authentication and

practice requirements consistent with the security standards of this CPS, Subscribers are prohibited from using this certificate

for code and content signing, SSL encryption and S/ mime signing and such key us:
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1.4.2 Prohibited Certificate Uses

Certificates shall be used only to the extent the use is consistent with
applicable law, and in particular shall be used only to the extent pgexrchby
applicable export or import laws.

Symantec andSC Trustgate.coi@ertificates are not designed, intended, or
authorized for use or resale as control equipment in hazardous
circumstances or for uses requiring fsdfe performance such as the
operation of nuclear facilities, aircraft navigation or communication systems,
air traffic control systems, or weapons control systems, where failure could
lead directly to death, personal injury, or severe environmental damage.
Also, Class 1 Certificates shait be used as proof of identity or as support
of nonrepudiation of identity or authority. Client Certificates are intended
for client applications and shall not be used as server or organizational
Certificates.

CA Certificates may not be used for anydiions except CA functions. In
addition, enduser Subscriber Certificates shall not be used as CA Certificates.

Symantec and/ISC Trustgate.comperiodically rekey Intermediate CAs. Third
party applications or platforms that have an Intermediate CA embedded

root certificate may not operate as designed after the Intermediate CA has
been rekeyed MSC Trustgate.cortherefore does not warrant the use of
Intermediate CAs as root certificates and recommends that Intermediate CAs
not be embedded into applicatie and/or platforms as root certificates.
MSC Trustgate.comecommends the use of PCA Roots as root certificates.

1.5 POLICY ADMINISTRATION

1.5.1 Organization Administering the Document

MSC Trustgate.com Sdn. Bhd.

Suite 29, Level 2, CBD Perdana

Jalan Perdna, 63000 Cyberjaya,

Selangor Darul Ehsan, Malaysia.

Attn  : Legal Advisor Email : legal@msctrustgate.com
Tel :+603 8318 1800 Fax :+603 8319 1800
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1.5.2 Contact Person

Securityand Complianc®anager

Symantec Trust Network Policy Management Authority
c/o MSC Trustgate.com Sdn Bhd

Suite 29, Level 2, CBD Perdana

Jalan Perdana, 63000 Cyberjaya,

Selangor Darul Ehsan, Malaysia.

Attn  : Securityand Email : security@msctrustgate.com
Compliance Manager
Tel :+603 8318 1800 Fax :+603 8319 1800

1.5.3 Person Determining CP Suitability for the Policy

The organization identified isection 1.5.2is responsible for determining
whether this CPS and other docunie in the nature of certification practice
statements that supplement or are subordinate to this CPS are suitable
under the CP and this CPS.

1.5.4 CPS Approval Procedure

Approval of this CPS and subsequent amendments shall be made by the
PMA. Amendmentstall either be in the form of a document containing an
amended form of the CPS or an update notice.

Amended versions or updates shall be linked to the Practices Updates and
Notices section of theMSC Trustgate.comRepository located at:
https://www.msctrustgate.com/repository.htm Updates supersede any
designated or conflicting provisions of the referenced version of the CPS.

1.6  DEFINITIONS AND ACRONYMS

SeeAppendix A for a table of acronyms andefinitions
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2.0 PUBLICATION AND REPOSITORY RESPONSIBILITIES

2.1  REPOSITORIES

MSC Trustgate.cons responsible for the repository functions for its own CAs and
the CAs of its Enterprise Customers (either Managed PKI or ASB custaviies).
Trustgate.comissuing Certificates to endser Subscribers publish Certificates they
issue in the repository in accordance WS § 2.6

Upon revocation of an end s er Subscri bMSC TWustgétecomi fi cat e,
publishes notice of such revocation in the repositdsCTrustgate.comssues CRLs

for its own CAs and the CAs of Service Centers and Enterprise Customers within its
Subdomain, pursuant to the provisions of this CPS. In addition, Enterprise

Customers who have contracted for Online Certificate Status Prot6c@ CS P " )

services MSC Trustgate.comrovides OCSP services pursuant to the provisions of

this CPS.

2.2  PUBLICATION OF CERTIFICATE INFORMATION

MSC Trustgate.comaintains a wekbased repository that permits Relying Parties
to make online inquiries regardingevocation and other Certificate status
information. MSC Trustgate.comprovides Relying Parties with information on how

to find the appropriate repository to check Certificate status and, if OCSP (Online
Certificate Status Protocol) is available, howital fthe right OCSP responder.

MSC Trustgate.comublishes the Certificates it issues on behalf of its own CAs, and
the CAs of Client Service Centers in their-otimain. Upon revocation of an end
user Subscr i bMSC’ Tsustg@&ecorshalf pubkh tnetice of such
revocation in the repository. In additionMSC Trustgate.conssues Certificate
Revocation Lists (CRLs) and, if availgirieyidesOCSP services (Online Certificate
Status Protocol) for its own CAs and the CAs of Service Centers wsthhubl
domain.

MSC Trustgate.comrill at all times publish a current version of:
 The STNCP
TheMSC Trustgate.co@PS,

=a

Subscriber Agreements,

==

Relying Party Agreements
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MSC Trustgate.coiis responsible for the repository function fsfSC Trustgate.com
Cust omer s’ CAMSCt hat

CAs and Enterpr
Trustgate.corh s

MSC Trustgate.corpublishes certain CA information in the repository section of
w e b httgsi/Mmev.msctrustgate.com/repository.htrras

MSC Trustgate.coms
described below.

i se

-d®mdin of the STN.

MSC Trustgate.comublishes the STN CP, this CPS, Subscriber Agreements, and

Relying Party Agreements in the repository sectioM8C Trustgate s

MSC Trustgateompublishes Certificates in accordance with Table 3 below.

Certificate Type

STN PCA and STN Issuing Root CA
Certificates

Publication Requirements

Available to Relying Parties through inclusion in curr
browser software and as part of a Certificate {Dithat
can be obtained with the erdser Subscriber
Certificate through the query functions described
below.

web si

MSC Trustgate.com Issuing CA
Certificates

Available to Relying Parties as part of a Certificate C|
that can be obtained with the endser Subsriber
Certificate through the query functions described
below.

Certificate of the MSC Trustgate.com
CA supporting Managed PKI Lite
Certificates and CA Certificates of
Managed PKI Customers

Available through query of the MSC Trustgate.com
LDAP directoryesver at directorymsctrustgate.com

Symantec OCSP Responder
Certificates

Available through query of the MSC Trustgate.com
LDAP directory server at directomsctrustgatecom.

EndUser Subscriber Certificates with
exceptions for certain Class 3
Certificates depending on usage.

Optionally published and available to relying parties
through query functions ithe MSC Trustgate.com
repository at:

https://msctrustgatecom/repositoryhtm andquery of
the Symantec LDAP directory server at
directory.verisign@mexcept for Class 3 SSL and Coq
Signing Certificates which are available through que
functions inthe MSC Trustgate.comepository at:
https:// msctrustgatecom/repositoryhtm

EndUser Subscriber Certificates
issued through Managed PKI
Customers

Madeavailable through the query functions listed
above, although at the discretion of the Managed PK
Customer, the Certificate may be accessible only via

search using the Certif

Table 3 - Certificate Publication Requirements
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2.3

2.4

TIME OR FREQUENCY OF PUBLICATION

Updates to this CPS are published in accord&extion 9.12Updates to Subscriber
Agreements and Relying Party Agreements are published as necessary. Certificates
are published upon issuance. Certificate status informationpiglished in
accordance with the provisions of this CPS.

ACCESS CONTROLS ON REPOSITORIES

Information published in the repository portion of thHdSC Trustgate.comeb site

is publiclyaccessible information. Read only access to such information is
unredricted. MSC Trustgate.comequires persons to agree to a Relying Party
Agreement or CRL Usage Agreement as a condition to accessing Certificates,
Certificate status information, or CRIMSC Trustgate.comas implemented logical

and physical security meaes to prevent unauthorized persons from adding,
deleting, or modifying repository entries.
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3.0 IDENTIFICATION AND AUTHENTICATION

3.1 NAMING

Unless where indicated otherwise in the STN CP, this CPS or the content of the
digital certificate, names appeag in Certificates issued under STN are
authenticated.

3.1.1 Type of Names

While the STN is currently owned by Symantec Corporation, legacy certificates have

been issued in the name of the former owner. Any legacy certificate that indicates

theOrganiza A2y o6h0 | & G+SNA{AIYySZ LYyOdé | YyR hNAEIYATLFGAZY

¢CNHzZA G bSGg2N] ¢ aKlFtt YSEyYy {@YFyidiSO |/ 2NLRNIGAZ2Y | yR
respectively.

MSC Trustgate.coBA Certificates contain X.501 Distinguished Names in the
Issuer and Subjeédields.MSC Trustgate.coBA Distinguished Names consist
of the components specified in Table 4 below.

Attribute Value ‘

Country (C) = “Malaysid , * “US” or not wused.
Organization (O) = “ Symant ec QWSC prostgaeccoharn ” o r
<organization name>
Organizational Unit (OU) 5 MSC Trustgate.co@A Certificates may contain multiple Ol
attributes. Such attributes may contain one or more of the
following:

1 CA Name

1 Symantec Trust Network

1 A statement referencing the applicable Relying P3|

Agreement goveing terms of use of the Certificate
1 A copyright notice.
1 Text to describe the type of Certificate.

State or Province (S) = Not used.

Locality (L) = Not used except for the Symantec Commercial Software
Publ i shers CA, which uses

Common NaméCN) = This attribute includes the CA Name (if the CA Name is n(

specified in an OU attribute) or is not used.

Table 4 - Distinguished Name Attributes in CA Certificates

5Anexceptiontot his is the Secure Server CA, whi ch i nSgmanteclCR s ARSA Data Security, Il nc. ,
® For a CA dedicated to a customer organization, the (0=) component shall be the legal name of the organization.

Page |14



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9

30 October 2017

Enduser Subscriber Certificates contain an X.501 distinguished name in the
Subjet name field and consist of the components specified in Table 5 below.

Attribute Value ‘
Country (C) = “Malaysid or not wused
Organization (O) = The Organization attribute is used as follows:

1 “MSC Trustgate.com M$Q Trustgate.co@CSP
Responder and dpnally for individual Certificates
that do not have an organization affiliation.

1 Subscriber organizational name for web server
Certificates and individual Certificates that have ar
organization affiliation.

Organizational Unit (OU) 5 MSC Trustgate.coend-user Subscriber Certificates may
contain multiple OU attributes. Such attributes may contai
one or more of the following:

1 Subscriber organizational unit (for organizational
Certificates and individual Certificates that have ar
organization affiliation)

1 Symantec Trust Network

1 A statement referencing the applicable Relying Pa
Agreement governing terms of use of the Certifical

1 A copyright notice

T “Aut hentMSCdrustgdte.doip an d
“Member , Symantec Tr us|
whose applicatios were authenticated by Symante

T “Persona Not Val i dat ed]
Certificates

1 Text to describe the type of Certificate.

T “No organization affil/]|
certificates issued to individuals)

State or Province (S) = Indicatesh e Subscri ber’s State
required field in certificates issued to individuals).
Locality (L) = I ndicates the Subscriber’ g
field in certificates issued to individuals).
Common Name (CN) = Thisattribute includes:
1 The OCSP Responder Name (for OCSP Respond
Certificates)

1 Domain name (for web server Certificates)
T Organization name (for code/object signing

Certificates)
1T Person’s name (for indi
signing certificates issudd individuals).
E-Mail Address (E) = E-mail address for Class 1 individual Certificates and

generally for MPKI Subscriber Certificates

Table 5 - Distinguished Name Attributes in End User Subscriber Certificates
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The Common Name (CN=) component of thej&ildistinguished name of
enduser Subscriber Certificates is authenticated in the case of Cl8ss 2
Certificates.

1 The authenticated common name value included in the Subject
distinguished names of organizational Certificates is a domain name (in
the ca® of Secure Server IDs and Global Server IDs) or the legal name of
the organization or unit within the organization.

1 The authenticated common name value included in the Subject
distinguished name of a Class 3 Organizational ASB Certificate, however,
is the generally accepted personal name of the organizational
representative authorized to use the organiza
organization (O=) component is the legal name of the organization.

1 The common name value included in the Subject distinguistaede of
i ndividual Certificates represents t he i ndi v
personal name.

3.1.1.1 CABF Naming Requirements

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline requirements.

The follaving naming attributes shall be used to populate the Issuer in
Certificates issued under this CP:

1. Issuer CountryNamgrequired)

ThecountryNamegC=) component is required and contains the Hietier
ISO 31648. country code for the country in whichthe igsu * s pl ace of
business is located.

2. Issuer organizationName(required)

The organizationName(O=) field is required and contains the Issuer

organization name (or abbreviation thereof), trademark, or other

meaningful identifier for the CA, that accurately idiéies the CA. The

field must not contain a generic designation s

3. Issuer commonNameoptional)

If the IssuelrommonNamegCN=) field is present, it must contain a name
that accurately identifies the Issuing CA.
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The following naming tributes shall be used to populate the Subject in
Certificates issued under this CP:

1. subjectAlternativeNamdrequired)

The subjectAlternativeNamextension is required and contains at least
one entry. Each entry is eitherdNSNamecontaining the FulhQualified
Domain Name or aiPAddresgontaining the IP address of a server. The
MSC Trustgate.cor@A confirms that the Applicant controls the Fully
Qualified Domain Name (FQDN) or IP address or has been granted the
right to use it by the Domain Name Regasit or IP address assignee, as
appropriate. Wildcard FQDNSs are permitted.

Prior to the issuance of a Certificate with saibjectAlternativeName
extension or SubjectommonNamefield containing a Reserved IP
Address or Internal Server Name, theSC TrustgatcomCA notifies the
Applicant that the use of such Certificates has been deprecated by the CA
/ Browser Forum and that the practice will be eliminated by October
2016.

Also, as of July 1 2012, thdSC Trustgate.conCA shall not issue a
certificate with an Expiry Date later than 1 November 2015 with a
subjectAlternativeName extension or SubjectcommonName field
containing a Reserved IP Address or Internal Server Name.

Effective 1 October 2016MSC Trustgate.conCAs shall revoke all
unexpired Certificateswhose subjectAlternativeNameextension or
SubjectcommonNamefield contains a Reserved IP Address or Internal
Server Name.

2. CountryNameoptional)

If present, thecountryName(C=) component shall be the twetter ISO
31661 country code. If preseniSC Tustgate.comCAs shall verify the
country associated witthe Subject in accordance wiection 3.2.2

3. OrganizationNameoptional)

If the organizationName(O=) field is present, the field contains the
Subject’s name or DBA aconthintlomtiomr equi red addres:
of the Subjechs verified in accordance witection 3.2.2
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If the Subject is a natural person, because Subject name attributes for
individuals (e.ggivenNameand surnamg are not broadly supported by

application software, the CA mayse the organizationNamefield to

convey the Subj e c3t2.2.% Verifiaatioa of individbeBA ( s e e
Applicani).

If the fields include discrepancies that the CA considers minor, such as

common variations and abbreviations, then the CA shall docurtient

discrepancy and shall use locally accepted abbreviations when

abbreviating the organization name (e.g., if the official record shows

“Company Name I ncorporated”, the CA may inclt
I nc . ” organizatiorjNamefield may include a verifte DBA or

tradenameof the Subject.

If organizationName is present, then localityName

stateOrProvinceNam@vhere applicable), andountryNameshall also be
required andcountryNameshall also be required anstreetAddressand

postalCodere optional.

If organizationNames absent, then the Certificate shall not contain a

streetAddress localityName stateOrProvinceName or postalCode

attribute. The CA meugtryNamefielduwidheut t he Subj ect ' s
including other Subject Identity Information pursuatt countryName

requirements above.

. OrganizationalUnitNameoptional)

The OrganizationalUnitName(OU=) component, when present, may
contain information that has not been verified by the CA. Metadata such

as -, and ‘ (i . e .rary pthecirdjcatiantthatr act er s, and/ o
the value is absent, incomplete, or not applicable, shall not be used.

MSC Trustgate.comnmplements a process that prevents an OU attribute
from including a name, DBA, tradename, trademark, address, location, or
other text thatrefers to a specific natural person or Legal Entity unless
MSC Trustgate.conmas verified this informabn in accordance with
Section 3.2.2and the Certificate also contains subjerganizationName
subjectlocalityName and subjectountryNameattributes, ako verified

in accordance witlgection 3.2.2
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When an OU value is submitted in a Request, the value is subjected to a
search ofvarious high risk lists as p&ection 3.2.2.1 High Risk Requests.

If a match is found, the value is reviewed by the tBA&nsure that the
value is accurate and not misleading. If the OU value identifies the name
of a legal entity, the valués verified in accordance witBection 3.2.2.1
Verification of Subject Identity comprised of Country Name and Other
Identity Informdion.

5. commonNameoptional)

ThecommonNamdgCN=) component is deprecated (discouraged, but not
prohibited). If presentcommonNamecontains a single IP address or
FullyQualified Domain Name that is also one of the values contained in
t h e Ce rdbjettAltermativeNaraextension.

6. domainComponen{optional)

The domainComponent(dc=) component is optional. If present,
domainComponent ont ai ns al | components of the subjec
Domain Name in ordered sequence, with the most significant

component, closest to the root of the namespace, written last.

7. Other Subject Attributes

Optional attributes, when present in the subject field, must contain

i nformation that has been verdfied by the CA.
and ‘ ( i . e and/erpry otlee) indicdtian that thé \aluesis,

absent, incomplete, or not applicable, shall not be used.

MSC Trustgate.corshall not include Fulualified Domain Names in
Subject attributes except as specified feubjectAlternativeNameand
CommonNameabove.

3.1.2 Need for Names to be Meaningful

Class 2 and 3 engker Subscriber Certificates contain names with commonly
understood semantics permitting the determination of the identity of the
individual or organization that is the Subject of the Certificat

MSC Trustgate.comCA certificates contain names with commonly
understood semantics permitting the determination of the identity of the CA
that is the Subject of the Certificate.
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3.1.3 Anonymity or Pseudonymity of Subscribers

The identity of Class 1 inddual Subscribers is not authenticated. Class 1

subscribers may use pseudonyms. Unless when required by law or requested

by a State or Government authority to protect the identity of certain end

user subscribers (e.g., minors, or sensitive government eyegl

information), Class 2 and 3 Subscribers are not permitted to use pseudonyms

(names other than a Subscriber’”s true personal
request for anonymity in a certificate will be evaluated on its merits by the

PMA and, if allowedhe certificate will indicate that identity has been

authenticated but is protected.

3.1.4 Rules for Interpreting Various Name Forms

No stipulation

3.1.5 Uniqueness of Names

MSC Trustgate.cormansures that Subject Distinguished Names of Subscriber
are ungue within the domain of a specific CA through automated
components of the Subscriber enrollment process. It is possible for a
Subscriber to have two or more certificates with the same Subject
Distinguished Name.

3.1.6 Recognition, Authentication, and Role of Trademarks

Certificate Applicants are prohibited from using names in their Certificate
Applications that infringe upon the Intellectual Property Rights of others.
MSC Trustgate.contnowever, does not verify whether a Certificate Applicant

has Intellectial Property Rights in the name appearing in a Certificate
Application or arbitrate, mediate, or otherwise resolve any dispute

concerning the ownership of any domain name, trade name, trademark, or
service mark.

MSC Trustgate.cons entitled, without lialility to any Certificate Applicant,
to reject or suspend any Certificate Application because of such dispute.
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3.2 INITIAL IDENTITY VALIDATION

3.2.1

3.2.2

Method to Prove Possession of Private Key

The certificate applicant must demonstrate that it rightfullyld®the private

key corresponding to the public key to be listed in the Certificate. The
method to prove possession of a private key shall be PKCS #10, another
cryptographically equivalent demonstration, or anothd6C Trustgate.com
approved and Symantezpproved method. This requirement does not apply
where a key pair is generated by a CA on behalf of a Subscriber, for example
where pregenerated keys are placed on smart cards.

Authentication of Organization Identity

Whenever a certificate containan organization name, the identity of the
organization and other enrollment information provided by Certificate
Applicants (except for Newerified Subscriber Information) is confirmed in
accordance with the procedures set forth iIMSC Trustgate.coms
documented Validation Procedures.

At a minimumMSC Trustgate.coshall:

1 determine that the organization exists by using at least one third
party identity proofing service or database, or alternatively,
organizational documentation issued by or filed with tapplicable
government agency or competent authority that confirms the
existence of the organization,

1 confirm by telephone, confirmatory postal mail, or comparable
procedure to the Certificate Applicant certain information about the
organization, that the manization has authorized the Certificate
Application, and that the person submitting the Certificate
Application on behalf of the Certificate Applicant is authorized to do
so. When a certificate includes the name of an individual as an
authorized represetative of the Organization, the employment of
that individual and his/her authority to act on behalf of the
Organization shall also be confirmed.

Where a domain name or-mail address is included in the certificat#SC
Trustgate.comauthenticates the Orgai zati on’ s ri ght to use that
name either as a fully qualified Domain name or amail domain.
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Additional checks necessary to satisfy United States export regulations and
licenses issued by the United States Department of Commerce Bureau of
Industryand Science (" Bl $MSC Trwstgate.copmhenf or me d
required.

Additional procedures are performed for specific types of Certificates as
described iriTable Gbelow.

Certificate Type

Hardware Protected
SSL Certificate

Additional Procedures ‘

Symante verifies that the key pair was generated on FIPS 140
certified hardware

Managed PKI for
Intranet SSL
Certificate

Symantec verifies that the host name or IP address assigned tg
Device is not accessible from the Internet (publicly facing), and
ownedby the Certificate Subscriber.

Authenticated
Content Signing
Certificate

Before Symantec digitally signs any content using ACS it
authenticates that the content is the original content signed by t
Organization using its Code Signing Certificate.

Table 6 - Specific Authentication Procedures
3.2.2.1 CABF Verification Requirements for Organization Applicants

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline requirements.

Authorization of Domain Name Registrant

MSC Trustgate.coi@As shall confirm that, as of the date the Certificate was
issued, the Applicant either had the right to use, or had control of, the-Fully
Qualified Domain Name(s) and IP address(es) listed in the Certificate, or was
authorizd by a person having such right or control (e.g. under a Principal
Agent or Licensekicensee relationship) to obtain a Certificate containing the
Fully-Qualified Domain Name(s) and IP address(es).

If the CA relies on a confirmation of the right to usecontrol the Registered

Domain Name(s) from a Domain Name Registrar, and thdetggd Domain is

a two-letter country code (ccTLD), the CA shall obtain the confirmation
directly from the Domain Name Registrar for the Domain Name level to
which the rules bthe ccTLD apply. For example, if the requested FQDN is
www.mysite.users.example.co.uk, then the CA shall obtain confirmation
from the Domain Name Registrant of the Domain Name example.co.uk,
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because applications for Domain Names immediately subordimated.uk
are governed by the rules of the .uk registry.

If the CA uses the Internet mail system to confirm that the Applicant has
authorization from the Domain Name Registrant to obtain a Certificate for
the requested FulhQualified Domain Name, the CAa#l use a mail system
address formed in one of the following ways:

1. Supplied by the Domain Name Registrar;

3 “

2. Taken from the Domain Name Registrant regi
“administrative” cont act information, as it
WHOIS record; or;

S

3. By prepending a local part to a Domain Name as follows:

a. Local part - One of t he foll owi ng: “admin’ ‘“ad:!

post master ;

‘webmaster , host master , or

b. Domain Name- Formed by pruning zero or more componentsrir
the Registered Domain Name or the requested FQUalified
Domain Name.

If the Domain Name Registrant has used a private, anonymous, or proxy
registration service, and the CA relies upon a Domain Authorization as an
alternative to the foregoing, the @nain Authorization must be received
directly from the private, anonymous, or proxy registration service identified
in the WHOIS record for the Registered Domain Name. The document must
contain the letterhead of the private, anonymous, or proxy registratio
service, the signature of the General Manager, or equivalent, or an
authorized representative of such officer, dated on or after the certificate
request date, and the Ful@ualified Domain Name(s) to be included in the
Certificate.

If the WHOIS recoritientifies the private, anonymous, or proxy registration
service as the Domain Name Registrant, then the Domain Authorization must
contain a statement granting the Applicant the right to use the Fully
Qualified Domain Name in a Certificate. The CA shallacb the private,
anonymous, or proxy registration service directly, using contact information
obtained from a reliable, independent, thighrty data source, and obtain
confirmation from the Domain Name Registrant that the Domain
Authorization is authent.
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Verification of Subject Identity comprised of only Country Name

If the Applicant requests a Certificate that will contain Subject Identity
Information comprised only of the countryName field, then the CA shall
verify the country associated with the Jabt using one of the following:

a) the IP Address range assignment by country for either

)the web site’s I P address, as indicated by t
site or

(it he Applicant’s | P address;
b) the two-letter country code (ccTLD) di¢ requested Domain Name;
¢) information provided by the Domain Name Registrar; or

da method identified in the “Verification of S
Country Name and other Il dentity I nformation” s

The CA should implement a process toegn proxy servers in order to
prevent reliance upon IP addresses assigned in countries other than where
the Applicant is actually located.

Verification of Subject Identity comprised of Country Name and other

Identity information

If the Applicant requesta Certificate that will contain the countryName field

and other Subject Identity Information, then the CA shall verify the identity

of the Applicant, and the authenticity of t he
certificate request using a verification procesgeting the following sets of

requirements. The CA shall inspect amgcwment relied upon under this

section for alteration or falsification.

A. Name or Address Identity Verification Option

If the Subject Identity Information is to include the name or addrof an

organization, the CA shall verify the identity and address of the

organi zation and that the address is the Appl
or operation. The CA shall verify the identity and address of the Applicant

using documentation providedyb or through communication with, at

least one of the following:

1) A government agency (e.g, Secretary of State) in the jurisdiction of
the Applicant’s | egal creation, existence, o0
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2). An external third party database (e.g. Dun and Btiees database)

that is periodically updated, whicklSC Trustgate.coinas evaluated
in accordance with Data Source Accuracy (below);

3). A site visit by théViISC Trustgate.coi@A or a third party who is acting

as an agent for the CA; or

4) An Attestation Letter.

The CA may use the same documentation or communication described in 1

through 4 above to verify both the Applicant

S

Alternatively, the CA may verify the address of the Applicant (but not the
identity of the Applicant) usg a utility bill, bank statement, credit card
statement, governmentssued tax document, or other form of identification
that meets the requirements of Data Source Accuracy (below).

B. DBA/Tradename ldentity Verification Option

If the Subject Identity Imfrmation includes a DBA or tradename, the CA

shall verify the Applicant

s right to use the

one of the following:

1.

Documentation provided by, or communication with, a government
agency in the Juri tghlceettionpexistande, t he Appl i cant
or recognition;

Documentation or communication provided by a third party source
that meets the requirements of Data Source Accuracy (below);

Communication with a government agency responsible for the
management of sucBBAs or tradenames;

An Attestation Letter accompanied by documentary support that
meets the requirements of Data Source Accuracy (below); or

. A utility bill, bank statement, credit card statement, government

issued tax document, or other form adantification that meets the
requirements of Data Source Accuracy (below)

Reliable Method of Communication

If the Applicant for a Certificate containing Subject Identity Information is an
organization MSC Trustgate.comses a Reliable Method of Communiocat
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to verify the authenticity of the Applicant Rep
including: email, postal services and telephone.

The CA may use the sources listed for Name or Address ldentity Verification

(above) to verify the Reliable Method of Commnication. Provided that the

CA uses a Reliable Method of Communication, the CA may establish the

authenticity of the certificate request directly with the Applicant

Representative or wi t h an authoritative sour c
organization,suceks t he Applicant’s main business office:
human resource offices, information technology offices, or other department

that the CA deems appropriate.

In addition, the CA has a process that allows an Applicant to specify the
individuals viho may request Certificates. If an Applicant specifies, in writing,
the individuals who may request a Certificate, then the CA shall not accept
any certificate requests that are outside this specification. The CA shall
provide an Applicant with a list ofsi authorized certificate requesters upon

the Applicant’s verified written request.

Verification of Individual Applicant

If an Applicant is a natural person then thESC Trustgate.coi@A shall verify
the Applicant’s name, A p pniticityc f ithe " s addr ess, an
certificate request (also see 3.1.1.1 OrganizationName).

The CA shall veri fy t he Applicant’' s name usi i
di scernibly shows t he Applicant ' s face, o f at
governmentissued photo ID (passport, deir * s | i cense, military | D, n g
ID, or equivalent document type). The CA shall inspect the copy for any

indication of alteration or falsification.

The CA shall verify the Applicant’'s address usi
meets “ Dat aacSy"urrceeq UAicrceument s, such as a gover nme
bill, or bank or credit card statement. The CA may rely on the same

governmenti ssued | D that was wused to verify the Appl

The CA shall verify the certificate request with the Applicant usiRegliable
Method of Communication.
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Age of Certificate Data

The CA shall not use any data or document to validate a certificate request if
the data or document was obtained more than thitine (39) months prior
to the Certificates’ i ssuance.

Denied List

The CA shall maintain an internal database of all previously revoked
Certificates and previously rejected certificate requests due to suspected
phishing or other fraudulent usage or concerns, for at least seven (7) years in
accordance with documeation retention requirements $ction 5.5.2 of

this CPS).

The CA shall use this information to identify subsequent suspicious certificate
requests.

High Risk Requests

MSC Trustgate.corshall identify high risk certificate requests, and conduct
such additional erification activity, and take such additional precautions, as
are reasonably necessary to ensure that such requests are properly verified
under these Requirements.

The CA may identify high risk requests by checking appropriate lists of
organization namesghat are most commonly targeted in phishing and other
fraudulent schemes, and by automatically flagging certificate requests that
match these lists for further scrutiny before issuance. Examples of such lists
include: internal databases maintained by ti@A that include previously
revoked Certificates and previously rejected certificate requests due to
suspected phishing or other fraudulent usage.

The CA shall use i nfor maiskicrteniato thg nt i fi ed by t he
suspicious certificate request The CA shall follow a documented procedure

for performing additional verification of any certificate request flagged as

suspicious or high risk.

Data Source Accuracy

Before relying on a data source to verify Subject Identity Information, the CA

shalleal uat e the data source’s accuracy and reliab
a data source to verify Subject l dentity I nfor
determines that the data source is not reasonably accurate or reliable.
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3.2.3 Authentication of Individual Identity

Authentication of individual identity differs according to the Class of
Certificate. The minimum authentication standard for each class of STN
certificate is explained ifable 7below.

Certificate
Class

Class 1 No idertity authentication. There is a limited confirmation of the
S u b s ¢ r-imdil address by eequiring the Subscriber to be able tq
answer an email to that address.

‘ Authentication of Identity

Class 2 Authenticate identity by matching the identity provided by the
Subscriber to:

1 information residing in the database of a MSC Trustgate.co
approved identity proofing service, such as a major credit
bureau or other reliable source of information providing, or

7 information contained in the business records or databases
business inforration (employee or customer directories) of g
RA approving certificates to its own affiliated individuals

Class 3 The authentication of Class 3 individual Certificates is based on th¢
personal (physical) presence of the Certificate Applicant before an
agent of the CA or RA, or before a notary public or other official wit
comparable authority within tf#
The agent, notary or other official shall check the identity of the
Certificate Applicant against a wedicognizedorm of government

i ssued photographic identificdé
license and one other identification credential.

The authentication of Class 3 Administrator certificates is based or]
authentication of the organization and a confirmatifrom the
organization of the identity and authorization of the person to act a
Administrator.

MSC Trustgate.com may also have occasion to approve Certificatg
Applications for their own Adr
Per sons” anizatibn. In thiscase,auttgentication of their
Certificate Applications shall be based on confirmation of their iden
in connection with their employment or retention as an independen
contractor and background checking procedures

Table 7 - Authentication of individual identity

7 MSC Trustgate.com may approve Administrator Certificates to be associated with a non-human recipient such as a device, or

a server. Authentication of a Class 3 Administrator Certificate Applications for a non-human recipient shall include:

A Authentication of t he reoenasntdastheAdnainistator inteerCeriifitate Applicatitnh e s e

A Authentication that the service has been securely implemented in a manner
with it performing an Administrative function

A Conf i r mddentity and authorizatior of the person enrolling for the Administrator certificate for the service named as

Administrator in the Certificate Application.
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3.2.4 Non-Verified Subscriber Information
Non-verified subscriber information includes:
1 Organization Unit (OUvith certain exceptior

1 Subscriber’”s name in Class 1 certificates

1 Any other information designated as neerified in the certificate.

3.2.5 Validation of Authority

Whenever an individual's name is associated wit
certificate i n such a way to indicate t he i
authorization to act on behalf of the OrganizatiSCTrustgate.conor a

RA:

1 determines that the organization exists by using at least one third
party identity proofing service or database, or alternatively,
organizational documentation issued by or filed with the applicable
government that confirms the exence of the organization, and

1 Uses information contained in the business records or databases of
business information (employee or customer directories) of an RA
approving certificates to its own affiliated individuals or confirms by
telephone, confirmatoy postal mail, or comparable procedure to the
organization, the employment with the Organization of the individual
submitting the Certificate Application and, when appropriate, his/her
authority to act on behalf of the Organization.

3.2.6 Criteria for Interoperation

MSC Trustgate.cormay provide interoperation services that allow a ron
STN CA to be able to interoperate with the STN by unilaterally certifying that
CA. CAs enabled to interoperate in this way will comply with the STN CP as
supplemented by aditional policies when required.

MSC Trustgate.coshall only allow interoperation with the STN of a HBHN
CA in circumstances where the CA, at a minimum:

1 Enters into a contractual agreement withSC Trustgate.com

8 bomain-validated and organization-validated certificates may contain Organizational Unit values that are validated.
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1 Operates under a CPS that meets STNirequents for the classes of
certificates it will issue

1 Passes a compliance assessment before being allowed to interoperate

1 Passes an annual compliance assessment for ongoing eligibility to
interoperate.

IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS

3

Prior to the expiration of an existing Subscriber
Subscriber to obtain a new certificate to maintain continuity of Certificate usage.
MSC Trustgate.comenerally requires that the Subscriber generate a new key pa

to replace the expiring key pair (technically defi
cases (i.e., for web server certificates) Subscribers may request a new certificate for

an existing key pair (technically defined as “rene
Generally speaking, boh “Rekey” and “Renewal ” ar e commonl y

“Certificate Renewal , focusing on the fact that t
with a new Certificate and not emphasizing whether or not a new key pair is

generated. For all Classes and TypeM8EC Trustgate.conCertificates, except for

Class 3 Server Certificates, this distinction is not important as a new key pair is

always generated as part afiISC Trustgate.coms -user Gubscriber Certificate

replacement process. However, for Class 3 ServetifiCates, because the

Subscriber key pair is generated on the web server and most web server key

generation tools permit the creation of a new Certificate Request for an existing key

pair, there is a distinction between “rekey” and

3.3.1 Identification and Authentication for Routine Re-key

Rekey procedures ensure that the person or organization seeking to rekey
an enduser Subscriber Certificate is in fact the Subscriber of the Certificate.

One acceptable procedure is through the use of all€hge Phrase (or the

equivalent thereof), or proof of possession of the private key. Subscribers

choose and submit with their enroliment information a Challenge Phrase.

Upon renewal of a Certificate, if a Subscriber correctly submits the

Subscr i blenge Bhras€ Hoa Ithe equivalent thereof) with the

Subscriber’ s reenrol | ment informati on, and t he
(including Corporate and Technical contact information) has not changed, a

renewal Certificate is automatically issued.
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As an alternatie to using a challenge phrase (or equivalent) Symantec may
send an email message to the-mail address associated with the verified
corporate contact for the certificate being renewed, requesting confirmation
of the Certificate renewal order and authaation to issue the Certificate.
Upon receipt of confirmation authorizing issuance of the Certificate,
Symantec will issue the Certificate if the enroliment information (including
Corporate and Technical contact informatiphas not changed.

After rekeyingor renewal in this fashion, and on at least alternative instances
of subsequent rekeying or renewal thereaftédSC Trustgate.comr the RA
reconfirms the identity of the Subscriber in accordance with the
identification and authentication requirements dn otiginal Certificate
Application™

In particular, for retaill Class 3 Organizational certificates through
www.msctrustgate.com, MSC  Trustgate.com re-authenticates the
Organization name and domain name included in the cedtif at intervals
described insection 6.3.2 In circumstances where:

+ The challenge phrase is correctly used for the subsequent renewal
certificate and:

» The certificate Distinguished Name has not been changed, and

+ The Corporate and Technical Contact information remains unchanged
from that which was previously verified,

MSC Trustgate.corwill not have to reconfirm by telephone, confirmatory
postal mail, or comparable procedure to the Certificate Applicant certain
information about the organization, that the organization has authorizes th
Certificate Application and that the person submitting the Certificate
Application on behalf of the Certificate Applicant is authorized to do so.

Rekey after 3@ays from expiration of the Certificate are-amithenticated as
an original Certificate Apjgiation and are not automatically issued.
3.3.2 Identification and Authentication for Re-key After Revocation

Rekey/renewal after revocation is not permitted if the revocation occurred
because:

° The authentication of a request to rekey/renew a Class 3 Organizational ASB Certificate, however, requires the use of a
Challenge Phrase as well as the same identification and authentication as for the original Certificate Application.
1% The authentication of a request to rekey/renew a Class 3 Organizational ASB Certificate, however, requires the use of a
Challenge Phrase as well as the same identification and authentication as for the original Certificate Application.
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1 the Certificate (other than a Class 1 Certificate) was isdoed
person other than the one named as the Subject of the Certificate, or

1 the Certificate (other than a Class 1 Certificate) was issued without
the authorization of the person or entity named as the Subject of
such Certificate, or

§ the entity approvingtk Subscri ber’s Certificate Applicat
or has reason to believe that a material fact in the Certificate
Application is false.

1 For any other reason deemed necessary by SymantedVSC
Trustgate.conto protect the STN

Subject to the foregoing paragph, renewal of an organizational or CA
Certificate following revocation of the Certificate is permissible as long as
renewal procedures ensure that the organization or CA seeking renewal is in
fact the Subscriber of the Certificate. Renewed organizatidertificates
shall contain the same Subject distinguished name as the Subject
distinguished name of the organizational Certificate being renewed.

Renewal of an individual Certificate following revocation must ensure that
the person seeking renewal is, fiact, the Subscriber. One acceptable
procedure is the use of a Challenge Phrase (or the equivalent thereof). Other
than this procedure or anothéviSC Trustgate.corapproved procedure, the
requirements for the identification and authentication of an onigji
Certificate Application shall be used for renewing a Certificate following
revocation.

IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST

Prior to the revocation of a CertificatdylSC Trustgate.converifies that the
revocation has been requese d by the Certificate’s Subscriber,
approved the Certificate Application.

Acceptable procedures for authenticating the revocation requests of a Subscriber
include:

1 Having the Subscriber for certain certificate
Challenge Phrase (or the equivalent thereof), and revoking the Certificate
automatically if it matches the Challenge Phrase (or the equivalent thereof)
on record. (Note that this option may not be available to all customers.)
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1 Receiving a message from tieubscriber that requests revocation and
contains a digital signature verifiable with reference to the Certificate to be
revoked,

1 Communication with the Subscriber providing reasonable assurances in light
of the Class of Certificate that the person or orgation requesting
revocation is, in fact the Subscriber. Such communication, depending on the
circumstances, may include one or more of the following: telephone,
facsimile, email, postal mail, or courier service.

MSC Trustgate.corAdministrators are entied to request the revocation of end

user Subscriber Certificates withifMSC Trustgate.coms Sub MSCmai n.
Trustgate.comauthenticates the identity of Administrators via access control using

SSL and client authentication before permitting them to perforevocation
functions, or another ST-Bpproved procedure.

RAs using an Automated Administration Software Module may #ulimlk

revocation requests ttMSC Trustgate.consuch requests shall be authenticated via

a digitally signed request signed with the p vat e key in the RA”s Aut oma
Administration hardware token.

The requests to revoke a CA Certificatball be authenticated by theMSC
Trustgate.conto ensure that the revocation has in fact been requested by the CA.
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4.0 CEeRTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS

4.1  CERTIFICATE APPLICATION

4.1.1 Who Can Submit a Certificate Application?

Below is a list of people who may submit certificate applications:

il
f
f
1

Any individual who is the subject of the certificate,
Any authorized representative of an Orgzation or entity,
Any authorized representative of a CA,

Any authorized representative of an RA.

4.1.2 Enrollment Process and Responsibilities

4.1.2.1 EndUser Certificate Subscribers

All enduser Certificate Subscribers shall manifest assent to thevagit
Subscriber Agreement that contains representations and warranties
described irSection 9.6.&nd undergo an enrollment process consisting of:

il

completing a Certificate Application and providing true and correct
information,

generating, or arranging tbave generated, a key pair,

delivering his, her, or its public key, directly or through an RM$&
Trustgate.com,

demonstrating possession and/or exclusive control of the private key
corresponding to the public key deliveredMSC Trustgate.com

4.1.22 CABF Certifcate Application Requirements

Domain validated and organization validated SSL Certificate conform to the
CA / Browser Forum Baseline requirements.

Prior to the issuance of a Certificate, the CA shall obtain the following
documentation from tle Applicant:

1. A certificate request, which may be electronic; and

2. An executed Subscriber Agreement, which may be electronic.
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The CA should obtain any additional documentation the CA determines
necessary to meet these Requirements.

Prior to the issance of a Certificate, the CA shall obtain from the Applicant a
certificate request in a form prescribed by the CA and that complies with
these Requirements. One certificate request may suffice for multiple
Certificates to be issued to the same Applicasubject to the aging and
updating requirement inSection 3.2.2.1Age of Certificate Data, provided
that each Certificate is supported by a valid, current certificate request
signed by the appropriate Applicant Representative on behalf of the
Applicant. Tie certificate request may be made, submitted and/or signed
electronically.

Request and Certification

The certificate request must contain a request from, or on behalf of, the
Applicant for the issuance of a Certificate, and a certification by, or on behal
of, the Applicant that all of the information contained therein is correct.

Information Requirements

The certificate request may include all factual information about the

Applicant to be included in the Certificate, and such additional information as

is necessary for the CA to obtain from the Applicant in order to comply with

these Requirements and the CA’'s Certificate P
Practice Statement. In cases where the certificate request does not contain

all the necessary information abbthe Applicant, theMSC Trustgate.coi@A

shall obtain the remaining information from the Applicant or, having

obtained it from a reliable, independent, thighrty data source, confirm it

with the Applicant.

Applicant information must include, but not Bimited to, at bast one Fully
Qualified Domaint o be included i n t he Certificate’s
extension.

Subscriber Private Key

Parties other than the Subscriber shall not archive the Subscriber Private Key.
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If the CA or any of its designated RA&sgrated the Private Key on behalf of
the Subscriber, then the CA shall encrypt the Private Key for transport to the
Subscriber.

| f the CA or any of its designated RAs become
Private Key has been communicated to an unauthorizedsgn or an

organization not affiliated with the Subscriber, then the CA shall revoke all

certificates that include the Public Key corresponding to the communicated

Private Key.

Subscriber and Agreement

Prior to the issuance of a Certificate, the CA sbhtkin, for the express
benefit of the CA and the Certificate Beneficia
to the Subscriber Agreement with the CA.

The CA shall implement a process to ensure that each Subscriber Agreement
is legally enforceable against the gligant. In either case, the Agreement
must apply to the Certificate to be issued pursuant to the certificate request.

The CA uses an electronic or "clibkough" Agreement; such agreements
are legally enforceable. A separate Agreement may be used doh e
certificate request, or a single Agreement may be used to cover multiple
future certificate requests and the resulting Certificates, so long as each
Certificate that the CA issues to the Applicant is clearly covered by that
Subscriber Agreement.

4.1.23 CA and RA Certificates

Subscribers of CA and RA Certificates enter into a contract MBC
Trustgate.com CA and RA Applicants shall provide their credentials to
demonstrate their identity and provide contact information during the
contracting process.

During this contracting process or, at the latest, prior to the Key Generation
Ceremony to create a CA or RA key pair, the applicant shall cooperate with
MSC Trustgate.corto determine the appropriate distinguished name and
the content of the Certificateto be issued by the applicant.
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4.2  CERTIFICATE APPLICATION PROCESSING

4.2.1 Performing Identification and Authentication Functions

MSC Trustgate.coror an RA shall perform identification and authentication
of all required Subscriber information in terraSection 3.2

4.2.2 Approval or Rejection of Certificate Applications

MSC Trustgate.corar an RA will approve an application for a certificate if
the following criteria are met:

1 Successful identification and authentication of all required Subscriber
information in terms ofSection 3.2

1 Payment has been received
1 MSC Trustgate.cowr an RA will reject a certificate application if:

1 identification and authentication of all required Subscriber
information in terms ofSection3.2 cannot be completed, or

1 The Subcriber fails to furnish supporting documentation upon
request, or

f  The Subscriber fails to respond to notices within a specified time, or
1 Payment has not been received, or

1 The RA believes that issuing a certificate to the Subscriber may bring
the STN intaisrepute.

4.2.3 Time to Process Certificate Applications

MSC Trustgate.conbegins processing certificate applications within a
reasonable time of receipt. There is no time stipulation to complete the
processing of an application unless otherwise indicatedthe relevant
Subscriber Agreement, CPS or other Agreement between STN participants. A
certificate application remains active until rejected.

4.3  CERTIFICATE ISSUANCE

4.3.1 CA Actions during Certificate Issuance

A Certificate is created and issued follog the approval of a Certificate
Application byMSC Trustgate.comr f ol | owi ng recei pt of an
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issue the CertificateMSC Trustgate.corareates and issues to a Certificate
Applicant a Certificate based on the information in a Certificatpliéation
following approval of such Certificate Application.

4.3.2 Notifications to Subscriber by the CA of Issuance of Certificate

MSC Trustgate.coshall, either directly or through an RA, notify Subscribers
that they have created such Certificates, grdvide Subscribers with access
to the Certificates by notifying them that their Certificates are available.
Certificates shall be made available to emkr Subscribers, either by
allowing them to download them from a web site or via a message sent to
the Subscriber containing the Certificate.

4.3.3 CABF Requirement for Certificate Issuance by a Root CA

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline requirements.

MSC Trustgate.coms Root ®dys dhallinotabe aised to sign
Subscriber CertificatesMSC Trustgate.coms Ro o't CA Private Keys shall
used to sign Certificates under only the following cases:

1. Seltsigned Certificates to represent the Root CA itself;
2. Certificates for Subordate CAs and Cross Certificates;

3. Certificates for infrastructure purposes (e.g. administrative role
certificates, internal CA operational device certificates, and OCSP
Response verification Certificates).

Certificate issuance by the Root CA shall reqjaim individual authorized by
the CA (i.e. the CA system operator, system officer, or PKI administrator) to
deliberately issue a direct command in order for the Root CA to perform a
certificate signing operation. Additional controls for Certificate issealy

the Root CA are described 8ection 5.6 Key Changeover arfsection 6.1

Key Pair Generation.

4.4  CERTIFICATE ACCEPTANCE

4.4.1 Conduct Constituting Certificate Acceptance

The following conduct constitutes certificate acceptance:
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1 Downloading a Certifate or installing a Certificate from a message
attaching it constitutes the Subscriber

S ac

1 Failure of the Subscriber to object to the certificate or its content
constitutes certificate acceptance.

4.4.2 Publication of the Certificate by the CA

MSC Trustgate.com publishes the Certificates it issues in a publicly accessible
repository.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities

RAs may receive notification of the issuance of certificates they approve

KEY PAIR AND CERTIFICATE USAGE

4.5.1 Subscriber Private Key and Certificate Usage

Use of the private key corresponding to the public key in the certificate shall

only be permitted once the Subscriber has agreed to the Subscriber

agreement and acceptethe certificate. The certificate shall be used lawfully

in accordance with MSC Trustgate.com' s Subscrib
the STN CP and this CPS. Certificate use must be consistent with the

KeyUsage field extensions included in the certificatg.(&f Digital Signature

is not enabled then the certificate must not be used for signing).

Subscribers shall protect their private keys from unauthorized use and shall
discontinue use of the private key following expiration or revocation of the
certificae. Parties other than the Subscriber shall not archive the Subscriber
Private Key except as set forthSection 4.12

4.5.2 Relying Party Public Key and Certificate Usage

Relying parties shall assent to the terms of the applicable relying party
agreemet as a condition of relying on the certificate.

Reliance on a certificate must be reasonable under the circumstances. If the
circumstances indicate a need for additional assurances, the Relying Party
must obtain such assurances for such reliance to berdekreasonable.

Before any act of reliance, Relying Parties shall independently assess:
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4.6

1 The appropriateness of the use of a Certificate for any given purpose
and determine that the Certificate will, in fact, be used for an
appropriate purpose that is notrphibited or otherwise restricted by
this CPS. MSC Trustgate.com is not responsible for assessing the
appropriateness of the use of a Certificate.

1 That the certificate is being used in accordance with the KeyUsage
field extensions included in the certifite (e.g., if Digital Signature is
not enabled then the certificate may not be relied upon for validating
a Subscriber’s signature).

f The status of the certificate and all the CAs in the chain that issued
the certificate. If any of the Certificates in ther@ficate Chain have
been revoked, the Relying Party is solely responsible to investigate
whether reliance on a digital signature performed by an -esdr
Subscriber Certificate prior to revocation of a Certificate in the
Certificate chain is reasonablény such reliance is made solely at the
risk of the Relying party.

Assuming that the use of the Certificate is appropriate, Relying Parties shall
utilize the appropriate software and/or hardware to perform digital signature
verification or other cryptogralpic operations they wish to perform, as a
condition of relying on Certificates in connection with each such operation.
Such operations include identifying a Certificate Chain and verifying the
digital signatures on all Certificates in the Certificate Chain

CERTIFICATE RENEWAL

Certificate renewal is the issuance of a new certificate to the subscriber without
changing the public key or any other information in the certificate. Certificate
renewal is supported for Class 3 certificates where the key pagenerated on a
web server as most web server key generation tools permit the creation of a new
Certificate Request for an existing key pair.

4.6.1 Circumstances for Certificate Renewal

Prior to the expiration of saetessaryi sting
for the Subscriber to renew a new certificate to maintain continuity of
Certificate usage. A certificate may also be renewed after expiration.
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4.6.2

4.6.3

Who May Request Renewal

Only the subscriber for an individual certificate or an authorized
representative for an Organizational certificate may request certificate
renewal.

Processing Certificate Renewal Requests

Renewal procedures ensure that the person or organization seeking to renew
an enduser Subscriber Certificate is in fact the Sulbseri{or authorized by
the Subscriber) of the Certificate.

One acceptable procedure is through the use of a Challenge Phrase (or the
equivalent thereof), or proof of possession of the private key. Subscribers
choose and submit with their enroliment informan a Challenge Phrase (or

the equivalent thereof). Upon renewal of a Certificate, if a Subscriber
correctly submits t he Subscriber’ s

thereof) with the Subscriber’s reenrol

information (including Corporate and Technical contact informafipias
not changed, a renewal Certificate is automatically issued.

As an alternative to using a challenge phrase (or equival&®C
Trustgate.commay send an nail message to the-mail address aociated
with the verified corporate contact for the certificate being renewed,
requesting confirmation of the Certificate renewal order and authorization to
issue the Certificate. Upon receipt of confirmation authorizing issuance of
the Certificate, MSCriistgate.com will issue the Certificate if the enrollment
information (including corporate and technical contact informatfonhas

not changed.

After renewal in this fashion, and on at least alternative instances of
subsequent renewal thereafter, MSC Tigeste.com or an RA shall reconfirm
the identity of the Subscriber in accordance with the requirements specified
in this CPS for the authentication of an original Certificate Application.

In particular, for retaill Class 3 Organizational certificates through
www.msctrustgate.com MSC  Trustgate.com re-authenticates the

1 |t contact information has changed via an approved formal contact change procedure the certificate shall still qualify for

automated renewal.

12t contact information has changed via an approved formal contact change procedure the certificate shall still qualify for

automated renewal.
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4.7

Organization name and domain name included in the certificate at intervals
descibed inSection 6.3.2In circumstances where:

* The challenge phrases icorrectly used for the subsequent renewal
certificate and:

» The certificate Distinguished Name has not been changed, and

* The Corporate and Technical Contact information remains unchanged
from that, which was previously verified.

MSC Trustgate.com witiot have to reconfirm by telephone, confirmatory
postal mail, or comparable procedure to the Certificate Applicant certain
information about the organization, that the organization has authorized the
Certificate Application, and that the person submittinge Certificate
Application on behalf of the Certificate Applicant is authorized to do so.

Other than this procedure or another MSC Trustgate.com approved
procedure, the requirements for the authentication of an original Certificate
Application shall besed for renewing an endser Subscriber Certificate.

4.6.4 Notification of New Certificate Issuance to Subscriber
Notification of issuance of certificate renewal to the Subscriber is in
accordance witlsection 4.3.2

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
Conduct constituting Acceptance of a renewed certificate is in accordance
with Section 4.4.1

4.6.6 Publication of the Renewal Certificate by the CA
The renewed certificate i s publ i shed
accessible regsitory.

4.6.7 Notification of Certificate Issuance by the CA to Other Entities

RAs may receive notification of the issuance of certificates they approve.

CERTIFICATE RE-KEY

Certificate rekey is the application for the issuance of a new certificatectwifies
the new public key. Certificate rekey is supported for all certificate Classes.
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4.7.1 Circumstances for Certificate Re-Key

Prior to the expiration of an existing Subscril
for the Subscriber to rey the certifcate to maintain continuity of
Certificate usage. A certificate may also b&eged after expiration.

4.7.2 Who May Request Certification of a New Public Key

Only the subscriber for an individual certificate or an authorized
representative for an Organitianal certificate may request certificate
renewal

4.7.3 Processing Certificate Re-Keying Requests

Rekey procedures ensure that the person or organization seeking to renew
an enduser Subscriber Certificate is in fact the Subscriber (or authorized by
the Subscriber) of the Certificate.

One acceptable procedure is through the use of a Challenge Phrase (or the

equivalent thereof), or proof of possession of the private key. Subscribers

choose and submit with their enroliment information a Challenge Phrase (o

the equivalent thereof). Upon renewal of a Certificate, if a Subscriber

correctly submits t he Subscriber’s Chall enge
thereof) with the Subscriber’s reenroll ment inf
information (including contact infomation') has not changed, a renewal

Certificate is automatically issued. Subject to the provisiorSeaftion 3.3.1

after re-keying in this fashion, and on at least alternative instances of

subsequent rekeying thereafter, MSC Trustgate.com or an RA Ishal

reconfirm the identity of the Subscriber in accordance with the requirements

specified in this CPS for the authentication of an original Certificate

Application.

Other than this procedure or another Symaniagproved procedure, the
requirements for the athentication of an original Certificate Application
shall be used for reying an endiser Subscriber Certificate.

4.7.4 Notification of New Certificate Issuance to Subscriber

Notification of issuance of a #eeyed certificate to the Subscriber is in
acmrdance withSection 4.3.2

13 |t contact information has changed via an approved formal contact change procedure the certificate shall still qualify for
automated renewal.
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4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate
Conduct constituting Acceptance of a-keyed certificate is in accordance
with Section 4.4.1
4.7.6 Publication of the Re-Keyed Certificate by the CA
The rekeyedcerti fi cate i s publ i shed i n MSC Trust g:
accessible repository.
4.7.7 Notification of Certificate Issuance by the CA to Other Entities

RAs may receive notification of the issuance of certificates they approve.

CERTIFICATE MODIFICATION

4.8.1 Circumstances for Certificate Modification

Certificate modification refers to the application for the issuance of a new
certificate due to changes in the information in an existing certificate (other
than the subscriber’”s public key).

Certificate modication is considered a Certificate Application in terms of
Section 4.1
4.8.2 Who May Request Certificate Modification

SeeSection 4.1.1

4.8.3 Processing Certificate Modification Requests

MSC Trustgate.com or an RA shall perform identification and atitfzion
of all required Subscriber information in terms®déction 3.2

4.8.4 Notification of New Certificate Issuance to Subscriber

SeeSection 4.3.2

4.8.5 Conduct Constituting Acceptance of Modified Certificate

SeeSection 4.4.1

4.8.6 Publication of the Modified Certificate by the CA

SeeSection 4.4.2
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4.8.7 Notification of Certificate Issuance by the CA to Other Entities

SeeSection 4.4.3

4.9  CERTIFICATE REVOCATION AND SUSPENSION

4.9.1 Circumstances for Revocation

Only in the circumstances listedIbey, will an enduser Subscriber certificate

be revoked by Symantec (or by the Subscriber) and published on a CRL. Upon
request from a subscriber who can no longer use (or no longer wishes to use)
a certificate for a reason other than one mentioned bel@ymantec will flag

the certificate as inactive in its database but will not publish the certificate
on a CRL.

An enduser Subscriber Certificate is revoked if:

* MSC Trustgate.com, a Customer, or a Subscriber has reason to believe
or strongly suspects thathere has been a Compromise of a
Subscriber’s private key,

e« MSC Trustgate.com or a Customer has reason to believe that the
Subscriber has materially breached a material obligation,
representation, or warranty under the applicable Subscriber
Agreement,

* The Subscriber Agreement with the Subscriber has been terminated,

« The affiliation between an Enterprise Customer with a Subscriber is
terminated or has otherwise ended,

» The affiliation between an organization that is a Subscriber of a Class
3 Organiztional ASB Certificate and the organizational representative
controlling the Subscriber’”s private key
ended,

e MSC Trustgate.com or a Customer has reason to believe that the
Certificate was issued in a manner not materiatiyaccordance with
the procedures required by the applicable CPS, the Certificate (other
than a Class 1 Certificate) was issued to a person other than the one
named as the Subject of the Certificate, or the Certificate (other than
a Class 1 Certificate) wassued without the authorization of the
person named as the Subject of such Certificate,
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* MSC Trustgate.com or a Customer has reason to believe that a
material fact in the Certificate Application is false,

e MSC Trustgate.com or a Customer determinest tha material
prerequisite to Certificate Issuance was neither satisfied nor waived,

e In the case of Class 3 organizational Cert i
organization name changes,

« The information within the Certificate, other than Naeerified
Subsdber Information, is incorrect or has changed,

e The Subscriber identity has not been successfullverified in
accordance wittsection 6.3.2

e The Subscriber has not submitted payment when due, or
* The continued use of that certificate is harmfulthe STN.

When considering whether certificate usage is harmful to the STN, MSC
Trustgate.com considers, among other things, the following:

1 The nature and number of complaints received

f The identity of the complainant(s)

1 Relevant legislation in force

1 Reponses to the alleged harmful use from the Subscriber

MSC Trustgate.com may also revoke an Administrator Certificate if the
Admini strator’s authority to act as Administra
otherwise has ended.

MSC Trustgate.com Subscriber Agreersemquire eneuser Subscribers to
immediately notifyMSC Trustgate.cowf a known or suspected compromise
of its private key.

4.9.1.1 CABF Requirements for Reasons for Revocation

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline Requirements.

MSC Trustgate.com shall revoke a Certificate within 24 hours if one or more
of the following occurs:

1. The Subscriber requests in writing that the CA revoke the Certificate;
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2. The Subscriber notifies the CA thhetoriginal certificate request was
not authorized and does not retroactively grant authorization;

3. The CA obtains evidence t hat t he Subscril

(corresponding to the Public Key in the Certificate) has suffered a Key
Compromise, or that th€ertificate has otherwise been misused (eg,
Private key has been archived);

4. The CA is made aware that a Subscriber has violated one or more of
its material obligations under the Subscriber Agreement;

5. The CA is made aware of any circumstance indigatiat use of a
FullyQualified Domain Name or IP address in the Certificate is no
longer legally permitted (e.g. a court or arbitrator has revoked a
Domain Name Registrant’s right to use the
licensing or services agreement betweethe Domain Name
Registrant and the Applicant has terminated, or the Domain Name
Registrant has failed to renew the Domain Name);

6. The CA is made aware that a Wildcard Certificate has been used to
authenticate a fraudulently misleading subordinate FQlyalified
Domain Name;

7. The CA is made aware of a material change in the information
contained in the Certificate;

8. The CA is made aware that the Certificate was ssued in
accordance with the MSC Trustgate.cQRS;

9. The CA determines that any ofi@ information appearing in the
Certificate is inaccurate or misleading;

10.The CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the
Certificate;

11.The CA’' s ri ght tderthis GPsenpires @résmevakddi c at es wun
or terminated, unless the CA has made arrangements to continue
maintaining the CRL/OCSP Repository;

12.The CA is made aware of a possible compromise of the Private Key of
the Subordinate CA used for issuing the Certiéicat
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133.The CA or any of its designated RAs become a
Private Key has been communicated to an unauthorized person or an
organization not affiliated with the Subscriber,

14.Revocatio is otherwise required by the MSC Trustgate.doRor

15.The technical content or format of the Certificate presents an
unacceptable risk to Application Software Suppliers or Relying Parties
(e.g. as determined by the CA/Browser Forum).

4.9.2 Who Can Request Revocation

Individual Subscribers can requeste revocation of their own individual

Certificates through @ authorizedrepresentative of MSC Trustgate.com or

an RA. In the case of organizational Certificates, a duly authorized

representative of the organization shall be entitled to request the ration

of Certificates issued to the organization. A duly authorized representative of

MSC Trustgate.com or a RA shall be entitled to request the revocation of an

RA Administrator’'s Certificate. The entity t h
Certificate Applicatio shall also be entitled to revoke or request the

revocation of the Subscriber’s Certificate.

Only MSC Trustgate.com is entitled to request or initiate the revocation of
the Certificates issued to its own CAs. RAs are entitled, through their duly
authorizd representatives, to request the revocation of their own
Certificates, and their Superior Entities shall be entitled to request or initiate
the revocation of their Certificates.

4.9.3 Procedure for Revocation Request

4.9.3.1 Procedure for Requesting theevocation of an Entser Subscriber
Certificate

An enduser Subscriber requesting revocation is required to communicate

the request to the MSC Trustgate.com or the Customer approving the

Subscriber’s Certificate Amgaibniofthet i on, who i n tu
certificate promptly.

For Enterprise customers, the Subscriber is required to communicate the
request to the Enterprise Administrator who will communicate the
revocation request to MSC Trustgate.com for processing. Communication of
such reveation request shall be in accordance W@RS § 3.4
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Where an Enterprise Customer initiates revocation of an-eser Subscriber
Certificate upon its own initiative, the Managed PKI Customer or ASB
Customer instructs MSC Trustgate.com to revoke the @extf.

4.9.3.2 CABF Requirements for Certificate Revocation Process

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline Requirements.

Revocation Request

MSC Trustgate.com CAs shall provide a processutmsc8bers to request
revocation of theirown Certificates described Bection 4.90f this CPS.

MSC Trustgateomshall maintain a continuous ability to accept and respond
to revocation requests and related inquiries within MSC Trustgatd s
businessours.

Certificate Problem Reporting

MSC Trustgate.com CAs shall publicly disclose to Subscribers, Relying Parties,
Application Software Suppliers, and other third parties, instructions for
reporting suspected Private Key Compromise, Certificate misusether

types of fraud, compromise, misuse, inappropriate conduct, or any other
matter related to Certificates.

Investigation

MSC Trustgate.com CAs shall begin investigation of a Certificate Problem
Report within twentyfour (24) hours of receipt and decidehether
revocation or other appropriate action is warranted based upon at least the
following criteria:

1. The nature of the alleged problem;

2. The number of Certificate Problem Reports received about a
particular Certificate or Subscriber;

3. The entitymaking the complaint (for example, a complaint from a law
enforcement official that a Web site is engaged in illegal activities
should carry more weight than a complaint from a consumer alleging
that she didn’'t receive the goods

4. Relewant legislation
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494

4.9.5

4.9.6

4.9.7

Response

MSC Trustgate.com shall maintain an ability to accept and respond internally
to a highpriority Certificate Problem Report revocation and where
appropriate, forward such a complaint to law enforcement authorities
and/or revoke &Certificate that is the subject of such a complaint within MSC
Trustgate.com's business hours.

4.9.3.3 Procedure for Requesting the Revocation of a CA or RA Certificate

A CA or RA requesting revocation of its CA or RA Certificate is required to
communicatethe request to MSC Trustgate.com. MSC Trustgate.com will
then revoke the Certificate. MSC Trustgate.com may also initiate CA or RA
Certificate revocation.

Revocation Request Grace Period

Revocation requests shall be submitted as promptly as possifiten a
commercially reasonable time.

Time within Which CA Must Process the Revocation Request

MSC Trustgate.com takes commercially reasonable steps to process
revocation requests without delay.

Revocation Checking Requirements for Relying Parties

Relying Parties shall check the status of Certificates on which they wish to
rely. One method by which Relying Parties may check Certificate status is by
consulting the most recent CRL from the CA that issued the Certificate on
which the Relying Paytwishes to rely.

Alternatively, Relying Parties may meet this requirement either by checking
Certificate status using the applicable wibsed repository or by using OCSP
(if available). CAs shall provide Relying Parties with information on how to
find the appropriate CRL, wdiased repository, or OCSP responder (where
available) to check for revocation status.

CRL Issuance Frequency

CRLs for endser Subscriber Certificates are issued at least once per day.
CRLs for CA Certificates shall be issatddast annually, but also whenever a
CA Cetrtificate is revoked.
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CRLs for Authenticated Content Signing (ACS) Root CAs are published
annually and also whenever a CA Certificate is revoked.

If a Certificate listed in a CRL expires, it may be removed fatenissued
CRLs after the Certificate’s expiration.

4.9.7.1 CABF Requirements for CRL Issuance

Domain validated and organization validated SSL Certificates conform to the
CA / Browser Forum Baseline Requirements.

Subscriber Certificate Status Requirements

If the CA publishes a CRL, the CA shall update and reissue CRLs at least once
every seven (7) days, and the value of tmextUpdate field must not be
more than ten (10) days beyond the value of thisUpdatefield.

Subordinate CA Certificate Status Requirements

The CA shall update and reissue CRLs at least (i) once every twelve (12)
months and (ii) within 24 hours after revoking a Subordinate CA Certificate,
and the value of thenextUpdate field must not be more than twelve (12)
months beyond the valei of thethisUpdatefield.

4.9.8 Maximum Latency for CRLs

CRLs are posted to the repository within a commercially reasonable time
after generation. This is generally done automatically within minutes of
generation.

4.9.9 On-Line Revocation/Status Checking Availability

Online revocation and other Certificate status information are available via a
web-based repository and, where offered, OCSP. In addition to publishing
CRLs, MSC Trustgate.com provides Certificate status information through
query functions inthe MSC Trustgate.com repositagd support

Certificate status information is available through whedised query functions
accessible through the MSC Trustgate.com Repository at

* https://www.msctrusggate.com/repositoryhtm

(for Personal ID and Class 2 Certifi¢ated

« https://www.msctrustgate.com/support.htm
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4.9.10

4.9.11

4.9.12

(for SSD.

MSC Trustgate.conalso provides OCSP Certificate status information.
Enterprise Customers who contract for OCSP services may check Certificate
status through the use of OCSP. The URL for the relevant OCSP Responder is
communicated to the Enterprise Customer.

4.9.9.1 CABF Requirements for OCSP Availability

Domain validatedand organization validated SSL Certificates conform to the
CA / Browser Forum Baseline Requirements.

Effective 1 January 2013, the CA shall support an OCSP capability using the
GET method for Certificates issued in accordance with these Requirements.

Certificate Status for Subscriber Certificates

The CA shall update information provided via an Online Certificate Status
Protocol at least every four (4) days. OCSP responses from this service must
have a maximum expiration time of ten (10) days.

Certificate Status for Subordinate CA Certificates

The CA shall update information provided via an Online Certificate Status
Protocol at least (i) every twelve (12) months and (i) within 24 hours after
revoking a Subordinate CA Certificate.

On-Line Revocation Checking Requirements

A relying party must check the status of a certificate on which he/shel/it
wishes to rely. If a Relying Party does not check the status of a Certificate on
which the Relying Party wishes to rely by consulting the most recent relevant
CRL the Relying Party shall check Certificate status by consulting the
applicable repository or by requesting Certificate status using the applicable
OCSP responder (where OCSP services are available).

Other Forms of Revocation Advertisements Available

Not applicable.

Special Requirements regarding Key Compromise

MSC Trustgate.com uses commercially reasonable efforts to notify potential
Relying Parties if it discovers, or have reason to believe, that there has been a
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4.10

4.11

Compromise of the privatedy of one of their own CAs or one of the CAs
within their subdomains.
4.9.13 Circumstances for Suspension

Not applicable.

4.9.14 Who Can Request Suspension

Not applicable.

4.9.15 Procedure for Suspension Request

Not applicable.

4.9.16 Limit on Suspension Period

Not applicable.

CERTIFICATE STATUS SERVICES

4.10.1 Operational Characteristics
The Status of public certificates
website, LDAP directory and via an OCSP responder (where available).
4.10.2 Service Availability

Certificate Status Services are available 24x7 without scheduled interruption.

4.9.3 Optional Features

OCSP is an optional status service feature that is not available for all products
and must be specifically enabled for other products.

END OF SUBSCRIPTION
A subscriber may end a subscription fdi&C Trustgate.cowertificate by:

» Allowing his/herl/its certificate to expire without renewing or-keying that
certificate

* Revoking of his/her/its certificate before certificate expiration theiut
replacing the certificates.
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4.12 KEY ESCROW AND RECOVERY

With the exception of enterprises deploying Managed PKI Key Management Services
no STN participant may escrow CA, RA oreset Subscriber private keys.

Enterprise customers using the Keyrascoption within the Symantec Managed PKI
Service can escrow copies of the private keys of Subscribers whose Certificate
Applications they approve. The enterprise customer may escrow keys either within

the enterprise’s premisegsataccenterMiSdperated ust gat e.
Trustgat e.

out of the enterprise’s premises, MS C
Subscriber private keys but plays an important role in the Subscriber key recovery
process.

4.12.1 Key Escrow and Recovery Policy and Practices

Enterpiise customers using the Key Escrow option within the Symantec
Managed PKI service (or an equivalent service approved by Symantec) are
permitted to escrow endi s e r Subscribers’ private
keys shall be stored in encrypted form using tharidged PKI Key Manager
software. Except for enterprise customers using the Managed PKI Key
Manager Service (or an equivalent service approved by Symantec), the
private keys of CAs or eatser Subscribers shall not be escrowed.

Enduser Subscriber private egs shall only be recovered under the
circumstances permitted within the Managed PKI Key Management Service
Admini strator’s Gui de, under whi ch:

» Enterprise customers using Managed PKI Key Manager shall confirm
the identity of any person purporting to bén¢ Subscriber to ensure

that a purported Subscriber request

is, in fact, from the Subscriber and not an imposter,

e Enterprise customers shall recover
t he Subscri ber’ s he legitmate ianndylawfoln | y
purposes, such as to comply with judicial or administrative process or
a search warrant, and not for any illegal, fraudulent, or other
wrongful purpose, and

* Such Enterprise customers shall have personnel controls in place to
prevent Key Management Service Administrators and other persons
from obtaining unauthorized access to private keys.
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It is recommended that Enterprise Customers using the Key Escrow option
within the Symantec Managed PKI Service:

» Notify the subscribers thaheir private keys are escrowed

’

e Protect subscribers escrowed keys from unau

e Protect all information, including the admin
could be used to recover subscribers’ escrow

- Rel ease s ub sed keyshoaly for propery autrenticated
and authorized requests for recovery.

* Revoke the Subscriber’s Key pair prior to r
key under certain circumstances such as to discontinue the use of a
lost certificate.

* Not be required tocommunicate any information concerning a key
recovery to the subscriber except when the subscriber him/herself
has requested recovery.

* Not disclose or allow to be disclosed escrowed keys or escrowed key
related information to any third party unless reqed by the law,
government rul e, or regul ati on; by the ent
policy; or by order of a court of competent jurisdiction.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices

Private keys are stored in the Key Manager dateliasencrypted form. Each

Subscriber’s private key is i-DESi vi dually encry
symmetric key. A Key Escrow Record (KER) is genesatdhenthe triple-

DES key is combined with a random session key to form a session key mask.

The resulting masked session key (MSK) is securely sent and stored in the

Managed PKI database at MSC Trustgate.com. The KER (containing the end

user’'s private key) and the random session key
Manager database and all residual key métkis destroyed.

The Managed PKI database is operated out of MS
data center. The enterprise customer may choose to operate the Key
Manager database either on the enterprise’s p
Trustgate.com e secure data cente

Recovery of a private key and digital certificate requires the Managed PKI
administrator to securely log on to the Managed PKI Control Center, select
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the appropriate key pair to recover and click a
an approved administratr ¢l i cks the “recover” l'ink is the

pair returned from the Managed PKI database. The Key Manager retrieves

the session key from the KMD and combines it with the MSK to regenerate

the triple-DES key which was used to originally encrypt phieate key,

all owing recovery of the end user’s private key
PKCS#12 file is returned to the administrator and ultimately distributed to

the end user.
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5.0 FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS

5.1 PHYSICAL CONTROLS

Compliance with these policies is included in MS(
audit requirements described iBection 8 The MSC Trustgate.com Physical Security

Policy contains sensitive security information and is only available upon agreement

with MSC Tustgate.comAn overview of the requirements éescribed below.

5.1.1 Site Location and Construction

MSC Trustgate.coi@A and RA operations are conducted within a physically
protected environment that deters, prevents, and detects unauthorized use
of, acess to, or disclosure of sensitive information and systems whether
covert or overt.

MSC Trustgate.conalso maintains disaster recovery facilities for its CA

operations.MSC Trustgate.coms di saster recovery facilities ar
multiple tiers of pysical security comparable to those oMSC
Trustgate.corns pri mary facility.

5.1.2 Physical Access

MSC Trustgate.coBA systems are protected by a minimum of four tiers of
physical security, with access to the lower tier required before gaining access
to the higher tier.

Progressively restrictive physical access privileges control access to each tier.
Sensitive CA operational activity, any activity related to the lifecycle of the
certification process such as authentication, verification, and issuancar occ
within very restrictive physical tiers. Access to each tier requires the use of a
proximity card employee badge. Physical access is automatically logged and
video recorded. Additional tiers enforce individual access control through the
use of two factorauthentication including biometrics. Unescorted personnel,
including untrusted employees or visitors, are not allowed into such secured
areas.

The physical security system includes additional tiers for key management
security which serves to protect botimline and offline storage of CSUs and
keying material. Areas used to create and store cryptographic material
enforce dual control, each through the use of two factor authentication
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including biometrics. Online CSUs are protected through the use of locked

cabinets. Offline CSUs are protected through the use of locked safes,

cabinets and containers. Access to CSUs and keying material is restricted in

accordance withMSC Trustgate.coms segr egati on of duties requir
The opening and closing of cabinetscontainers in these tiers is logged for

audit purposes.

5.1.3 Power and Air Conditioning
MSC Trustgate.coms secure facilities are equipped with

» power systems to ensure continuous, uninterrupted access to electric
power and

» heating/ventilation/air conditioning systems to control temperature
and relative humidity.

5.1.4 Water Exposures

MSC Trustgate.coimas taken reasonable precautions to minimize the impact
of water exposure tMSC Trustgate.cosystems.

5.1.5 Fire Prevention and Protection

MSC Trustgate.conhas taken reasonable precautions to prevent and

extinguish fires or other damaging exposure to flame or smdWl&C

Trustgate.corh s fire prevention and protection me a s L
designed to comply with local fire safety rdgtions.

5.1.6 Maedia Storage

All media containing production software and data, audit, archive, or backup
information is stored withilrMSC Trustgate.corfacilities or in a secure off

site storage facility with appropriate physical and logical accessralent
designed to limit access to authorized personnel and protect such media
from accidental damage (e.g., water, fire, and electromagnetic).

5.1.7 Waste Disposal

Sensitive documents and materials are shredded before disposal. Media used
to collect or trarsmit sensitive information are rendered unreadable before
disposal. Cryptographic devices are physically destroyed or zeroized in
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accordance the manufacturers’ gui dance prior
disposed of in accordance witiSC Trustgate.coms rmal avaste disposal
requirements.

5.1.8 Off-Site Backup

MSC Trustgate.comperforms routine backups of critical system data, audit

log data, and other sensitive information. Offsite backup media are stored in

a physically secure manner using a bondeddtlparty storage facility and

MSC Trustgate.coms di saster recovery facility.

5.2 PROCEDURAL CONTROLS

5.2.1 Trusted Roles

Trusted Persons include all employees, contractors, and consultants that
have access to or control authentication or cryptographic rapens that
may materially affect:

« the validation of information in Certificate Applications;

- the acceptance, rejection, or other processing of Certificate
Applications, revocation requests, renewal requests, or enrollment
information;

» the issuanceor revocation of Certificates, including personnel having
access to restricted portions of its repository;

» the handling of Subscriber information or requests.
Trusted Persons include, but are not limited to:

e customer service personnel,

» cryptographidousiness operations personnel,

e security personnel,

* system administration personnel,

« designated engineering personnel, and

e executives that are designated to manage infrastructural
trustworthiness.
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5.2.2

5.2.3

MSC Trustgate.com considers the categories of persbidentified in this

section as Trusted Persons having a Trusted Position. Persons seeking to

become Trusted Persons by obtaining a Trusted Position must successfully
complete the screening requirements set out in this CPS.

Number of Persons Required per Task

MSC Trustgate.com has established, maintains, and enforces rigorous control
procedures to ensure the segregation of duties based on job responsibility
and to ensure that multiple Trusted Persons are required to perform
sensitive tasks.

Policyand control procedures are in place to ensure segregation of duties

based on job responsibilities. The most sensitive tasks, such as access to and

management of CA cryptographic hardware (cryptographic signing unit or
CSU) and associated key material, iegmultiple Trusted Persons.

These internal control procedures are designed to ensure that at a minimum,
two trusted personnel are required to have either physical or logical access
to the device. Access to CA cryptographic hardware is strictly enforged b
multiple Trusted Persons throughout its lifecycle, from incoming receipt and
inspection to final logical and/or physical destruction. Once a module is
activated with operational keys, further access controls are invoked to
maintain split control over bdt physical and logical access to the device.

Persons with physical access to modul

versa.

Other manual operations such as the validation and issuance of Class 3
Certificates, not issued by an automated validation assbiance system,
require the participation of at least 2 Trusted Persons, or a combination of at
least one trusted person and an automated validation and issuance process.
Manual operations for Key Recovery may optionally require the validation of
two (2)authorized Administrators.

Identification and Authentication for Each Role

For all personnel seeking to become Trusted Persons, verification of identity
is performed through the personal (physical) presence of such personnel
before Trusted Personsegforming Symantec HR or security functions and a

check of welr ecogni zed forms of identificat.i
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5.3

licenses). Identity is further confirmed through the background checking
procedures irSection5.3.1

MSC Trustgate.comnsuresthat personnel have achieved Trusted Status and
departmental approval has been given before such personnel are:

+ issued access devices and granted access to the required facilities;

» issued electronic credentials to access and perform specific functions
onSTN CA, RA, or other IT systems.

5.2.4 Roles Requiring Separation of Duties
Roles requiring Separation of duties include (but are not limited to)

» the validation of information in Certificate Applications;

- the acceptance, rejection, or other processing oertificate
Applications, revocation requests, recovery requests or renewal
requests, or enrollment information;

+ the issuance, or revocation of Certificates, including personnel having
access to restricted portions of the repository;

» the handling of Subsitrer information or requests

+ the generation, issuing or destruction of a CA certificate

» the loading of a CA to a Production environment

PERSONNEL CONTROLS

Personnel seeking to become Trusted Persons must present proof of the requisite
background, qudiications, and experience needed to perform their prospective job
responsibilities competently and satisfactorily, as well as proof of any government
clearances, if any, necessary to perform certification services under government
contracts. Background chks are repeated at least every 5 years for personnel
holding Trusted Positions.

5.3.1

Qualifications, Experience, and Clearance Requirements

MSC Trustgate.com requires that personnel seeking to become Trusted
Persons present proof of the requisite backgnd, qualifications, and

experience needed to perform their prospective job responsibilities
competently and satisfactorily, as well as proof of any government
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clearances, if any, necessary to perform certification services under
government contracts.

5.3.2 Background Check Procedures

Prior to commencement of employment in a Trusted RoMSC
Trustgate.contonducts background checks which include the following:

» confirmation of previous employment,
» check of professional reference,

e confirmation of the highest or most relevant educational degree
obtained,

» search of criminal records (local, state or provincial, and national),

« check of credit/financial records,

e search of driver’'s |l icense records, and

| search of Employees Provident Fund recttds

To the extent that any of the requirements imposed by this section cannot be
met due to a prohibition or limitation in local law or other circumstances,
MSC Trustgate.comill utilize a substitute investigative technique permitted
by law that provides substamtily similar information, including but not
limited to obtaining a background check performed by the applicable
governmental agency.

The factors revealed in a background check that may be considered grounds
for rejecting candidates for Trusted Positionsfor taking action against an
existing Trusted Person generally include (but are not limited to) the
following:

« misrepresentations made by the candidate or Trusted Person,
+ highlyunfavourableor unreliable professional references,

+ certain criminal convictins, and

+ indications of a lack of financial responsibility.

Reports containing such information are evaluated by human resources and
security personnel, who determine the appropriate course of action in light
of the type, magnitude, and frequency of theehaviour uncovered by the

* Such records search must be equivalent to a US Social Security Administration records search.
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5.3.3

background check. Such actions may include measures up to and including

the cancellation of offers of employment made to candidates for Trusted
Positions or the termination of existing Trusted Persons.

The use of information revead in a background check to take such actions is
subject to the applicable federal, state, and local laws.

Training Requirements

MSC Trustgate.comrovides its personnel with training upon hire as well as
the requisite onrthe-job training needed forthem to perform their job
responsibilities competently and satisfactorifSC Trustgate.comaintains
records of such trainingMSC Trustgate.conperiodically reviews and
enhances its training programs as necessary.

MSC Trustgate.coms trainiage ptagt amed to
responsibilities and include the following as relevant:

« Basic PKI concepts,

+ Job responsibilities,

+ MSC Trustgate.cosecurity and operational policies and procedures,
» Use and operation of deployed hardware and software,

+ Incident and Compromise reporting and handling, and

» Disaster recovery and business continuity procedures.

5.3.3.1 CABF Requirements for Training and Skill Level

Domain validated and organization validated SSL Certificates conform to the

CA / Browser Forum Bdsee Requirements.

MSC Trustgate.comprovides all personnel performing information
verification duties with skillsraining that covers basic Public Key
Infrastructure knowledge, authentication and vetting policies and procedures
(including this CPS), conam threats to the information verification process
(including phishing and other social engineering tactics), and the pertinent
CABF Requirements.

MSC Trustgate.commaintains records of such training and ensures that
personnel entrusted with Validation 8pialist duties maintain a skill level
that enables them to perform such duties satisfactorily. Validation Specialists
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5.3.4

5.3.5

5.3.6

5.3.7

engaged in Certificate Issuance shall maintain skill levels consistent with the
CA’s training and performance progr ams.

MSC Trustgatearn documents that each Validation Specialist possesses the
skills required by a task before allowing the Validation Specialist to perform
that task. MSC Trustgate.comequires all Validation Specialists to pass an
examination provided by the CA on the infaation verification
requirements outlined in the CABF Requirements.

Retraining Frequency and Requirements

MSC Trustgate.conprovides refresher training and updates to their
personnel to the extent and frequency required to ensure that such
personné maintain the required level of proficiency to perform their job
responsibilities competently and satisfactorily.

Job Rotation and Sequence

Not applicable.

Sanctions for Unauthorized Actions

Appropriate disciplinary actions are taken for witi@orized actions or other
violations ofMSC Trustgate.comolicies and procedures. Disciplinary actions
may include measures up to and including termination and are
commensurate with the frequency and severity of the unauthorized actions.

Independent Contractor Requirements

In limited circumstances, independent contractors or consultants may be
used to fill Trusted Positions. Any such contractor or consultant is held to the
same functional and security criteria that apply toMSC Trustgate.com
employees in a comparable position.

Independent contractors and consultants who have not completed or passed

the background check procedures specifiedSiection5.3.2 are permitted

access toMSC Trustgate.coms secure facilities only to the
escorted and directly supervised by Trusted Persons at all times.

Page |64



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9

30 October 2017

5.3.8 Documentation Supplied to Personnel

MSC Trustgate.corprovides its employees the requisite training and other
documentation needed to perform their job responsibilities competently and
satisfactorily.

5.4 AUDIT LOGGING PROCEDURES

5.4.1 Types of Events Recorded

MSC Trustgate.com manually or automatically logs the following significant
events:

» CA key life cycle management events, including:

- Key generation, backup, storage, recovery, haral, and
destruction

- Cryptographic device life cycle management events.
« CA and Subscriber certificate life cycle management events, including:
- Certificate Applications, renewal, rekey, and revocation
- Successful or unsuccessful processing of reguest
- Generation and issuance of Certificates and CRLs.
+ Securityrelated events including:
- Successful and unsuccessful PKI system access attempts

- PKI and security system actions performedWwyC Trustgate.com
personnel

- Security sensitive files or reds read, written or deleted
- Security profile changes
- System crashes, hardware failures and other anomalies
- Firewall and router activity
- CA facility visitor entry/exit.
Log entries include the following elements:
» Date and time of the entry

« Serial orsequence number of entry, for automatic journal entries
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+ ldentity of the entity making the journal entry
« Description/kind of entry.

MSC Trustgate.com RAs and Enterprise Administrators log Certificate
Application information including:

+ Kind of identificatio. document(s) presented by the Certificate
Applicant

+ Record of unique identification data, numbers, or a combination
thereof (e. g., Certificate Applicant
identification documents, if applicable

S dr i

» Storage location of copies of dpmtions and identification
documents

+ ldentity of entity accepting the application
« Method used to validate identification documents, if any

« Name of receiving CA or submitting RA, if applicable.

5.4.2 Frequency of Processing Log

The CA system and auditg are continuously monitored to provide real
time alerts of significant security and operational events. In addition, MSC
Trustgate.com reviews its audit logs for suspicious or unusual activity in
response to alerts generated based on irregularities amxdents within
MSC Trustgate.com CA and RA systems.

Audit log processing consists of a review of the audit logs and documentation
for all significant events in an audit log summary. Audit log reviews include a
verification that the log has not been tampet with, an inspection of all log
entries, and an investigation of any alerts or irregularities in the logs. Actions
taken based on audit log reviews are also documented.

5.4.3 Retention Period of Audit Log

Audit logs shall be retained onsite for at leasto (2) months after
processing and thereafter archived in accordance \8iiction 5.5.2
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5.5

5.44

5.4.5

5.4.6

5.4.7

5.4.8

Protection of Audit Log

Audit logs are protected with an electronic audit log system that includes

mechanisms to protect the log files from unauthorized viggvimodification,

deletion, or other tampering.

Audit Log Backup Procedures

Incremental backups of audit logs are created daily and full backups are

performed weekly.

Audit Collection System (Internal vs External)

Automated audit data is gemated and recorded at the application, network
and operating system level. Manually generated audit data is recorded by

MSC Trustgate.com personnel.

Notification to Event-Causing Subject

Where an event is logged by the audit collection system, nticaois

required to be given to the individual, organization, device, or application

that caused the event.

Vulnerability Assessments

Events in the audit process are logged, in part,

vulnerabilities. Logical egurity Vulnerability A sessment s
performed, reviewed, and revised following an examination of these
monitored events. LSVAs are based on-teaé automated logging data and

are performed on a daily, monthly, and annual basis. An annual LSVA will be
aninputintoan entity’'s annual Compliance

RECORDS ARCHIVAL

5.5.1

Types of Record Archived

MSC Trustgate.cowrchives:
1 All audit data collected in terms &ection 5.4
1 Certificate application information

1 Documentation supporting certificate applications

to monitgstesm
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5.5.2

5.5.3

5.5.4

5.5.5

5.5.6

1 Caetificate lifecycle information e.g., revocation, rekey and renewal
application information

Retention Period of Archive

Records shall be retained for at least the time periods set forth below
following the date the Certificate expires or is revoked.

« Five (5) years for Class 1 Certificates,

« Ten (10) years and six (6) months for Class 2 and Class 3 Certificates

Protection of Archive

MSC Trustgate.corprotects the archive so that only authorized Trusted
Persons are able to obtain access to thehare. The archive is protected
against unauthorized viewing, modification, deletion, or other tampering by
storage within a Trustworthy System. The media holding the archive data and
the applications required to process the archive data shall be maintaimed
ensure that the archive data can be accessed for the time period set forth in
this CPS.

Archive Backup Procedures

MSC Trustgate.corimcrementally backs up electronic archives of its issued
Certificate information on a daily basis and performs lbalckups on a weekly
basis. Copies of papé&ased records shall be maintained in ansfé secure
facility.

Requirements for Time-Stamping of Records

Certificates, CRLs, and other revocation database entries shall contain time
and date informatim. Such time information need not be cryptographic
based.

Archive Collection System (Internal or External)

MSC Trustgate.conmarchive collection systems are internal, except for
enterprise RA Customer84SC Trustgate.corassists its enterprise RAs in
preserving an audit trail. Such an archive collection system therefore is
external to that enterprise RA.
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5.6

5.7

5.5.7 Procedures to Obtain and Verify Archive Information

Only authorized Trusted Personnel are able to obtain access to the archive.
The integrity 6the information is verified when it is restored.

KEY CHANGEOVER

MSC Trustgate.com CA key pairs are retired from service at the end of their

respective maximum lifetimes as defined in this CPS. MSC Trustgate.com CA
Certificates may be renewed as loag the cumulative certified lifetime of the CA

key pair does not exceed the maximum CA key pair lifetime. New CA key pairs will be
generated as necessary, for example to replace CA key pairs that are being retired,
to supplement existing, active key pa#msd to support new services.

Prior to the expiration of the CA Certificate for a Superior CA, key changeover
procedures are enacted to facilitate a smooth transition for entities within the

Superior CA’'s hierarchy fr omkeypag(s)oMS@ Superi or

Trustgate.com s CA key changeover process

« A Superior CA ceases to issue new Subordinate CA Certificates no later than
60 days before the point in time (“Stop
lifetime of the Superior CRey pair equals the approved Certificate Validity
Period for the specific type(s) of Certificates issued by Subordinate CAs in the
Superior CA's hierarchy.

« Upon successful validation of Subordinate CA (or-eset Subscriber)

Certificate requests receivedlf t er t he “Stop | ssuance Dat e,

be signed with a new CA key pair.

The Superior CA continues to issue CRLs signed with the original Superior CA private
key until the expiration date of the last Certificate issued using the original key pa
has been reached

COMPROMISE AND DISASTER RECOVERY

5.7.1 Incident and Compromise Handling Procedures

Backups of the following CA information shall be kept irsitéf storage and
made available in the event of a Compromise or disaster: Certificate
Application data, audit data, and database records for all Certificates issued.
Backups of CA private keys shall be generated and maintained in accordance
with CP § 6.2.AMSC Trustgate.comnaintains backups of the foregoing CA
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information for their own C8, as well as the CAs of Enterprise Customers
within its Subdomain.

5.7.2 Computing Resources, Software, and/or Data Are Corrupted

In the event of the corruption of computing resources, software, and/or

data, such an occurrence is reportedMtSC TrustgatcomSecurity andMSC

Trustgate.corh's i nci dent handling procedures are enact
require appropriate escalation, incident investigation, and incident response.

If necessaryMSC Trustgate.coms key compromise or di saster re
procedureswill be enacted.

5.7.3 Entity Private Key Compromise Procedures

Upon the suspected or known Compromise df8C Trustgate.coi@A, STN
infrastructure or Customer CA private ke SC Trustgate.coms Key
Compromise Response procedures are enacted byMB&Trustgate.com
Security Incident Response Team (VSIR1i3 team, which includes Security,
Cryptographic Business Operations, Production Services personnel, and other
Symantec management representatives, assesses the situation, develops an
action plan, andimplements the action plan with approval froiMSC
Trustgate.comexecutive management.

If CA Certificate revocation is required, the following procedures are

performed:
«+ The Certificate' s revoked status is communi (
through theMSC Tratgate.comRepository in accordance witbPS §
4.9.7,

« Commercially reasonable efforts will be made to provide additional
notice of the revocation to all affected STN Participants, and

» The CA will generate a new key pair in accordance GRS § 5,6
exceptwhere the CA is being terminated in accordance V@RS §
5.8

5.7.4 Business Continuity Capabilities after a Disaster

Symantec has created and maintains business continuity plans so that in the
event of a business disruption, critical business functiory be resumed.
Symantec maintains a Disaster Recovery Facility (DRF) located at a Symantec
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owned facility geographically separate from the primary Production Facility.

The DRF is a hardened facility designed to federal government and military

specificat ons and is also specifically equipped to 1
standards.

In the event of a natural or mamade disaster requiring permanent

cessation of operations from Symantec’s pri mar
Symantec Business Continuity Team and tSymantec Authentication

Operations Incident Management Team will coordinate with cross functional

management teams to make the decision to formally declare a disaster

situation and manage the incident. Once a disaster situation is declared,

restorationof Sy mantec’s Production services functi on:
initiated.

Symantec has developed a Disaster Recovery Plan (DRP) for its managed PKI

services. The DRP identifies conditions for activating the plan and what

constitutes an acceptable sgsh outage and recovery time. The DRP defines

the procedures for the teams to reconstitute Symantec STN operations using

backup data and backup copies of the STN keys.
DRP includes:

» Frequency for taking backup copies of esserttiginess information
and software,

+ Requirement to store critical cryptographic materials (i.e., secure
cryptographic device and activation materials) at an alternate
location,

+ Separation distance of the Disaster recovery

» Procedires for securing the Disaster facility during the period of time
following a disaster and prior to restoring a secure environment
either at the original or a remote site,

3

Symantec’s DRP identifies administrative requir
+ Maintenanceschedué for the plan;

+ Awareness and education requirements;

» Responsibilities of the individuals; and

» Regular testing of contingency plans.
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The target recovery time for restoring critical Production service functionality
is no greater than 24 hours.

Symantecconducts at least one disaster recovery test per calendar year to
ensure functionality of services at the DRF. Formal Business Continuity
Exercises are also conducted yearly in coordination with the Corporate
Symantec Business Continuity Team where pilaces for additional types of
scenarios (e.g. pandemic, earthquake, flood, power outage) are tested and
evaluated.

Symantec takes significant steps to develop, maintain, and test sound

business recovery plans, and i8amantec’s plannin
business disruption is consistent with many of the best practices established

within the industry.

Symantec maintains redundant hardware and backups of its CA and
infrastructure system software at its disaster recovery facility. In addition, CA
private keys are backed up and maintained for disaster recovery purposes in
accordance witlCPS § 6.2.4

Symantec maintains offsite backups of important CA information for
Symantec CAs as well as the CAs of Service Centers, and Enterprise
Customers, withinysma n t e @lomain. Suclbinformation includes, but is

not limited to: Certificate Application data, audit data (f&ection 4.3 and
database records for all Certificates issued.

For services where the entity issuing CertificateBI18C Trustgate.corfsee

CPS 81.1.2.1)2MSC Trustgate.cotmas implemented a disaster recovery site

more than 50 kilometres from MSC Trustgate.coms principal secur e
facilities. MSC Trustgate.corhas developed, implemented and tested a

disaster recovery plan to mitigate theffects of any kind of natural or man

made disaster. This plan is regularly tested, verified, and updated to be

operational in the event of a disaster.

Detailed disaster recovery plans are in place to address the restoration of

information systems serges and key business functions. MSC

Trustgate.corhns di saster recovery site has i mplemented
protections and operational controls required by the Symantec Security and

Audit Requirements (SAR) Guide to provide for a secure and saoidifb

operational setup.
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In the event of a natural or mamade disaster requiring temporary or

permanent cessation of operations frorMSC Trustgate.coms pri mary
facility, MSC Trustgate.coms di sast er recovery process is ini
MSC Trustgate.cos Disaster Recovery TeanRD.

MSC Trustgate.cotmas the capability to restore or recover operations within
twenty four (24) hours following a disaster with, at a minimum, support for
the following functions:

« Certificate issuance,
« Certificate revocaon,
« Publicationof revocation information, and

« Provisionof key recovery information for Managed PKI Customers
using Managed PKI Key Manager.

MSC Trustgate.coms di saster recovery database is synch
with the production database withithe time limits set forth in the SAR
Guide. MSC Trustgate.coms di saster recovery equi pment i's p

physical security protections comparable to the physical security tiers
specified inCPS § 5.1.1

MSC Trustgate.coms di sast er r endesignedrtojpropdeulh has bee

recovery within one week following disaster occurring &i1SC

Trustgate.corh s p r i mMSCyTrustgaté.cnests its equipment at its

primary site to support CA/RA functions following all but a major disaster

that would renderthe entire facility inoperable. Results of such tests are

reviewed and kept for audit and planning purposes. Where possible,

operations are resumed aMSC Trustgate.coms pri mary site as soon as
possible following a major disaster.

MSC Trustgate.comaintains redundant hardware and backups of its CA and
infrastructure system software at its disaster recovery facility. In addition,
CA private keys are backed up and maintained for disaster recovery purposes
in accordance witlCPS § 6.2.4

MSC Trustgateom maintains offsite backups of important CA information

for MSC Trustgate.cor@As as well as the CAs of Service Centers, Managed

PKI Customers, and ASB Customers wM8C Trustgate.coms Subdomai n.
Such information includes, but is not limited to:pdipation logs, Certificate
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Application data, audit data (pe€PS § 4)5 and database records for all
Certificates issued.

The DRP identifies conditions for activating the plan and what constitutes an
acceptable system outage and recovery time. Adddibpn MSC
Trustgate.corns DRP i ncl udes:

« Frequency for taking backup copies of essential business information
and software,

+ Requirement to store critical cryptographic materials (i.e., secure
cryptographic device and activation materials) at an alternate
location,

+ Separation distance of the Disaster recovery

» Procedures for securing the Disaster facility during the period of time
following a disaster and prior to restoring a secure environment
either at the original or a remotédts,

MSC Trustgate.coms DRP i denti fies administrative requir
+ Maintenanceschedule for the plan;
+ Awareness and education requirements;
+ Responsibilities of the individuals; and

« Regular testing of contingency plans.

CA OR RA TERMINATION

In the event that itis necessary for a MSC Trustgate.com CA, or Enterprise Customer
CA to cease operation, MSC Trustgate.com makes a commercially reasonable effort
to notify Subscribers, Relying Parties, and other affected entities of such termination
in advance of the CA termination. Where CA termination is required, MSC
Trustgate.com and, in the case of a Customer CA, the applicable Customer, will
develop a termination plan to minimize disruption to Customers, Subscribers, and
Relying Parties. Suchrteination plans may address the following, as applicable:

« Provision of notice to parties affected by the termination, such as
Subscribers, Relying Parties, and Customers, informing them of the status of
the CA,

» Handling the cost of such notice,
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« The revocton of the Certificate issued to the CA by MSC Trustgate.com,

« The preservation of the CA's archives and rec
required in this CPS,

« The continuation of Subscriber and customer support services,

« The continuation of revocation servigesuch as the issuance of CRLs or the
maintenance of online status checking services,

« The revocation of unexpired unrevoked Certificates of-amdr Subscribers
and subordinate CAs, if necessary,

» Refunding (if necessary) Subscribers whose unexpired ukeevBertificates
are revoked under the termination plan or provision, or alternatively, the
issuance of replacement Certificates by a successor CA,

«+ Disposition of the CA's private key and the har
private key, and

« Provisionsneeeld f or the transition of the CA's service

5.9 DATA SECURITY

5.9.1 Objectives

MSC Trustgate.com develops, implements, and maintains a comprehensive
security program designed to:

1. Protect the confidentiality, integrity, and availabjlit (CIA) of
Certificate Data and Certificate Management Processes;

2. Protect against anticipated threats or hazards to the confidentiality,
integrity, and availability of the Certificate Data and Certificate
Management Processes;

3. Protect against unatrized or unlawful access, use, disclosure,
alteration, or destruction of any Certificate Data or Certificate
Management Processes;

4. Protect against accidental loss or destruction of, or damage to, any
Certificate Data or Certificate Management Proesssand

5. Comply with all other security requirements applicable to the CA by
law.
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5.9.2 ]Risk Assessment
MSC Trustgate.com performs an annual Risk Assessment that:

1. ldentifies foreseeable internal and external threats that could result
in unauthorizedaccess, disclosure, misuse, alteration, or destruction
of any Certificate Data or Certificate Management Processes;

2. Assesses the likelihood and potential damage of these threats, taking
into consideration the sensitivity of the Certificate Data and
Cetificate Management Processes; and

3. Assesses the sufficiency of the policies, procedures, information
systems, technology, and other arrangements that the CA has in place
to counter such threats. (comment [U1]:  Added on 10/12/2012 |

5.9.3 Security Plan

Based on resultsof the annual RiskAssessment, MSC Trustgate.com
develops, implements, and maintains a Security Plan consisting of security
procedures, measures, and products designed to achieve the objectives set
forth above and to manage and control the risks identified during the Risk
Assessment, commensurate with the sensitivity of the Certificate Data and
Certificate Management Processes.

The Security Plan includes administrative, organizational, technical, and
physical safeguards appropriate to the sensitivity of the Certificate Bxadia
Certificate Management Processes. The Security Plan takes into account
then-available technology and the cost of implementing the specific
measures, and implements a reasonable level of security appropriate to the
harm that might result from a breactf security and the nature of the data

to be protected.
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6.0 TECHNICAL SECURITY CONTROLS

6.1 KEY PAIR GENERATION AND INSTALLATION

6.1.1 Key Pair Generation

CA key pair generation is performed by multiple -pedected, trained and
trusted individuals usingrlistworthy Systems and processes that provide for
the security and required cryptographic strength for the generated keys. For
PCA and Issuing Root CAs, the cryptographic modules used for key
generation meet the requirements of FIPS 140evd 3. For otler CAs
(including MSC Trustgate.co@As and Managed PKI Customer CAs), the
cryptographic modules used meet the requirements of at least FIPSL 140
level 2.

All CA key pairs are generated in yplanned Key Generation Ceremonies in

accordance with the requéments of the Key Ceremony Reference Guide,

the CA Key Management Tool User’'s Gui de, and
The activities performed in each key generation ceremony are recorded,

dated and signed by all individuals involved. These records are keatiiit

and tracking purposes for a lengthf time deemed appropriate by MSC
Trustgate.conManagement.

Generation of RA key pairs is generally performed by the RA using a FIPS 140
1 level 1 certified cryptographic module provided with their browser
software. Enterprise Customers generate the key pair used by their
Automated Administration servers. MSC Trustgate.casnommends that
Automated Administration server key pair generation be performed using a
FIPS 14Q level 2 certified cryptographic module.

Generation of enduser Subscriber key pairs is generally performed by the
Subscriber. For Class 1 Certificates, Class 2 Certificates, and Class 3
code/object signing Certificates, the Subscriber typically uses a FIRE 140
level 1 certified cryptographic made provided with their browser software

for key generation. For server Certificates, the Subscriber typically uses the
key generation utility provided with the web server software.

For ACS Application IDs, MSC Trustgategemerates a key pair on behalf
the Subscriber using a random numbers seed generated on a cryptographic
module that, at a minimum, meets the requirements of FIPSILigyel 3.
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6.1.2 Private Key Delivery to Subscriber

6.1.3

6.1.4

When enduser Subscriber key pairs are generated by the -eser
Subscriber, private key delivery to a Subscriber is not applicable. For ACS
Application IDs, private key delivery to a Subscriber is also not applicable.

Where RA or endiser Subscribekey pairs are pr@enerated by MSC
Trustgate.comon hardware tokens orsmart cards, such devices are
distributed to the RA or endser Subscriber using a commercial delivery
service and tamper evident packaging. The data required to activate the
device is communicated to the RA or emsker Subscriber using an out of
band proess. The distributio of such devices is logged by MSC
Trustgate.com

Where enduser Subscriber key pairs are gyenerated by Enterprise
Customers on hardware tokens or smart cards, such devices are distributed
to the enduser Subscriber using a commetaielivery service and tamper
evident packaging. The required activation data required to activate the
device is communicated to the RA or emsker Subscriber using an out of
band process. The distribution of such devices is logged by the Enterprise
Custoner.

For Enterprise Customers using Managed PKI Key Manager for key recovery
services, the Customer may generate encryption key pairs (on behalf of
Subscribers whose Certificate Applications they approve) and transmit such
key pairs to Subscribers via a pasrd protected PKCS # 12 file.

Public Key Delivery to Certificate Issuer

Enduser Subscribers and RAs submit their public key to Symantec for
certification electronically through the use of a PKCS#10 Certificate Signing
Request (CSR) or other didlgasigned package in a session secured by
Secure Sockets Layer (SSL). Where CA, RA, -osen8ubscriber key pairs
are generated by Symantec, this requirement is not applicable.

CA Public Key Delivery to Relying Parties

MSC Trustgate.comnakes theCA Certificates for Symantec PCAs and its root
CAs available to Subscribers and Relying Parties through their inclusion in
web browser software. As new PCA and r@at Certificates are generated,
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MSC Trustgate.comprovides such new Certificates to the lrser
manufacturers for inclusion in new browser releases and updates.

MSC Trustgate.comenerally provides the full certificate chain (including the
issuing CA and any CAs in the chain) to the-ie®mt Subscbier upon
Certificate issuance. MSC TrustgateacdCA Certificates may alsbe
downloaded from the MSC Trustgate.conLDAP Directory at
directory.msctrustgatecom.

6.1.5 Key Sizes

Key pairs shall be of sufficient length to prevent others from determining the

key pair’s private kgethe pared of gxpectedy pt anal ysi s dur
utilization ofsuch key pairs. The MSC Trustgate.ctandard for minimum

key sizes is the use of key pairs equivalent in strengtB48 bit RSA for

PCAs and CAS

’

Symant ec
key pairs.

s third and fifth gbinrRSAati on (G3 and

Symantec issues minimum key size equivalent in strength to 2048 bit RSA for
RAs and end entity certificates key pairs.

Symantec’s fourth generation (G4) Class 3 PCA
includes a 384 bit ECC key.

All Classes ddTN and MSC Trustgate.c##fGAs and CAs, and RAs and end
entity certificates use either SHA or SHA for digital signature hash
algorithm and certain versions of Symantec Processing Center support the
use of SHA&R56 and SHA84 hash algorithms in erghtity Subscriber
Certificates.

6.1.5.1 CABF Requirements for Key Sizes

Domain validated and organization validated SSL Certificates conform to the
CA /Browser Forum Baseline requirements.

Root CA Certificates must meet the following requirements for algaorit
type and key size:

15 A trust is extended to Symantecd first and second generation (G1 and G2) legacy Trusted Roots with 1024 bit RSA key
pairs for support of customer legacy platforms and 1024-bit RSA end-entity certificates may be issued with expiration on or
before December 31, 2011. Additional individual exceptions may be permitted for affiliates of Symantec Corporation operating
the Processing Center software capabilities in accordance with Section 6.3.2, with prior approval to preserve business
continuity of legacy applications beyond 2011.
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Validity period Validity period
beginning on or before 31 beginning after 31 Dec
Dec 2010 2010

Digest algorithm MD5 Not Recommended, SHA1*, SHA256, SHA
SHA1, SHA256, SHA384 or | 384 or SHA12
SHA512

Minimum RSA modulus| 2048** 2048

size(bits)

ECC curve NIST P56, P384 or P521 NIST P56, P384 or P

521

Table 4A - CABF algorithms and key sizes for Root CA Certificates

Subordinate CA Certificates must meet the following requirements for
algorithm type and key size:

Validity period Validity period
beginning on or before 31 beginning after 31 Dec
Dec 2010 2010
and ending on or before 31 or ending after 31 Dec
Dec 2013 2013
Digest algorithm SHA1, SHA256, SHA384 or | SHAL*, SHA256, SHA
SHA512 384 or SHA12
Minimum RSA modulus| 1024 2048
size (bits)
ECC curve NIST 256, R384 or P521 NIST 256, R384 or P
521

Table 4B - CABF algorithms and key sizes for Subordinate CA Certificates

CAs shall only issue Subscriber certificates with keys containing the following
algorithm types and key sizes.

Validity period Validity period
ending on or before 31 Dec ending after 31 Dec 2013
2013
Digest algorithm SHA1*, SHA256, SHA84 or | SHA1*, SHA256, SHA
SHA512 384 or SHA12

Minimum RSA modulus| 1024 2048

size (bits)

ECC curve NIST P56, R384 or P521 NIST P56, R384 or P

521

Table 4C - CABF Forum algorithms and key sizes for Subscriber Certificates

* SHAL may be used until SHZ56 is supported widely by browsers used by
a substantial portion of relying parties wdwide.

Page |80



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9  sccore meansscrioi ravsrio susiness

30 October 2017

6.2

** A Root CA Certificate issued prior to 31 Dec 2010 with an RSA key size less
than 2048 bits may still serve as a trust anchor Subscriber Certificates
issued in accordance with these Requirements.

MSC Trustgate.cor®As shall reject a certificatequest if the requested
Public Key does meet the minimum algorithm key sizes set forth in this
section.

6.1.6 Public Key Parameters Generation and Quality Checking

Not applicable.

6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)
Refer toSecton 7.1.2.1

PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING
CONTROLS

MSC Trustgate.conhas implemented a combination of physical, logical, and
procedural contols to ensure the security of MSC Trustgate.cand Enterprise
Customer CA privatkeys. Subscribers are required by contract to take necessary
precautions to prevent the loss, disclosure, modification, or unauthorized use of
private keys.

6.2.1 Cryptographic Module Standards and Controls

For PCA and Issuing Root CA key pair geoaratid CA private key storage,
MSC Trustgate.comses hardware cryptographic modules that are certified
at or meet the requirements of FIPS 14Qevel 3.

6.2.2 Private Key (m out of n) Multi-Person Control

MSC Trustgate.corhas implemented technical angtocedural mechanisms
that require the participation of multiple trusted individuals to perform

sensitie CA cryptographic operations. MSC Trustgate.aors e s “Secret

Sharing” to split the activation data needed
into separateparts called “Secret Shares” whi ch are
trusted individuals call ed “Sharehol ders.” A

Shares (m) out of the total number of Secret Shares created and distributed
for a particular hardware cryptographic module) (s required to activate a
CA private key stored on the module.
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6.2.3

6.2.4

6.2.5

The threshold number of shares needed to sign a CA certificate is 3. It should
be noted that the number of shares distributed for disaster recovery tokens
may be less than the number distuted for operational tokens, while the
threshold number of required shares remains the same. Secret Shares are
protected in accordance with this CPS.

Private Key Escrow

CA private keys are not escrowed. Escrow of private keys for end user
subscribergs explained in more detail &ection 4.12

Private Key Backup

MSC Trustgate.cororeates backup copies of CA private keys for routine
recovery and disaster recovery purposes. Such keys are stored in encrypted
form within hardware cryptographic motkes and associated key storage
devices. Cryptographic modules used for CA private key storage meet the
requirements of this CPS. CA private keys are copied to backup hardware
cryptographic modules in accordance with this CPS.

Modules containing onsite baag copies of CA private keys are subject to
the requirements of CPS. Modules containing disaster recovery copies of CA
private keys are subject to the requirements of this CPS.

MSC Trustgate.comioes not store copies of RA private keys. For the backup
of end-user Subscriber private keys, sBection 6.2.3and Section4.12 For
ACS Application IDs, MSC Trustgate.does not store copies of Subscriber
private keys.

Private Key Archival

Upon expiration of a MSC Trustgate.coBA Certificate, the key pair
associated with the certificate will be securely retained for a period of at
least 5 years using hardware cryptographic modules that meet the
requirements of this CPS. These CA key pairs shall not be used for any signing
events after the expiration datefdhe corresponding CA Certificate, unless

the CA Certificate has been renewed in terms of this CPS.

MSC Trustgate.cordoes not archive copies of RA and Subscriber private
keys.

Page |82



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9

30 October 2017

6.2.6

6.2.7

6.2.8

Private Key Transfer Into or From a Cryptographic Module

MSC Trustgatearn generates CA key pairs on the hardware cryptographic
modules in which the éys will be used. In addition, MSC Trustgate.com
makes copies of such CA key pairs for routine recovery and disaster recovery
purposes. Where CA key pairs are backed up to amothardware
cryptographic module, such key pairs are transported between modules in
encrypted form.

Private Key Storage on Cryptographic Module

CA or RA private keys held on hardware cryptographic modules shall be
stored in encrypted form.

Method of Activating Private Key

All MSC Trustgate.cosub-domain Participants shall protect the activation
data for their private keys against loss, theft, modification, unauthorized
disclosure, or unauthorized use.

6.2.8.1 Class 1 Certificates

The Standardor Class 1 private key protection is for Subscribers to take
commercially reasonable measures for the physical protection of the
Subscriber’”s workstation to prevent
private key without the Subscribers a u tom ol additoh,i MSC
Trustgate.conrecommends that Subscribers use a password in accordance
with Section 6.4.1or security of equivalent strength to authenticate the
Subscriber before the activation of the private key, which includes, for
instance, a passwd to operate the private key, a Windows logon or screen
saver password, or a network logon password.

6.2.8.2Class 2 Certificates
The Standard for Class 2 Private Key protection is for Subscribers to:

« Use a password in accordance wiBection 6.4.1or security of
equivalent strength to authenticate the Subscriber before the
activation of the private key, which includes, for instance, a password
to operate the private key, a Windows logon or screen saver
password; and
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« Take commercially reasonable measui@sthe physical protection of
the Subscriber’s workstation to prevent use
associated private key without the Subscribe

When deactivated, private keys shall be kept in encrypted form only.
6.2.8.3 Class 3 Ceriifates other than Administrator Certificates

The Standard for Class 3 private key protection (other than Administrators) is
for Subscribers to:

+ Use a smart card, biometric access device or security of equivalent
strength to authenticate the Subscriber beéothe activation of the
private key; and

« Take commercially reasonable measures for the physical protection of
the Subscriber’s workstation to prevent use
associated private key without the Subscribe

Use of a pasword along with a smart card or biometric access device in
accordance wittSection 6.4.1is recommended. When deactivated, private
keys shall be kept in encrypted form only.

6284 ! RYAYAAUGNI G2NARQ t NARGIGS YSea o6/tFaa oo
The Standar d fpovate ey proteationgdquirastthem ts:’

« Use a smart card, biometric access device, password in accordance
with Section 6.4.1or security of equivalent strength to authenticate
the Administrator before the activation of the private key, which
includes, fo instance, a password to operate the private key, a
Windows logon or screen saver password, or a network logon
password; and

« Take commercially reasonable measures for the physical protection of
the Administrator’s workstatbn on to prevent
and i ts associated private key without t
authorization.

MSC Trustgate.commecommends that Administrators use a smart card,
biometric access device, or security of equivalent strength along with the use
of a password in accordance witSection 6.4.1to authenticate the
Administrator before the activation of the private key.

When deactivated, private keys shall be kept in encrypted form only.
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6.2.8.5 Enterprise RAs using a Cryptographic Module (with Automated
Administration or with Managed PKI Key Manager Service)

The Standard for private key protection for Administrators using such a
cryptographic module requires them to:

+ Use the cryptographic module along with a password in accordance
with Section 6.4.1to authenticate the Administrato before the
activation of the private key; and

« Take commercially reasonable measures for the physical protection of
the workstation housing the cryptographic module reader to prevent
use of the workstation and the private key associated with the
cryptogrgghi ¢ modul e without the Administrator’s

6.2.8.6 Private Keys Held by Processing Centers (Cleé&s 1

An online CA’'s private key shall be activated
Shareholders, as defined iBection 6.2.2 supplying their activatiordata
(stored on secure media).

Once the private key is activated, the private key may be active for an

indefinite period until it is deactivated when the CA goes offline. Similarly, a

threshold number of Shareholders shall be required to supply theivaodin

data in order to activate an offline CA’s priveé
activated, it shall be active only for one time.

6.2.9 Method of Deactivating Private Key

MSC Trustgate.cor@A private keys are deactivated upamoval from the
token reader. MSC Trustgate.coRA private keys (used for authentication to
the RA application) are detivated upon system log off. MSC Trustgate.com
RAs are required to log off their workstations when leaving their work area.

Client Administrators, RA, and ender Subscriber private keys may be
deactivated after each operation, upon logging off their system, or upon
removal of a smart card from the smart card reader depending upon the
authentication mechanism employed by the user. In all cases;used
Subscrilers has an obligation to adequately protect their private key(s) in
accordance with this CPS. The private key associated with an ACS Application
ID is deleted immediately after it has been used for code signing.
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6.3

6.2.10

6.2.11

Method of Destroying Private Key

Where required, MSC Trustgate.codestroys CA private keys in a manner
that reasonably ensures that there are no residuals remains of the key that
could lead tothe reconstruction of the key. MSC Trustgate.cotitizes the
zeroization function of its hardwareryptographic modules and other
appropriate means to ensure the complete destruction of CA private keys.
When performed, CA key destruction activities are logged. The private key
associated with an ACS Application ID is deleted immediately after it has
been used for code signing.

Cryptographic Module Rating
SeeSection 6.2.1

OTHER ASPECTS OF KEY PAIR MANAGEMENT

6.3.1

6.3.2

Public Key Archival
MSC Trustgate.cor@A, RA and endser Subscriber Certificates are backed

up and archived as parf MSC Trustgte.comi s r outi ne backup procedures.

Certificate Operational Periods and Key Pair Usage Periods

The Operational Period of a Certificate ends upon its expiration or
revocation. The Operational Period for key pairs is the same as the
Operational Periodfor the associated Certificates, except that they may
continue to be used for decryption and signature verification. Tlaeimum
Operational Periods for MSC Trustgate.cdpertificates for Certificates
issued on or after the effective date of this CPSsateforth in Table 8 below.

End user Subscriber Certificates that are renewals of existing subscriber
certificates may have a longer validity period (up to 3 months).

In addition, MSC Trustgate.co@Asstops issuing new Certificates at an

appropriate datepr i or t o the expiration of the CA’
Certificate issued by a Subordinate CA expires after the expiration of any

Superior CA Certificates.
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PCA seléigned (1024 bit RSA) | Up to 30 years
PCAselfsigned (2048 bit RSA) | Up to 50 years
PCA selfigned (256 bit ECC) | Up to 30 years
PCA selfigned (384 bit ECC) | Up to 30 years
PCA to Offline intermediate CA| Generally 10 years but up to 15 years after renewal

PCA to online CA Generally 5 years bwp to 10 years after renewsl
Offline intermediate CA to Generally 5 years but up to 10 years after reneéwal
online CA

Online CA to Endser Individual| Normally up to 3 years, but under the conditions
Subscriber described below, up to 6 yedfainder the conditions

described below with no option to renew or-key.
After 6 years new enrollment is required.

Online CA to Enéntity Normally up to 6 year& under the conditions
Organizational Subscriber described below with no option to renew or-key.
After 6 years new enrollment is required.

Table 8 - Certificate Operational Periods

In terms ofSection 6.3.2f the STN CP, the Symantec PMA has approved an

exception toextend a limited number CAs beyond the specified limits, in

order to ensure uninterruged PKI services during CA key pair migratiomns Th

exception can be applied to MSC Trustgate.coperating the Processing

Center for infrastructure and Admin CAs only that are not associated with

CAs issuing SSL certificates. This exception may notdeuseo ext end a CA'’' s
validity beyond a 14 year total validity to a maximum of August 31, 2014, and

shall not be made available after December 31, 2011.

Except as noted in this section, MSC Trustgate.@ubdomain Participants
shall cease all use of theirkeairs after their usage periods have expired.

Certificates issued by CAs to emskr Subscribers malgave Operational
Periods longer than three years, up to six years, if the following requirements
are met:

!¢ The Symantec Onsite Administrator CA-Class 3 has a validity beyond 10 years to support legacy systems and shall be
revoked when appropriate

Ylf6-yearenduser subscriber certificates are issued, the ombine CA certificateds oper
option to renew. CA re-key will be required after 5 years.
“lf6-yearenduser subscriber certificates are issued, the online CA certificateds oper

option to renew. CA re-key will be required after 5 years.

2 At a minimum, the Distinguished Name of certificates issued with a validity of more than 3 years is re-verified after three
years from date of certificate issuance. With the exception of the Symantec Automated Administration certificate, Organizational
end-entity certificates used solely to support the operation of a portion of the STN may be issued with a validity period of 5
years and up to a maximum of 10 years after renewal.
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« Protection of the Subscriber key pairs in réat to its operational
environment for Organizational Certificates, operation within the
enhanced protection of a data center and for Individual Certificates,
the Subscribers’ key pairs reside
card,

» Subscribers are redned to undergo reauthentication at least every 3
years undeiSection 3.2.3

« Subscribers shall prove possession of the private key corresponding to
the public key within the Certificate at least every 25 months under
Section 3.2.3

« If a Subscriber is unébto complete reauthentication procedures
successfully or is unable to prove possession of such private key when
required by the foregoing, t he
Certificate.

MSC Trustgate.coralso operates a Secure Server CA as a legdiegigned
issuing root CA which is part of the Symantec Trust Network and has an
operational period of up to 15 years. Ender Subscriber Certificates issued
by this CA meet the requirements for CA to argbr Subscriber Certificates
specified inTable 8above.

The Symantec Class 3 International Server CA is an online CA signed by a PCA.
The validity of this CA may exceed the validity periods described in Table 8
above in order to meet certain contractual obligations with browser vendors
regarding the useof SGC/step up technology, and ensure continued
interoperability of certificates offering this capability.

6.3.2.1 CABF Validityeeriod Requirements

Domain validated and organization validated SSL Certificates conform to the
CA /Browser Forum Baseline tegements. Such Certificates issued after the
Effective Date must have a Validity Period no greater than 48 months (4
years).

Except as provided for below, Certificates issued after 1 April 2015 must have
a Validity Period no greater than 36 months (3 ng@a Beyond 1 April 2015,
CAs may continue to issue Certificates with a Validity Period greater than 36
months but not greater than 48 months provided that the CA documents
that the Certificate is for a system or software that:
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a) was in use prior to thEffective Date;

b) is currently in use by either the Applicant or a substantial number of
Relying Parties;

c) fails to operate if the Validity Period is shorter than 48 months;
d) does not contain known security risks to Relying Parties; and

e) B difficult to patch or replace without substantial economic outlay

6.4 ACTIVATION DATA

6.4.1 Activation Data Generation and Installation

Activation data (Secret Shares) used to protect tokens containing Symantec
CA private keys is generated in accordandth the requirements ofCPS §
6.2.2and the Key Ceremony Reference Guide. The creation and distribution
of Secret Shares is logged.

Symantec RAs are required to select strong passwords to protect their
private keys. Symant ec’ ss rggars sthato r d selection
passwords:

+ be generated by the user;

+ have at least fifteen characters;

« have at least one alphabetic and one numeric character;
« have at least one lowetase letter;

+ not contain many occurrences of the same character;

» not be the same as the epator's profile name; and

+ not contain a long substring of the user's profile name.

MSC Trustgate.com strongly recommends that Enterprise Administrators,
RAs, and endser Subscribers choose passwords that meet the same
requirements. MSC Trustgate.com algrommends the use of two factor
authentication mechanisms (e.g., token and passphrase, biometric and
token, or biometric and passphrase) for private key activation.
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6.5

6.4.2 Activation Data Protection

MSC Trustgate.com Shareholders are required to safegtizett Secret
Shares and sign an agreement acknowledging their Shareholder
responsibilities.

MSC Trustgate.com RAs are required to store their Administrator/RA private

keys in encrypted form using password

securifiohy” op

MSC Trustgate.com strongly recommends that Client Administrators, RAs
and enduser Subscribers store their private keys in encrypted form and
protect their private keys through the use of a hardware token and/or strong
passphrase. The use of two factauthentication mechanisms (e.g., token
and passphrase, biometric and token, or biometric and passphrase) is
encouraged.

6.4.3 Other Aspects of Activation Data
6.4.3.1 Activation Data Transmission

To the extent activation data for private keys are traised, STN
Participants shall protect the transmission using methods that protect
against the loss, theft, modification, unauthorized disclosure, or
unauthorized use of such private keys. To the extent Windows or network
logon user name/password combinatids used as activation data for an
enduser Subscriber, the passwords transferred across a network shall be
protected against access by unauthorized users.

6.4.3.2 Activation Data Destruction

Activation data for CA private keys shall be decommissionedyusiethods
that protect against the loss, theft, modification, unauthorized disclosure, or
unauthorized use of the private keys protected by such activation data. After
the record retention periods isection 5.5.2apse, MSC Trustgate.com shall
decommissin activation data by overwriting and/or physical destruction.

COMPUTER SECURITY CONTROLS

MSC Trustgate.corperforms all CA and RA functions using Trustworthy Systems
that meet the requirements of Symantec
use Trstworthy Systems.
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6.5.1 Specific Computer Security Technical Requirements

MSC Trustgate.coransures that the systems maintaining CA software and
data files are Trustworthy Systems secure from utharized access. In
addition, MSC Trustgate.coimits acces to production servers to those
individuals with a valid business reason for such access. General application
users do not have accounts on production servers.

MSC Trustgate.coms producti on network is logically sep
components. This sepation prevents network access except through
defined application processes. MSC Trustgate.ces firewalls to protect
the production network from internal and external intrusion and limit the
nature and source of network activities that may access prodnsystems.

MSC Trustgate.comequires the use of passwords that have a minimum
character length and a combination of alphanumeric and special characters.
MSC Trustgate.comequires that passwords be changed on a periodic basis.

Direct access to MSC TBtgate.com databases supporting MSC

Trustgate.corh s CA Op elimaet itoo Tirgstedi Persons in MSC

Trustgate.corns Producti on Operations group having a v
for such access.

6.5.1.1 CABF Requirements for System Security

Domain validatd and organization validated SSL Certificates conform to the
CA /Browser Forum Baseline Requirements. For such Certificates, the
Certificate Management Process must include:

» physical security and environmental controls;

« system integrity controls, inclug configuration management,
integrity maintenance of trusted code, and malware
detection/prevention;

« network security and firewall management, including port restrictions
and IP address filtering;

+ user management, separate trustedle assignments, edation,
awareness, and training; and

» logical access controls, activity logging, and inactivity {4 to
provide individual accountability.
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6.6

6.7

The CA shall enforce muftictor authentication for all accounts capable of
directly causing certificate issnee.

6.5.2 Computer Security Rating

No stipulation.

LIFE CYCLE TECHNICAL CONTROLS

6.6.1 System Development Controls

6.6.2

6.6.3

Applications are developed and implemented MSC Trustgate.com in
accordance withMSC Trustgate.com systems development and change
management standardsMSCTrustgate.com also provides software to its
Enterprise Customers for performing RA and certain CA functions. Such
software is developed in accordance witlSC Trustgate.com system
development standards.

Symantec developed software, wh first loaded, provides a method to
verify that the software on the system originated from Symantedi@C
Trustgate.com, has not been modified prior to installation, and is the version
intended for use.

Security Management Controls

MSCTrustgate.om has mechanisms and/or policies in place to control and
monitor the configuration of its CA systenfdSCTrustgate.com creates a
hash of all software packages aM&CTrustgate.com software updates. This
hash is used to verify the integrity of such saite manually. Upon
installation and periodically thereaftetMSC Trustgate.com validates the
integrity of its CA systems.

Life Cycle Security Controls

No stipulation.

NETWORK SECURITY CONTROLS

MSCTrustgate.com performs all its CA and RA funatiosing networks secured in
accordance with the Symantec SAR Guide to prevent unauthorized access and other
malicious activity.MSC Trustgate.com protects its communications of sensitive
information through the use of encryption and digital signatures.
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6.8 TIME-STAMPING

Certificates, CRLs, and other revocation database entries shall contain time and date
information. Such time informationeed not be cryptographibased.
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7.0 CEeRTIFICATE, CRL, AND OCSP PROFILES

7.1  CERTIFICATE PROFILE

MSC Trustgate.corCetificates generally conform to (a) 17U Recommendation

X.509 (1997): Information Technology Open Systems Interconnection The

Directory: Authentication Framework, June 1997 and (b) RFC 5280: Internet X.509

Public Key Infrastructure Certificate and GRL o f i | e, Apri F. 002 (“RFC 5280"
applicable to the Certificate type, STN Certificates conform to the current version of

the CA/Browser Forum Baseline Requirements for the Issuance and Management of

PubliclyTrusted Certificates.

At a minimum, X.50Certificates shall contain the basic fields and indicated
prescribed values or value constraints in Table 9 below:

Field Value or Value constraint ‘

Serial Number Unique value per Issuer DN that exhibits at least 20 bits of
entropy.

Signature Algorithm | Object identifier of the algorithm used to sign the certificate (S¢
CP §.1.3

Issuer DN SeeSection 7.1.4

Valid From Universal Coordinate Time base. Synchronized to Master Clot
U.S. Naval Observatory. Encoded in accordance with RFC52§

Valid To Universal Coordinate Time base. Synchronized to Master Cloc
U.S. Naval Observatory. Encoded in accordance with RFC52¢

Subject DN SeeCP &.1.4

Subject Public Key | Encoded in accordance with RFC 5280

Signature Generated and encoded in accordance WRIRC 5280

Table 9- Certificate Profile Basic Fields

7.1.1 Version Number(s)

MSC Trustgate.conCertificates are X.509 Version 3 Certificates although
certain Root Certificates are permitted to be X.509 Version 1 Certificates to
support legacy systems. CArtificates shall be X.509 Version 1 or Version 3
CA Certificates. Engser Subscriber Certificates shall be X.509 Version 3.

7.1.2 Certificate Extensions

MSC Trustgate.copopulates X.509 Version 3 STN Certificates with the
extensions required b$ection7.1.2.1- 7.1.2.8 Private extensions are

2 While STN certificates generally conform to RFC 5280, certain limited provisions may not be supported.
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permissible, but the use of private extensions is not warranted under this CP
and the applicable CPS unless specifically included by reference.

7.12.1 Key Usage

X.509 Version 3 Certificates are generally populatedccordance with RFC
5280: Internet X.509 Public Key Infrastructure Certificate and CRL Profile,
April 2002. The criticality field of the KeyUsage extension is generally set to
TRUE for CA certificates and may be set to either TRUE, or FALSE for end
entity Subscriber certificates.

Note: The nonRepudiatiorbit® is not required to be set in these Certificates
because the PKI industry has not yet reached a consensus as to what the
non-Repudiation bit means. Until such a consensus emerges, the non
Repudiaton bit might not be meaningful for potential Relying Parties.
Moreover, the most commonly used applications do not always respect the
non-Repudiation bit. Therefore, setting the bit might not help Relying Parties
make a trust decision. Consequently, tBiIBS does not require that the non
Repudiation bit be set. It may be set in the case of dual key pair signature
Certificates issued through Managed PKI Key Manager, or as otherwise
requested. Any dispute relating to neepudiation arising from the use of a
digital certificate is a matter solely between the Subscriber and the Relying
Party(s). Symantec andSC Trustgate.corshall incur no liability in relation
thereto.

7.1.2.2 Certificate Policies Extension

CertificatePolicies extension of X.509 Version &ifates are populated
with the object identifier for the STN CP in accordance witls&fion 7.1.6
and with policy qualifiers set forth in G3&ction 7.1.8The criticality field of
this extension shall be set to FALSE.

7.1.2.2.1CABF Requirement fore@ificate Policies Extension

Domain validated and organization validated SSL Certificates conform to
the CA / Browser Forum Baseline Requirements. Root CA Certificates
should not contain the CertificatePolicies extension.

2 The non-Repudiation bit may also be referred to as ContentCommitment in Digital Certificates in accordance with the X.509
standard
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7.1.2.3 Subject Alternative Name

The subjectAltName extension of X.509 Version 3 Certificates are populated
in accordance with RFC5280 with the exception of those issued under Public
Lite accounts which may optionally exclude the email address in
SubjectAltName. The criticality field thiis extension shall be set to FALSE.

7.1.2.4 Basic Constraints

MSC Trustgate.comX.509 Version 3 CA Certificates BasicConstraints
extension shall have the CA field set to TRUE-USad Subscriber Certificates
BasicConstraints extension shall have thefi€ld set to FALSE. The criticality
field of this extension shall be set to TRUE for CA Certificates, but may be set
to TRUE or FALSE for arskr Subscriber Certificates.

MSC Trustgate.comX.509 Version 3 CA Certificates shall have a

“pat hL e n Chtefdsof the BasitConstraints extension set to the

maximum number of CA certificates that may follow this Certificate in a

certification path. CA Certificates issued to an online Enterprise Customer

issuing enell s e r Subscriber Certhifiérc@omest rsahiantl” have
field set to a value of -userOSubsciiberdi cati ng that
Certificate may follow in the certification path.

7.12.5 Extended Key Usage

By default, ExtendedKeyUsage is set as a-ambical extension. STN CA
Certificates do nbinclude the ExtendedKeyUsage extension.

7.1.2.6 CRL Distribution Points

Most MSC Trustgate.conX.509 Version 3 end user Subscriber Certificates
and Intermediate CA Certificates include the cRLDistributionPoints extension
containing the URL of the locatiavhere a Relying Party can obtain a CRL to

check the CA Certificate’ s status. The critical

FALSE.
7.12.7 Authority Key Identifier

MSC Trustgate.comgenerally populates the Authority Key Identifier
extension of X.509 éarsion 3 end user Subscriber Certificates and
Intermediate CA Certificates. When the certificate issuer contains the Subject
Key Ildentifier extension, the Authority Key Identifier is composed of the 160
bit SHAL hash of the public key of the CA issuing @ertificate. Otherwise,
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the Authority Key l denti fier extension incl udeée
distinguished name and serial number. The criticality field of this extension is
set to FALSE.

7.12.8 Subject Key Identifier

Where MSC Trustgate.comopulates X.509 Version 3 STN Certificates with a
subjectKeyldentifier extension, the keyldentifier based on the public key of
the Subject of the Certificate is generated in accordance with one of the
methods described in RFC5280. Where this extension is usedyiticality
field of this extension is set to FALSE.

7.1.3 Algorithm Object Identifiers

MSC Trustgate.co@ertificates are signed using one of following algorithms.

« sha256withRSAEnNncryption OBJECT IDENTIFIER ::= {iso(1) -member
body(2) us(840) rsadsi(113®¥pkcs(1) pke&(1) 11}

« ecdsawith-Sha384 OBJECT IDENTIFIER := {iso(1) reodyé2)
us(840) ansK9-62(10045) signatures(4) ecdsdth-SHA2 (3) 3}

+ shalWithRSAEncryption OBJECT IDENTIFIER ::
body(2) us(840) rsadsi(113549) pkcs(1) {ld9 5}

{iso(1) member

+  md5WithRSAEncryption OBJECT IDENTIFIER
body(2) us(840) rsadsi(113549) pkecs(1) Hkd3 4}

{iso(1) member

Certificate signatures produced using these algorithms shall comply with RFC
3279. Either shdWithRSAEnNcryption or sha256WithRSAEncmpidl be
used over md5WithRSAEncryptibn

7.1.4 Name Forms

MSC Trustgate.conpopulates STN Certificates with an Issuer Name and
Subject Distinguished Name in accordance v@#ction 3.1.1 The Issuer
Name shall be populated in each Certificate issued aioimg the Country,
Organization Name and the Common Name of the Issuer CA.

In addition, MSC Trustgate.conmay include within endiser Subscriber
Certificates an additional Organizational Unit field that contains a notice
stating that the terms of use ohe Certificate are set forth in a URL which is

2 mdswith RSAEnNcryption is used only with prior approval to preserve business continuity of legacy applications.
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a pointer to the applicable Relying Party Agreement. Exceptions to the
foregoing requirement are permitted only when space, formatting, or

interoperability limitations within Certificates make such an Orgditinal

Unit impossible to use in conjunction with the application for which the

Certificates are intended, or if a pointer to the applicable Relying Party
Agreement is included in the policy extension of the certificate.

7.1.5 Name Constraints

No stipulaton.

7.1.6 Certificate Policy Object Identifier

Where the Certificate Policies extension is used, Certificates contain the
object identifier for the Certificate Policy corresponding to the appropriate
Class of Certificate as set forth in the STN S&etion12. For legacy
Certificates issued prior to the publication of the STN CP which include the
Certificate Policies extension, Certificates refer to the STN CPS.

7.1.6.1 CABF Requirements for Certificate Policy Object Identifier

Domain validated and organizah validated SSL Certificates conform to the
CA / Browser Forum Baseline requirements. Such Certificates issued contain
the correspondingolicy identifier specified igection 1.2of the STN CP that
indicates the Certificate is issued and managed in dampe with these
Requirements.

After July 1, 2012, a Certificate issued to a Subordinate CA that is not an
Affiliate of the Issuing CA:

« must include the correspondingoficy identifier identified inSection
12t hat i ndicates t he eSocahdocombpliiancat e CA’' s adher el
with these CABF Requirements, and

+ must not contain the “anyPolicy” identifier

1 After July 1, 2012, a Certificate issued to a Subordinate CA that is an
Affiliate of the Issuing CA:

« may include the correspondingoficy identifier identified in Section
12t hat i ndicates the Subordinate CA’s adher el
with these CABF Requirements, and
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«+ may contain the “anyPolicy” identifier (2.5
explicit policy identifier.
7.1.7 Usage of Policy Constraints Extension

No stipulation.

7.1.8 Policy Qualifiers Syntax and Semantics

MSC Trustgate.cogenerally populates X.509 Version 3 STN Certificates with
a policy qualifier within the Certificate Policies extension. Generally, such
Certificates contain a&CPS pointer qualifier that points to the applicable
Relying Party Agreement or tHdSC Trustgate.cor@PS. In addition, some
Certificates contain a User Notice Qualifier which points to the applicable
Relying Party Agreement.

7.1.9 Processing Semantics for the Critical Certificate Policies Extension

No stipulation.

CRL PROFILE

As applicable to the Certificate type, corresponding CRLs conform to the current
version of the CA/Browser Forum Baseline Requirements for the Issuance and
Management of Publicijrusted Certificates.

Version 2 CRLs conform to RFC 5280 and contain the basic fields and contents
specified in Table 13 below:

Field Value or Value constraint ‘
Version SeeSection 7.2.1

Signature Algorithm| Algorithm used to sign the CRL in accordanite RFC 3279.

Issuer Entity who has signed and issued the CRL.

Effective Date Issue date of the CRL. CRLs are effective upon issuance.

Next Update Date by which the next CRL will be issued. CRL issuance freque

in accordance with the requirements$ Section 4.4.7
Revoked Certificate{ Listing of revoked certificates, including the Serial Number of the
revoked Certificate and the Revocation Date.

Table 13 - CRL Profile Basic Fields
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7.3

7.2.1 Version Number(s)
MSC Trustgate.consupports both X.509 Veionl and Version 2 CRLs.
Version 2 CRLs comply with the requirements of RFC 5280.

7.2.2 CRL and CRL Entry Extensions

No stipulation.

OCSP PROFILE

OCSP (Online Certificate Status Protocol) is a way to obtain timely information about
the revocation stats of a particular certificatetMSC Trustgate.comalidates:

1 Class 2 Enterprise certificates the Enterprise OCSP which conforms to RFC
2560, and

1 Class 2 Enterprise certificates and Class 3 organization certificates using the
Symantec Trusted Global Valigat protocol (TGV) which conforms to RFC
5019.

CABF Requirement for OCSP Signing

Domain validated and organization validated SSL Certificates conform to the CA /
Browser Forum Baseline requirements.

OCSP Responses shall conform to RFC5019 and either be:

» Spned by the CA that issued the Certificates whose revocation status is being
checked, or

» Signed by an OCSP Responder whose Certificate is signed by the CA that
issued the Certificate whose revocation status is being checked. Such OCSP
Responder signing Qdicate shall contain the extension -kix-ocsp
nocheck as defined by RFC2560.

7.3.1 Version Number(s)
Version 1 of the OCSP specification as defined by RFC 2560 and Version 1 of
the OCSP specification as defined by RFC 5019 are supported.

7.3.2 OCSP Extensions

The TGV Service uses secure timestamp and validity period to establish the
current freshness of each OCSP resposeC Trustgate.comoes not use a
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nonce to establish the current freshness of each OCSP response and clients
should not expect a nomcin the response to a request that contains a
nonce. Instead, clients should use the local clock to check for response

freshness.

Page [101



Certification Authority TRUSWGATE
Certification Practice Statement ver.3.8.9  sccore meansscrioi ravsrio susiness

30 October 2017

8.0 COMPLIANCE AUDIT AND OTHER ASSESSMENTS

An annual WebTrust for Certification Authorities v2.0 or later (or equivalemtneation is

performed for MSC Trustgate.coms dat a center operations and key n
operations supportingSC Trustgate.coms publ i ¢ and Managed PKI CA serviec
the STN Root CAs, Class 3 Organizational CAs, Class 2 Organizational amal @dijicnd

Class 1 Individual CAs specifiedSiection 1.3.1 Customerspecific CAs$s not specifically

audited as part of the audit oMSC Trustgate.coms oper ati ons wunless required |
Customer. MSC Trustgate.conshall be entitled to require that Eerprise Customers

undergo a compliance audit under this CPS and audit programs for these types of

Customers.

In addition to compliance auditdSC Trustgate.corshall be entitled to perform other
reviews and investigations to ensure the trustworthinessM$C Trustgate.coms -Su b
domain of the STN, which include, but are not limited to:

e MSC Trustgate.corshall be entitled, within its sole and exclusive discretion, to
perform at any time an “Exigent Audit/Investigati
MSC Trugtate.comhas reason to believe that the audited entity has failed to meet
STN Standards, has experienced an incident or compromise, or has acted or failed to

act, such that the audited entity’s failure, t he i
failure to act poses an actual or potential threat to the security or integrity of the

STN.

¢ MSC Trustgate.com h a | | be entitled to perform “Supplementa

Revi ews on a Cust omer foll owing i ncompl et e or

Compliance Audit or gsart of the overall risk management process in the ordinary
course of business.

MSC Trustgate.comshall be entitled to delegate the performance of these audits, reviews,
and investigations to a third party audit firm. Entities that are subject to an arglitew, or
investigation shall provide reasonable cooperation wMSC Trustgate.conand the
personnel performing the audit, review, or investigation.

[Note to drafter— if issuing OV or DV SSL Certificates, the CABF Baseline Requirements
stipulate the adlit schemes that are acceptable. The Affiliate may only choose from one of:]

1. WebTrust for Certification Authorities v2.0 or later;
2. A national scheme that audits conformance to ETSI TS 101 456 v1.2.1 or later;
3. A national scheme that audits confioance to ETSI TS 102 042 V1.1.1 or later;
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4. A scheme that audits conformance to ISO 21188:2006, completed by a Qualified
Auditor; or

5. If a Government CA is required by its Certificate Policy to use a different internal audit
scheme, it may use suchhgme provided that: (a) the audit either (i) encompasses
all requirements of one of the above schemes or (ii) consists of comparable criteria
that are available for public review, and (b) the audit is performed by a Qualified
Auditor, who is separate frorthe CA.

CABF Requirement for Self-Audits

Domain validated and organization validated SSL Certificates conform to the CA / Browser
Forum Baseline requirements.

MSC Trustgate.comshall undergo seldudits to monitor adherence to its Certificate Policy
and CB requirements and strictly control its service quality on at least a quarterly basis
against a randomly selected sample of the greater of one Certificate or at least 3% of the
Certificates issued by it during the period commencing immediately after tbeiqus sel

audit sample was taken.

8.1 FREQUENCY AND CIRCUMSTANCES OF ASSESSMENT

Compliance Audits are conducted at least annually at the sole expense of the
audited entity. Audits are conducted over unbroken sequences of audit periods with
each period ndonger than one year duration.

8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR

MSC Trustgate.coms CA compliance audits are performed by
firm that:

- Demonstrates proficiency in conducting the WebTrust for Certification
Authorities v2.0 or later

- Demonstrates proficiency in public key infrastructure technology,
information security tools and techniques, security auditing, and the third
party attestation function, and

« Is accredited by theMalaysian Communications & Multimedia
Commision (MCMC) which requires the possession of certain skill
sets, quality assurance measures such as peer review, competency
testing, standards with respect to proper assignment of staff to
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8.3

8.4

8.5

engagements, and requirements for continuing professional
education.

» Is bound bylaw, government regulation, or professional code of ethics; and

« maintains Professional Liability/Errors & Omissions insurance with policy
limits of at least one million US dollars in coverage.

ASSESSOR'S RELATIONSHIP TO ASSESSED ENTITY

Compliance auté of MSC Trustgate.coms oper ati ons are performed by a

accounting firm that is independent MSC Trustgate.com

TOPICS COVERED BY ASSESSMENT

The scope oMSC Trustgate.coms annual WebTrust for Certification

equivalent) auditncludes CA environmental controls, key management operations
and Infrastructure/Administrative CA controls, certificate life cycle management and
CA business practices disclosure.

ACTIONS TAKEN AS A RESULT OF DEFICIENCY

With respect to compliance auditof MSC Trustgate.coms oper ati ons,
exceptions or deficiencies identified during the Compliance Audit will result in a
determination of actions to be taken. This determination is made Nd§C
Trustgate.commanagement with input from the auditorMSC Trustgate.com
management is responsible for developing and implementing a corrective action
plan.

If MSC Trustgate.condetermines that such exceptions or deficiencies pose an
immediate threat to the security or integrity of the STN, a correctivéoagblan will

be developed within 30 days and implemented within a commercially reasonable
period of time. For less serious exceptions or deficiencMSC Trustgate.com
Management will evaluate the significance of such issues and determine the
appropriatecourse of action.
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8.6

COMMUNICATIONS OF RESULTS

MSC Trustgate.cotmmakes its annual Audit Report publicly available no later than
three (3) months after the end of the audit period. In the event of a delay greater
than three monthsMSC Trustgate.cowhdl provide an explanatory letter signed by
the Qualified Auditor. A copy dfISC Trustgate.comfor CA audit report can be
found athttps://www.msctrustgate.com/repository.htm
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9.0 OTHER BUSINESS AND LEGAL MATTERS

9.1 FEES

9.1.1 Certificate Issuance or Renewal Fees

MSC Trustgate.conis entitled to charge endser Subscribers for the
issuance, management, and renewal of Certificates.

9.1.2 Certificate Access Fees

MSC Trustgate.condoes not charge dee as a condition of making a
Certificate available in a repository or otherwise making Certificates available
to Relying Parties.

9.1.3 Revocation or Status Information Access Fees

MSC Trustgate.comoes not charge a fee as a condition of making the CRLs
required by this CP available in a repository or otherwise available to Relying
Parties. MSC Trustgate.conis, however, entitled to charge a fee for
providing customized CRLs, OCSP services, or otheradded revocation

and status information services.

MSC Trustgate.condoes not permit access to revocation information,

Certificate status information, or time stamping in their repositories by third

parties that provide products or services that utilize such Certificate status

information withoutMSC Tretgate.com s pri or express written consen

9.1.4 Fees for Other Services

MSC Trustgate.cordoes not charge a fee for access to this CPS. Any use
made for purposes other than simply viewing the document, such as
reproduction, redistribution, modificationor creation of derivative works,
shall be subject to a license agreement with the entity holding the copyright
to the document.

9.1.5 Refund Policy

Within MSC Trustgate.coms -domadin the following refund plbcy
(reproduced at https://www.msctrustgate.com/repository/refund/) is in
effect:
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MSC Trustgate.coradheres to, and stands behind, rigorous practices and

policies in undertaking certification operations and in issuing certificates.

Newertheless, if for any reason a subscriber is not completely satisfied with

the certificate issued to him, her, or it, the subscriber may request M&C

Trustgate.conrevoke the certificate within thirty (30) days of issuance and

provide the subscriber wh a refund. Following the initial thirty (30) day

period, a subscriber may request thalSC Trustgate.conmrevoke the

certificate and provide a refund iIMSC Trustgate.conihas breached a

warranty or other material obligation under this CPS relating to the
subscriber or the subscriber’s certificate.

After MSC Trustgate.comr e v ok e s t he subsMM3G ber ' s certific
Trustgate.conwill promptly credit the subscriber's credit card account (if the

certificate was paid for via credit card) or otherwise reimbutse subscriber

via check, for the full amount of the applicable fees paid for the certificate.

To request a refund, please call customer service6it3 8318 1800 This

refund policy is not an exclusive remedy and does not limit other remedies

that may beavailable to subscribers.

9.2  FINANCIAL RESPONSIBILITY

9.2.1 Insurance Coverage

Enterprise Customers are encouraged to maintain a commercially reasonable
level of insurance coverage for errors and omissions, either through an errors
and omissions insurangarogram with an insurance carrier or a sigl§ured
retention. MSC Trustgate.commaintains such errors and omissions insurance
coverage.

9.2.2 Other Assets

Enterprise Customers shall have sufficient financial resources to maintain
their operations and pdorm their duties, and they must be reasonably able
to bear the risk of liability to Subscribers and Relying PartdSC
Trustgate.corh s f i n a resiara $et fortke im disclosures appearing at:
[Note to drafter: insert affiliate URL for financiatdiosures].
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9.2.3 Extended Warranty Coverage

[Note to drafter: Please provide details of Affiliate PKI Warranty Plan if
applicable. Absent such a program please remove this section from the CPS.
This section will say No Stipulation]

No stipulation.

9.3 CONFIDENTIALITY OF BUSINESS INFORMATION

9.3.1 Scope of Confidential Information

The following records of Subscribers shall, subjecséction 9.3.2be kept
confidential and private (“Confidential/Private

« CA application records, whethepjroved or disapproved,
« Certificate Application records,

« Private keys held by enterprise Customers using Managed PKI Key
Manager and information needed to recover such Private Keys,

* Transactional records (both full records and the audit trail of
transactions),

« Audit trail records created or retained by Symantec or a Customer,

« Audit reports created byMSC Trustgate.conor a Customer (to the
extent such reports are maintained), or their respective auditors
(whether internal or public),

» Contingency planning and disaster recovery plans, and

e Security measures controlling the operationsMEC Trustgate.com
hardware and software and the administration of Certificate services
and designated enrollment services.

9.3.2 Information Not Within the Scope of Confidential Information

Certificates, Certificate revocation and other status informatidlSC
Trustgate.conrepositories and information contained within them are not
considered Confidential/Private Information. Information not expressly
deemed Cofidential/Private Information underSection 9.3.1shall be
considered neither confidential nor private. This section is subject to
applicable privacy laws.
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9.4

9.33

Responsibility to Protect Confidential Information

MSC Trustgate.consecures private informadh from compromise and
disclosure to third parties.

PRIVACY OF PERSONAL INFORMATION

9.4.1

9.4.2

9.4.3

9.4.4

9.4.5

9.4.6

Privacy Plan

MSC Trustgate.corhas implemented a privacy oy, which is located at:
www.msctrustgate.com.com/privacy/index.htm) in compliance withCP §

whether we have

9.4.‘ {Commem [MTSB2]:

Need to check

Information Treated as Private

Any information about Subscribers that is not publicly available through the
content of the issued certificate, certificate directory and online CRLs is
treated as private.

Information Not Deemed Private

Subject to local laws, all information made public in a certificate is deemed
not private.

Responsibility to Protect Private Information

STN participants receiving private information shallcuse it from
compromise and disclosure to third parties and shall comply with all local
privacy laws in their jurisdiction.

Notice and Consent to Use Private Information

Unless where otherwise stated in this CPS, the applicable Privacy Policy or by
agreement, private information will not be used without the consent of the
party to whom that information applies. This section is subject to applicable
privacy laws.

Disclosure Pursuant to Judicial or Administrative Process

MSC Trustgate.comshall be entitled to disclose Confidential/Private
Information if, in good faithMSC Trustgate.coipelieves that:
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9.5

9.4.7

1 disclosure is necessary in response to subpoenas and search
warrants.

1 disclosure is necessary in response to judicial, administrative, or other
legd process during the discovery process in a civil or administrative
action, such as subpoenas, interrogatories, requests for admission,
and requests for production of documents.

This section is subject to applicable privacy laws.

Other Information Disclosure Circumstances

No stipulation.

INTELLECTUAL PROPERTY RIGHTS

The allocation of Intellectual Property Rights amdAg§C Trustgate.coBubdomain
Participants other than Subscribers and Relying Parties is governed by the applicable
agreements amog suchMSC Trustgate.cofBubbdomain Participants. The following
subsections ofSection 9.5apply to the Intellectual Property Rights in relation to
Subscribers and Relying Parties.

9.5.1

9.5.2

Property Rights in Certificates and Revocation Information

CAs retainall Intellectual Property Rights in and to the Certificates and
revocation information that they issuddSC Trustgate.corand Customers
grant permission to reproduce and distribute Certificates on a nonexclusive
royalty-free basis, provided that they ameproduced in full and that use of
Certificates is subject to the Relying Party Agreement referenced in the
Certificate.MSC Trustgate.comnd Customers shall grant permission to use
revocation information to perform Relying Party functions subject to the
applicable CRL Usage Agreement, Relying Party Agreement, or any other
applicable agreements.

Property Rights in the CPS

STN Participants acknowledge ttMSC Trustgate.cometains all Intellectual
Property Rights in and to this CPS.
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9.5.3 Property Rights in Names

A Certificate Applicant retains all rights it has (if any) in any trademark,
service mark, or trade name contained in any Certificate Application and
distinguished name within any Certificate issued to such Certificate
Applicant.

9.5.4 Property Rights in Keys and Key Material

Key pairs corresponding to Certificates of CAs andumed Subscribers are

the property of the CAs and endser Subscribers that are the respective
Subjects of these Certificates, subject to the rights of enterprisecthests

using Managed PKI Key Manager, regardless of the physical medium within
which they are stored and protected, and such persons retain all Intellectual
Property Rights in and to these key pairs.

Without limiting the generality of the foregoing, Symant ° s Root public keys

and the Root Certificates containing them, including all PCA public keys and

seltsigned Certificates, are the property of Symantec. Symantec licenses

software and hardware manufacturers to reproduce such root Certificates to

place cpies in trustworthy hardware devices or software. Finally, Secret

Shares of a CA's private key are the property o
Intellectual Property Right in and to such Secret Shares even though they

cannot obtain physical possession thfe those shares or the CA from

Symantec.

9.6 REPRESENTATIONS AND WARRANTIES

9.6.1 CA Representations and Warranties
MSC Trustgate.comvarrants that:

« There are no material misrepresentations of fact in the Certificate
known to or originating from the dities approving the Certificate
Application or issuing the Certificate,

e There are no errors in the information in the Certificate that were
introduced by the entities approving the Certificate Application or
issuing the Certificate as a result of auadl to exercise reasonable
care in managing the Certificate Application or creating the
Certificate,
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« Their Certificates meet all material requirements of this CPS, and

« Revocation services and use of a repository conform to the applicable
CPS in all matial aspects.

Subscriber Agreements may include additional representations and
warranties.

9.6.1.1 CABF Warranties and Obligations

Domain validated and organization validated SSL Certificates conform to the
CA /Browser Forum Baseline requirements. Byimgssuch a Certificate, the

CA makes the Certificate Warranties listed in this section to theficaté
Beneficiaries listed iBection 1.3.5

The CA represents and warrants to the Certificate Beneficiaries that, during
the period when the Certificatesivalid, the CA has complied with these
Requirements and its Certificate Policy and/or Certification Practice
Statement in issuing and managing the Certificate. The Certificate Warranties
specifically include, but are not limited to, the following:

1. Right to Use Domain Name or IP Address: That, at the time of
issuance, the CA (i) implemented a procedure for verifying that the
Applicant either had the right to use, or had control of, the Domain
Name(s) and I P address(edfleldandsted in the Cer
subjectAltName extension (or, only in the case of Domain Names, was
delegated such right or control by someone who had such right to use
or control); (ii) followed the procedure when issuing the Certificate;
and (iii) accurately described thepcedure in the CA's Certifi
Policy and/or Certification Practice Statement;

2. Authorization for Certificate: That, at the time of issuance, the CA (i)
implemented a procedure for verifying that the Subject authorized
the issuance of the Certificai@nd that the Applicant Representative
is authorized to request the Certificate on behalf of the Subject; (ii)
followed the procedure when issuing the Certificate; and (iii)
accurately described the procedure in the |
and/or Certificaton Practice Statement;

3. Accuracy of Information: That, at the time of issuance, the CA (i)
implemented a procedure for verifying the accuracy of all of the
information contained in the Certificate (with the exception of the
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subject:organizationalUnitNme  attribute); (i) followed the

procedure when issuing the Certificate; and (iii) accurately described

t he procedur e i n t he CA’ s Certificate Pol i
Practice Statement;

4. No Misleading Information: That, at the time of issuance, tHeA (i)
implemented a procedure for reducing the likelihood that the
i nformati on contained i n t he Cer t
subject:organizationalUnitName attribute would be misleading; (ii)
followed the procedure when issuing the Certificate; and (iii)
accurately destci bed t he procedure in the CA’'s Cert
and/or Certification Practice Statement;

5. Identity of Applicant: That, if the Certificate contains Subject Identity
Information, the CA (i) implemented a procedure to verify the identity
of the Applicaih in accordance wittSections 3.1.1.-and 3.2.2.%; (ii)
followed the procedure when issuing the Certificate; and (iii)
accurately described the procedure in the
and/or Certification Practice Statement;

6. Subscriber Agreement: That if the CA and Subscriber are not
Affiliated, the Subscriber and CA are parties to a legally valid and
enforceable Subscriber Agreement that satisfies these Requirements,
or, if the CA and Subscriber araffiliated, the Applicant
Representative acknowledg and accepted the Terms of Use;

7. Status: That the CA maintains a 24 x 7 publatcessible Repository
with current information regarding the status (valid or revoked) of all
unexpired Certificates; and

8. Revocation: That the CA will revoke the CHitate for any of the
reasons specified in these Requirements.

Root CA Obligations

The Root CA shall be responsible for the performance and warranties of the

Subordinate CA, for t he Subordinat e CA’ s co
Requirements, and for all liabis and indemnification obligations of the

Subordinate CA under these Requirements, as if the Root CA were the

Subordinate CA issuing the Certificates.
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9.6.2 RA Representations and Warranties
RAs warrant that:

» There are no material misrepresentations faict in the Certificate
known to or originating from the entities approving the Certificate
Application or issuing the Certificate,

* There are no errors in the information in the Certificate that were
introduced by the entities approving the Certificatpphication as a
result of a failure to exercise reasonable care in managing the
Certificate Application,

» Their Certificates meet all material requirements of this CPS, and

* Revocation services (when applicable) and use of a repository
conform to the apficable CPS in all material aspects.

Subscriber Agreements may include additional representations and
warranties.

9.6.3 Subscriber Representations and Warranties
Subscribers warrant that:

» Each digital signature created using the private key corresportding
the public key listed in the Certificate is the digital signature of the
Subscriber and the Certificate has been accepted and is operational
(not expired or revoked) at the time the digital signature is created,

» Their private key is protected and thao unauthorized person has
ever had access to the Subscriber’s private

e All representations made by the Subscriber in the Certificate
Application the Subscriber submitted are true,

e All information supplied by the Subscriber and contained in the
Certificate is true,

e The Certificate is being used exclusively for authorized and legal
purposes, consistent with this CPS, and

e The Subscriber is an ender Subscriber and not a CA, and is not
using the private key corresponding to any public key diste the
Certificate for purposes of digitally signing any Certificate (or any
other format of certified public key) or CRL, as a CA or otherwise.
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9.7

9.8

Subscriber Agreements may include additional representations and
warranties.

9.6.4 Relying Party Representations and Warranties

Relying Party Agreements require Relying Parties to acknowledge that they
have sufficient information to make an informed decision as to the extent to
which they choose to rely on the information in a Certificate, that they are
solely responsible for deciding whether or not to rely on such information,
and that they shall bear the legal consequences of their failure to perform
the Relying Party obligations in terms of this CPS.

Relying Party Agreements may include additional represeatati and
warranties.

9.6.5 Representations and Warranties of Other Participants

No stipulation.

DISCLAIMERS OF WARRANTIES

To the extentpermitted by applicable law, Subscriber Agreements and Relying Party
Agreements shall disclaiflSC Trustgate.coms ssible warranties, including any
warranty of merchantability or fithess for a particular purpose.

LIMITATIONS OF LIABILITY

To the extentMSC Trustgate.cofmas issued and managed the Certificate(s) at issue

in compliance with the STN Certificate Poliapd the MSC Trustgate.com
Certification Practice StatemeniSC Trustgate.corahall have no liability to the
Subscriber, any Relying Party, or any other third parties for any damages or losses
suffered as a result of the use or reliance on such Certifjsat To the extent
permitted by applicable law, Subscriber Agreements and Relying Party Agreements
shall limit MSC Trustgate.coms l'iability. Limitations
exclusion of indirect, special, incidental, and consequential damdgpey. shall also
include the following liability caps limitifdSC Trustgate.coms d a corcerreng

a specific Certificate:
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Class Liability Caps ‘
Class 1 Ringgit Malaysia Fivéundred(RM $0.00)
Class 2 Ringgit Malaysia Twenty Five Thousand (RM25000)0
Class 3 Ringgit Malaysia Four Hundred Thousand (RM400,000.00)

Table 14 - Liability Caps

[Note to drafter: the following Sectiononly applies if you have an existing PKI
Warranty Program]Note: The liability caps in Table 14 limit damages recoverable
outside the context of théISC Trustgate.cofrotection Plan. Amounts paid under
the MSC Trustgate.corrotection Plan are subject to their own liability caps. The
liability caps under theMSC Trustgate.corRrotection Plan for different kinds of
Certificates range from $50,000 [Affiliate currency] to $250,000, [Affiliate currency].
See the [Affiliate Plan] Protection Plan for more detail at [Affiliate URL].

The liability (and/or limitation thereof) of Subscribers shall be as set forth in the
applicableSubscriber agreements.

The liability (and/or limitation thereof) of enterprise RAs and the applicable CA shall
be set out in the agreement(s) between them.

The liability (and/or limitation thereof) of Relying Parties shall be as set forth in the
applicabé Relying Party Agreements.

INDEMNITIES

9.9.1 Indemnification by Subscribers

To the extent permitted by applicable law, Subscribers are required to
indemnifyMSC Trustgate.cofor:

« Falsehood or misrepresentation of fact by the Subscriber on the
Subscther ' s Certificate Application,

« Failure by the Subscriber to disclose a material fact on the Certificate
Application, if the misrepresentation or omission was made
negligently or with intent to deceive any party,

e The Subscriber’s fcriilbueare’ st op rpirvoateec tk eeyh,e tSou bus:
a Trustworthy System, or to otherwise take the precautions necessary
to prevent the compromise, loss, disclosure, modification, or
unauthorized use of the Subscriber

s private
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9.9.2

9.9.3

e The Subscriber’ s u gheutlonftation withlmane (i ncl udi ng w
common name, domain name, ofreail address) that infringes upon
the Intellectual Property Rights of a third party.

The applicable Subscriber Agreement may include additional indemnity
obligations.

Indemnification by Relying Parties

To the extent permitted by applicable law, Relying Party Agreements shall
require Relying Parties to indemnif§SC Trustgate.coffor:

e« The Relying Party’'s failure to perform the
Party,

e The Relying Par ttijicats that is hot reasanale on a Cer
under the circumstances, or

e« The Relying Party’'s failure to check the st
determine if the Certificate is expired or revoked.

The applicable Relying Party Agreement may include additional indemnity
obligations.

Indemnification of Application Software Suppliers

Notwithstanding any limitations on its liability to Subscribers and Relying
Parties, the CA understands and acknowledges that the Application Software
Suppliers who have a Root Certificatistribution agreement in place with

the MSC Trustgate.corRoot CA do not assume any obligation or potential
liability of the CA under these Requirements or that otherwise might exist
because of the issuance or maintenance of Certificates or reliancedhédyy
Relying Parties or others.

Thus the CA shall defend, indemnify, and hold harmless each Application
Software Supplier for any and all claims, damages, and losses suffered by
such Application Software Supplier related to a Certificate issued byAhe C

regardless of the cause of action or legal theory involved. This does not
apply, however, to any claim, damages, or loss suffered by such Application
Software Supplier related to a Certificate issued by the CA where such claim,
damage, orlosswasdired y caused by such Application Softw
software displaying as not trustworthy a Certificate that is still valid, or
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9.10

9.11

9.12

displaying as trustworthy: (1) a Certificate that has expired, or (2) a
Certificate that has been revoked (but only in cases rehthe revocation

status is currently available from the CA online, and the application software
either failed to check such status or ignored an indication of revoked status).

TERM AND TERMINATION

9.10.1 Term

The CPS becomes effective upon publigatio the MSC Trustgate.com
repository. Amendments to this CPS become effective upon publication in
the MSC Trustgate.comepository.

9.10.2 Termination

This CPS as amended from time to time shall remain in force until it is
replaced by a new version.

9.10.3 Effect of Termination and Survival

Upon termination of this CP$JSC Trustgate.corsub-domain participants
are nevertheless bound by its terms for all certificates issued for the
remainder of the validity periods of such certificates.

INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS

Unless otherwise specified by agreement between the parti#SC Trustgate.com
subdomain participants shall use commercially reasonable methods to
communicate with each other, taking into account the criticadibd subject matter

of the communication.

AMENDMENTS

9.12.1 Procedure for Amendment

Amendments to this CPS may be made by M8C Trustgate.corRolicy
Management Authority (PMA). Amendments shall either be in the form of a
document containing an amendeform of the CPS or an update. Amended
versions or updates shall be linked to the Practices Updaiek Notices
section of the MSC Trustgate.com Repository located at:
https://www.msctrustgate.confrepository.htm. Updates supersede any
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designated or conflicting provisions of the referenced version of the CPS. The
PMA shall determine whether changes to the CPS require a change in the
Certificate policy object identifiers of the Certificate policiesresponding to

each Class of Certificate.

9.12.2 Notification Mechanism and Period

MSC Trustgate.comnd the PMA reserve the right to amend the CPS without

notification for amendments that are not material, including without

limitation corrections of typgraphical errors, changes to URLs, and changes

to contact information. The PMA's decision to
material ornommat er i al shall be within the PMA’'s sol e ¢

Proposed amendments to the CPS shall appear in the Practices Upddtes an
Notices section of theM'SC Trustgate.corRepository, whch is located at:
https://www.msctrustgate.com/repository.htm

Notwithstanding anything in the CPS to the contrary, if the PMA belitnats
material amendments to the CPS are necessary immediately to stop or
prevent a breach of the security of the STN or any portion oM&C
Trustgate.comand the PMA shall be entitled to make such amendments by
publication in theMSC Trustgate.corRepo#ory. Such amendments will be
effective immediately upon publication. Within a reasonable time after
publication,MSC Trustgate.corshall provide notice to of such amendments
to MSC Trustgate.cosub-domain participants.

9.12.2.1 Comment Period

Except asotherwise stated, the comment period for any material
amendments to the CPS shall be fifteen (15) days, starting on the date on
which the amendments are posted on tidSC Trustgate.corRepository.

Any MSC Trustgate.consub-domain participant shall be enkid to file
comments with the PMA up until the end of the comment period.

9.12.2.2 Mechanism to Handle Comments

The PMA shall consider any comments on the proposed amendments. The
PMA shall either (a) allow the proposed amendments to become effective
without amendment, (b) amend the proposed amendments and republish
them as a new amendment when required, or (c) withdraw the proposed
amendments. The PMA is entitled to withdraw proposed amendments by
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9.12.3

notifying Affiliates and providing notice in the Practit¢zdates and Notices
section of theMSC Trustgate.cofRepository. Unless proposed amendments
are amended or withdrawn, they shall become effective upon the expiration
of the comment period.

Circumstances under Which OID Must be Changed

If the PMA de¢rmines that a change is necessary in the object identifier
corresponding to a Certificate policy, the amendment shall contain new
object identifiers for the Certificate policies corresponding to each Class of
Certificate. Otherwise, amendments shall nejuire a change in Certificate
policy object identifier.

9.13 DISPUTE RESOLUTION PROVISIONS

9.13.1

9.13.2

Disputes among Symantec, Affiliates, and Customers

Disputes amongMSC Trustgate.comsub-domain participants shall be
resolved pursuant to provisions in thep@licable agreements among the
parties.

Disputes with End-User Subscribers or Relying Parties

To the extent permitted by applicable law, Subscriber Agreements and
Relying Party Agreements shall contain a dispute resolution clause. Disputes
involvingMSC Trustgate.comequire an initial negotiation period of sixty (60)
days followed by litigation ificourt of , in the case of claimants who are
Malaysia residents or, in the case of all other claimants, arbitration
administered by the International Chdime r of Commer ce
accordance with the ICC Rules of Conciliation and Arbitration.

9.14 GOVERNING LAW

Subject to any limits appearing in applicable law, the lawslafaysiashall govern
the enforceability, construction, interpretation, and validi§ this CPS, irrespective
of contract or other choice of law provisions and without the requirement to
establish a commercial nexus Malaysia This choice of law is made to ensure
uniform procedures and interpretation for aMSC Trustgate.consub-doman
participants, no matter where they are located.
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9.15

9.16

This governing law provision applies only to this CPS. Agreements incorporating the
CPS by reference may have their own governing law provisions, provided that this
Section 9.14overns the enforceabilitygonstruction, interpretation, and validity of

the terms of the CPS separate and apart from the remaining provisions of any such
agreements, subject to any limitations appearing in applicable law.

COMPLIANCE WITH APPLICABLE LAW

This CPS is subject tgppicable national, state, local and foreign laws, rules,
regulations, ordinances, decrees, and orders including, but not limited to,
restrictions on exporting or importing software, hardware, or technical information.
MSC Trustgate.conticenses its CAs imach jrisdiction that it operates where
licensing is required by the law of such jurisdiction for the issuance of Certificates.

MISCELLANEOUS PROVISIONS

9.16.1 Entire Agreement

Not applicable.

9.16.2 Assignment

Not applicable.

9.16.3 Severability

Inthe event that a clause or provision of this CPS is held to be unenforceable
by a court of law or other tribunal having authority, the remainder of the CPS
shall remain valid.

9.16.4 Enforcement (Attorney's Fees and Waiver of Rights)

Not applicable.

9.16.5 Force Majeure

To the extent permitted by applicable law, Subscriber Agreements and
Relying Party Agreements shall include a force majeure clause protecting
Symantec.
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9.17 OTHER PROVISIONS

Not applicable.
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APPENDIX A — TABLE OF ACRONYMS AND DEFINITIONS

TABLE OF ACRONYMS
Term : Definition ‘
AICPA American Institute of Certified Public Accountants.
ANSI The American National Standards Institute.
ACS Authenticated Content Signing.
BIS The United States Bureau of Industry and Science of the United Statesrbepaof
Commerce.
CA Certification Authority.
ccTLD Country Code Tepevel Domain
CICA Canadian Instituted of Chartered Accountants
CP Certificate Policy.
CPS Certification Practice Statement.
CRL Certificate Revocation List.
DBA Doing Business As
DNS Domain Name System
FIPS United State Federal Information Processing Standards.
FQDN Fully Qualified Domain Name
ICC International Chamber of Commerce.
IM Instant Messaging
IANA Internet Assigned Numbers Authority
ICANN Internet Corporation for 8signed Names and Numbers
ISO International Organization for Standardization
KRB Key Recovery Block.
LSVA Logical security vulnerability assessment.
NIST (US Government)lational Institute of Standards and Technology
OCSP Online Certificate Status Raxol.
OID Obiject Identifier
PCA Primary Certification Authority.
PIN Personal identification number.
PKCS PublicKey Cryptography Standard.
PKI Public Key Infrastructure.
PMA Policy Management Authority.
RA Registration Authority.
RFC Request focomment.
SAR Security and Audit Requirements
S/MIME  |Secure multipurpose Internet mail extensions.
SSL Secure Sockets Layer.
STN Symantec Trust Network.
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TLD TopLevel Domain

TLS Transport Layer Security
VOID \Voice Over Internet Protocol
DEFINITIONS

Administrator

A Trusted Person within the organization of a Processing Center, Servi
Center, Managed PKI Customer, or Gateway Customer that performs
validation and other CA or RA functions.

Administrator
Certificate

A Certificate issed to an Administrator that may only be used to perforn
CA or RA functions.

Affiliate

A leading trusted third party, for example in the technology,
telecommunications, or financial services industry, that has entered int
agreement with Symantec to leSTN distribution and services channel
within a specific territory.

In the CAB For u#ffiliateé ntrexter st he:t
partnership, joint venture or other entity controlling, controlled by, or un
common control with another ertly, or an agency, department, political
subdivision, or any entity operating under the direct control of a
Government Entity.

Affiliate Practices
Legal Requirements
Guidebook

A Symantec document setting forth requirements for Affiliate CPSs,
agreements, alidation procedures, and privacy policies, as well as othe
requirements that Affiliates must meet.

Affiliated Individual

A natural person that is related to a Managed PKI Customer, Managed
Lite Customer, or Gateway Customer entity (i) as an offitiexctor,
employee, partner, contractor, intern, or other person within the entity,
as a member of a Symantec registered community of interest, or (iii) ag
person maintaining a relationship with the entity where the entity has
business or other rexrds providing appropriate assurances of the identit
of such person.

Applicant

The natural person or Legal Entity that applies for (or seeks renewal of]
Certificate. Once the Certificate issues, the Applicant is referred to as t
Subscriber. For Ceiittates issued to devices, the Applicant is the entity {
controls or operates the device named in the Certificate, even if the de}
is sending the actual certificate request.

Applicant
Representative

A natural person or human sponsor who is eithex thpplicant, employed
by the Applicant, or an authorized agent who has express authority to
represent the Applicant: (i) who signs and submits, or approves a certif
request on behalf of the Applicant, and/or (ii) who signs and submits a
Subscriber Agement on behalf of the Applicant, and/or (iii) who
acknowledges and agrees to the Certificate Terms of Use on behalf of
Applicant when the Applicant is an Affiliate of the CA.

Application Software
Supplier

A supplier of Internet browser software otteer relyingparty application
software that displays or uses Certificates and incorporates Root

Certificates.
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Term

Attestation Letter

Definition

A letter attesting that Subject Information is correct written by an
accountant, lawyer, government official, or other rélia third party
customarily relied upon for such information.

Audit Report

t |
a

A report from a Qualified Audi
whet her an entity’s processes
provisions of these Requirements.

Applicant The natural person or Legal Entity that applies for (or seeks renewal of
Certificate. Once the Certificate issues, the Applicant is referred to as t
Subscriber. For Certificates issued to devices, the Applicant is the entit
controls o operates the device named in the Certificate, even if the dev
is sending the actual certificate request.

Automated A procedure whereby Certificate Applications are approved automatica

Administration enroliment information matches informatioroatained in a database.

Automated Software provided by Symantec that performs Automated Administratid

Administration
Software Module

Certificate

A message that, at least, states a name or identifies the CA, identifies |
Subscriber, containsthe Subst ber ' s public key,
Operational Period, contains a Certificate serial number, and is digitally
signed by the CA.

Certificate Applicant

An individual or organization that requests the issuance of a Certificate
CA.

Certificate Application

A request from a Certificate Applicant (or authorized agent of the Certif
Applicant) to a CA for the issuance of a Certificate.

Certificate Chain

An ordered list of Certificates containing an emskbr Subscriber Certificate
and CA Qdficates, which terminates in a root Certificate.

Certificate Data

Certificate requests and data related thereto (whether obtained from th
Applicant or otherwise) in the
has access.

Certificate Criteria that an entity must meet in order to satisfy a Compliance Audit|
ManagementControl

Objectives

Certificate Processes, practices, and procedures associated with the use of keys,

Management Process

software, and hardware, by which the CA verifies Certifi€atta, issues
Certificates, maintains a Repository, and revokes Certificates.

Certificate Policies (C

This document which is entit]l
Policies” and is the principal

e |

CertificateProblem
Report

Complaint of suspected Key Compromise, Certificate misuse, or other
of fraud, compromise, misuse, or inappropriate conduct related to
Certificates

Certificate Revocatior
List (CRL)

A periodically (or exigently) issued list, digitailgned by a CA, of identifiel
Certificates that have been revoked prior to their expiration dates in
accordance with CP &8 3.4. The |
the date of issue, the date of the next scheduled CRL issue, the revoke

Ceri ficates'’ seri al number s, and
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Term

Definition

revocation.

Certificate Signing
Request

A message conveying a request to have a Certificate issued.

Certification Authority

An entity authorized to issue, manage, revoke, and reneuificates in the|

(CA) STN.
Certification Practice |A statement of the practices that Symantec or an Affiliate employs in
Statement (CPS) approving or rejecting Certificate Applications and issuing, managing, &

revoking Certificates, and requires its Managéd Bustomers and Gatew,
Customers to employ.

Challenge Phrase

A secret phrase chosen by a Certificate Applicant during enroliment fol
Certificate. When issued a Certificate, the Certificate Applicant become
Subscriber and a CA or RA can use thel@fyd Phrase to authenticate th
Subscriber when the Subscriber
Certificate.

Class

A specified level of assurances as defined within the CP. Se&.CR.§

Client Service Center

A Service Center that is an A#fte providing client Certificates either in th
Consumer or Enterprise line of business.

Compliance Audit

A periodic audit that a Processing Center, Service Center, Managed PI
Customer, or Gateway Customer undergoes to determine its conforma|
with STNStandards that apply to it.

Compromise

A violation (or suspected violation) of a security policy, in which an
unauthorized disclosure of, or loss of control over, sensitive informatior|
may have occurred. With respect to private keys, a Compromise $sa Ig
theft, disclosure, modification, unauthorized use, or other compromise
the security of such private key.

Confidential/Private
Information

Information required to be kept confidential and private pursuant to CP
§2.8.1.

Cross Certificate

A certifi@ate that is used to establish a trust relationship between two R
CAs.

CRL Usage Agreeme

An agreement setting forth the terms and conditions under which a CR
the information in it can be used.

Delegated Third Party

A natural person or Legal Entithat is not the CA but is authorized by the
CA to assist in the Certificate Management Process by performing or
fulfilling one or more of the CA requirements found herein.

Customer

An organization that is either a Managed PKI Customer, Gateway Cusil
or ASB Customer.

Domain Authorization

Correspondence or other documentation provided by a Domain Name
Registrant attesting to the authority of an Applicant to request a Certifig
for a specific Domain Namespace.

Domain Name

The label assigned to a neih the Domain Name System.

Domain Namespace

The set of all possible Domain Names that are subordinate to a single
in the Domain Name System.

Domain Name
Registrant

Sometimes referred to as the
properly the persofs) or entity(ies) registered with a Domain Name

01

Registrar as having the right to control how a Domain Name is used, S|
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Term Definition ‘
the natural person or Legal Ent

or the Domain Name Registrar.

Domain Name
Registrar

A person or entity that registers Domain Names under the auspices of
agreement with: (i) the Internet Corporation for Assigned Names and
Numbers (ICANN), (ii) a national Domain Name authority/registry, or (ii
Network Information Center (includintheir affiliates, contractors,
delegates, successors, or assigns).

Enterprise, as in
Enterprise Service
Center

A line of business that an Affiliate enters to provide Managed PKI servi
Managed PKI Customers.

Exigent
Audit/Investigation

/An audit orinvestigation by Symantec where Symantec has reason to
believe that an entity’'s failur
Compromise relating to the entity, or an actual or potential threat to the
security of the STN posed by the entity has occurred.

Expiry Date

The “ Not After” date in Certi]

validity period.

a

Fully-Qualified Domai
Name

A Domain Name that includes the labels of all superior nodes in the Int
Domain Name System.

Government Entity

A governmentoperated legal entity, agency, department, ministry, bran
or similar element of the government of a country, or political subdivisiq
within such country (such as a state, province, city, county, etc.).

Intellectual Property
Rights

Rights unér one or more of the following: any copyright, patent, trade
secret, trademark, and any other intellectual property rights.

Intermediate
Certification Authority
(Intermediate CA)

A Certification Authority whose Certificate is located within a Certificate
Chain between the Certificate of the root CA and the Certificate of the
Certification Authority that issuedtheendds er Subscri be

Internal Server Name

A Server Name (which may or may not include an Unregistered Domai
Name) that is notesolvable using the public DNS.

International
Organization

An International Organization is an organization founded by a constitug
document, e.g., charter, treaty, convention, or similar document, signe
or on behalf of, a minimum of two or more Sweign State governments.

Issuing CA

In relation to a particular Certificate, the CA that issued the Certificate.
could be either a Root CA or a Subordinate CA.

Key Compromise

A Private Key is said to be compromised if its value has been disctnag(
unauthorized person, an unauthorized person has had access to it, or {
exists a practical technique by which an unauthorized person may disc|
its value.

Key Generation
Ceremony

A procedure whereby a CA’ s atkeyR)
transferred into a cryptographic module, its private key is backed up, al
its public key is certified.

Key Generation Scrip

A documented plan of procedures for the generation of a CA Key Pair.

Key Manager An Administrator tlat performs key generation and recovery functions f(
Administrator Managed PKI Customer using Managed PKI Key Manager.
Key Pair The Private Key and its associated Public Key.

Key Recovery Block

A data structure cont ai ni ncgyptel uss
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an encryption key. KRBs are generated using Managed PKI Key Mana
software.

Key Recovery Service

A Symantec service that provides encryption keys needed to recover a
Recovery Block as part of a Man]|
Key Manager to recover a Subscr

Legal Entity

An association, corporation, partnership, proprietorship, trust, governm
entity or other entity with | eg]

Managed PKI

Symant ec’ s f anadedPKI sertice that allows dnterprise
Customers of Symantec and its Affiliates to distribute Certificates to
individuals, such as employees, partners, suppliers, and customers, as
as devices, such as servers, routers, and firewalls. Managed fitispe
enterprises to secure messaging, intranet, extranet, virtual private netw
and ecommerce applications.

Managed PKI
Administrator

An Administrator that performs validation or other RA functions for an
Managed PKI Customer.

Managed PKI Control
Center

A webbased interface that permits Managed PKI Administrators to perf
Manual Authentication of Certificate Applications

Managed PKI Key
Manager

A key recovery solution for those Managed PKI Customers choosing tc
implement key recovery under a spatManaged PKI Agreement.

Managed PKI Key
Management Service
I RYAYAaidNT

A document setting forth the operational requirements and practices fo
Managed PKI Customers using Managed PKI Key Manager.

Manual
Authentication

A procedure whereby Ceficate Applications are reviewed and approveq
manually oneby-one by an Administrator using a wétased interface.

NetSure Protection
Plan

An extended warranty program, which is described in C®3.8.

Nonrverified
Subscriber Informatio

Informationsubmitted by a Certificate Applicant to a CA or RA, and incl
within a Certificate, that has not been confirmed by the CA or RA and f
which the applicable CA and RA provide no assurances other than tha
information was submitted by the Certificafgplicant.

Nornrrepudiation

An attribute of a communication that provides protection against a part)
a communication falsely denying its origin, denying that it was submitte
denying its delivery. Denial of origin includes the denial that a
communcation originated from the same source as a sequence of one
more prior messages, even if the identity associated with the sender is
unknown. Note: only an adjudication by a court, arbitration panel, or otl
tribunal can ultimately prevent repudiatiofror example, a digital signatu
verified with reference to a STN Certificate may provide proof in suppo
a determination of Nofrepudiation by a tribunal, but does not by itself
constitute Nonrepudiation.

Object Identifier

A unique alphanumeric arumeric identifier registered under the
I nternational Organization for
specific object or object class.

OCSP (Online

An online Certificateehecking protocol for providing Relying fes with

Certificate Status

reaktime Certificate status information.
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Protocol)

OCSP Responder

An online server operated under the authority of the CA and connecteg
its Repository for

processing Certificate status requests. See also, Online Certificate Sta|
Protocol.

Offline CA STN PCAs, Issuing Root CAs and other designated intermediate CAS {
maintained offline for security reasons in order to protect them from
possible attacks by intruders by way of the network. These CAs do not
directly sign end user Subscriber Ciagtites.

Online CA CAs that sign end user Subscriber Certificates are maintained online si

provide continuous signing services.

Online Certificate
Status Protocol (OCS

A protocol for providing Relying Parties with réale Certificate status
information.

Operational Period

The period starting with the date and time a Certificate is issued (or on
later date and time certain if stated in the Certificate) and ending with ti
date and time on which the Certificate expires or is earlier revoked.

PKCS #10 PublicKey Cryptography Standard #10, developed by RSA Security Ind
which defines a structure for a Certificate Signing Request.
PKCS #12 PublicKey Cryptography Standard #12, developed by RSA Security Ing

which defines a secure means for ttnansfer of private keys.

Policy Management
Authority (PMA)

The organization within Symantec responsible for promulgating this po
throughout the STN.

Primary Certification
Authority (PCA)

A CA that acts as a root CA for a specific Class of Ceetfieand issues
Certificates to CAs subordinate to it.

Private Key

The key of a Key Pair that is kept secret by the holder of the Key Pair, |
that is used to create Digital Signatures and/or to decrypt electronic rec
or files that were encrypted witthe corresponding Public Key.

Processing Center

An organization (Symantec or certain Affiliates) that creates a secure f;
housing, among other things, the cryptographic modules used for the
issuance of Certificates. In the Consumer and Web Sés thbusiness,
Processing Centers act as CAs within the STN and perform all Certifici
lifecycle services of issuing, managing, revoking, and renewing Certific
In the Enterprise line of business, Processing Centers provide lifecycle
services on beHgof their Managed PKI Customers or the Managed PKI
Customers of the Service Centers subordinate to them.

Public Key

The key of a Key Pair that may be publicly disclosed by the holder of tH
corresponding Private Key and that is used by a Relying Pargrify

Digital Signatures created with the holder's corresponding Private Key
and/or to encrypt messages so that they can be decrypted only with thg
holder's corresponding Private Key.

Public Key
Infrastructure (PKI)

The architecture, organization, tegitgues, practices, and procedures tha
collectively support the implementation and operation of a Certifieate
based public key cryptographic system. The STN PKI consists of syste
collaborate to provide and implement the STN.

PubliclyTrusted

A Certificate that is trusted by virtue of the fact that its corresponding R
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Certificate Certificate is distributed as a trust anchor in widalailable application

software.

Qualified Auditor

A natural person or Legal Entity that meets the requirementSesftion 17.f
(Auditor Qualifications).

Registered Domain
Name

A Domain Name that has been registered with a Domain Name Registi

Registration Authority|
(RA)

An entity approved by a CA to assist Certificate Applicants in applying |
Certificates, andd approve or reject Certificate Applications, revoke
Certificates, or renew Certificates.

Reliable Method of
Communication

/A method of communication, such as a postal/courier delivery address
telephone number, or email address, that was verified usisguace other
than the Applicant Representative.

Relying Party

An individual or organization that acts in reliance on a certificate and/o|
digital signature.

Relying Party

An agreement used by a CA setting forth the terms and conditions und

Agreement which an individual or organization acts as a Relying Party.

Repository An online database containing publiglisclosed PKI governance docume
(such as Certificate Policies and Certification Practice Statements) and
Certificate status information, eittr in the form of a CRL or an OCSP
response.

Reseller An entity marketing services on behalf of Symantec or an Affiliate to sp

markets.

Reserved IP Address

IAn IPv4 or IPv6 address that the IANA has marked as reserved:
http://www.iana.org/assignments/ipv4ddressspace/ipv4address

space.xml
http://www.iana.org/assignmentspv6-addressspace/ipvéaddress

space.xml

Retail Certificate

A Certificate issued by Symantec or an Affiliate, acting as CA, to indivic
or organizations applying one by one to Symantec or an Affiliate on its
site.

Root CA

The top level Certifetion Authority whose Root Certificate is distributed
Application Software Suppliers and that issues Subordinate CA Certifig

Root Certificate

The seHsigned Certificate issued by the Root CA to identify itself and td
facilitate verification of Qeificates issued to its Subordinate CAs.

RSA

A public key cryptographic system invented by Rivest, Shamir, and Ad(

RSA Secure Server G

The Certification Authority that issues Secure Server IDs.

RSA Secure Server
Hierarchy

The PKI hierarchy comped of the RSA Secure Server Certification
Authority.

Secret Share

A portion of a CA private key or a portion of the activation data needed
operate a CA private key under a Secret Sharing arrangement.

Secret Sharing

The practice of splitting a CA yaite key or the activation data to operate
CA private key in order to enforce myterson control over CA private ke
operations under CP&2.2.

Secure Server ID

A Class 3 organizational Certificate used to support SSL sessions betv

web browsers ad web servers.
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Secure Sockets Laye
(SSL)

Definition
The industrystandard method for protecting Web communications
developed by Netscape Communications Corporation. The SSL securi
protocol provides data encryption, server authentication, message inte;
and gotional client authentication for a Transmission Control
Protocol/Internet Protocol connection.

Security and Audit
Requirements (SAR)
Guide

A Symantec document that sets forth the security and audit requiremer
and practices for Processing Centers andiSe Centers.

Security and Practice
Review

A review of an Affiliate performed by Symantec before an Affiliate is
permitted to become operational.

Service Center

An Affiliate that does not house Certificate signing units for the issuanc
Certificatedor the purpose of issuing Certificates of a specific Class or
but rather relies on a Processing Center to perform issuance, managet
revocation, and renewal of such Certificates.

Subdomain The portion of the STN under control of an entity atidentities
subordinate to it within the STN hierarchy.
Subject The natural person, device, system, unit, or Legal Entity identified in a

Certificate as the Subject and holder of a private key corresponding to
public key. The Subject is either the Satiber or a device under the cont
and operation of the Subscriber
organizational Certificate, refer to the equipment or device that holds a
private key. A Subject is assigned an unambiguous name, which id tmy
the public key contained in the

Subject Identity
Information

Information that identifies the Certificate Subject. Subject Identity
Information does not include a domain name listed in subjectAltName
extension or the SubjecommonNamédield.

Subordinate CA

A Certification Authority whose Certificate is signed by the Root CA, or
another Subordinate CA.

Subscriber

In the case of an individual Certificate, a person who is the Subject of,

has been issued, a Certificatetie case of an organizational Certificate,
organization that owns the equipment or device that is the Subject of, ¢
that has been issued, a Certificate. A Subscriber is capable of using, al
authorized to use, the private key that correspondshe public key listed

in the Certificate.

Subscriber Agreemen

An agreement used by a CA or RA setting forth the terms and conditiol
under which an individual or organization acts as a Subscriber.

Superior Entity

An entity above a certain entity within&TN hierarchy (the Class 1, 2, or
hierarchy).

Supplemental Risk
Management Review

A review of an entity by Symantec following incomplete or exceptional
findings in a Compliance Audit of the entity or as part of the overall risk
management process in ¢hordinary course of business.

Reseller An entity marketing services on behalf of Symantec or an Affiliate to sp
markets.
Symantec Means, with respect to each pertinent portion of this CPS, Symantec C

and/or any wholly owned Symantec subsidieggponsible for the specific
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operations at issue.

Symantec Digital
Notarization Service

A service offered to Managed PKI Customers that provides a digitally S
assertion (a Digital Receipt) that a particular document or set of data e]
at a partcular point in time.

Terms of Use

Provisions regarding the safekeeping and acceptable uses of a Certific
issued in accordance with these Requirements when the
Applicant/Subscriber is an Affiliate of the CA.

Trusted Person

IAn employee, contractor, ooasultant of an entity within the STN
responsible for managing infrastructural trustworthiness of the entity, it
products, its services, its facilities, and/or its practices as further define
CP &.2.1.

Trusted Position

The positions within a STMtity that must be held by a Trusted Person.

Trustworthy System

Computer hardware, software, and procedures that are reasonably seq
from intrusion and misuse; provide a reasonable level of availability,
reliability, and correct operation; are reasonglsluited to performing their
intended functions; and enforce the applicable security policy. A
trustworthy system is not neces|
classified government nomenclature.

Symantec Repository

S y ma n damtmase of Certifiates and other relevant Symantec Trust
Network information accessible dine.

Symantec Trust
Network (STN)

The Certificatebased Public Key Infrastructure governed by the Symant
Trust Network Certificate Policies, which enables the worldwide deploy
and use of Certificates by Symantec and its Affiliates, and their respeci
Customers, Subscribers, and Relying Parties.

STN Participant

An individual or organization that is one or more of the following within
STN: Symantec, an Affiliate, a Custopa Universal Service Center, a
Reseller, a Subscriber, or a Relying Party.

STN Standards

The business, legal, and technical requirements for issuing, managing,
revoking, renewing, and using Certificates within the STN.

Unregistered Domain
Name

A Doman Name that is not a Registered Domain Name.

\Valid Certificate

A Certificate that passes the validation procedure specified in RFC 52§

\Validation Specialists

Someone who performs the information verification duties specified by
these Requirements.

\Validity Period

The period of time measured from the date when the Certificate is issu
until the Expiry Date.

\Wildcard Certificate

A Certificate containing an asterisk (*) in the efost position of any of thi

Subject FulhQualified Domain Names conta&id in the Certificate.

Page 132



