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Pre-requisite:

Supported Operating System: Windows XP and above
Supported Web Browser: Internet Explorer (Recommended), Mozilla Firefox

*Note: Personal ID Class 2 certificate MUST be enrol and pick up on the same
web browser and computer

Online Enrollment

1) Open Personal ID Class 2 Digital ID Center website on below URL, then click on ENROLL .
https://onsite.msctrustgate.com/services/MSCTrustgatecomSdnBhdPersonallDClass2/di
gitalidCenter.htm

v Symantec. Digii’ﬂl ID Center

MSC Trustgate.com Sdn. Bhd. Personal ID
Class2 Digital ID Center

ENROLL

@ PICK UP ID

Choose this option if you enrolled for a Digital ID but did not pick it up.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining
whether a Digital ID is valid, expired, or revoked. You may also download 1Ds from this
option.

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired.
You should generally start renewing your Digital ID at least one month before your Digital
1D is due to expire

REVOKE

Choose this option to revoke your Digital ID. Digital IDs should be revoked immediately
for any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.

@ INSTALL CA
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2) If prompt for Web Access Confirmation, click Yes.

V¥ Microsoft end-user Enrollm... L]

Web Access Confirmation

This Web site is attempting to perform a digital certificate
operation on your behalf:
https://onsite.msctrustgate.com/services/MSCTrustgatecomSd
nBhdPersonallDClass2/client/userEnroliIMS11.htm

You should only allow known Web sites to perform digital
certificate operations on your behalf,
Do you want to allow this operation?

Yes No |

3) Fill out all the field mark with asterisk (*) including Challenge Phrase which is the
password for your Personal ID certificate.

v Symantec. En rollment

Help with this Page

Complete Enrollment Form

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
are viewable in the certificate’s details.

First Name: * (required)
Nickname or middle initial allowed | |
(Example Jack B.)

Last Name: * (required)
(example - Dog) | |

Your E-mail Address: * (required)
(example — jbdoe@symantec.com) | |

Company/Agency/Org: *
(Example- MSC Trustgate) | |

Dept/Div/Proj: *
(Example” Administration) | |

Employee ID Number: *
(Example” 12345) | |

Country: *
(example — US) I:I

Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not lose if. You will need it when you want to revoke or
renew your Digital ID.

Enter Challenge Phrase: (required)
Do not use any punctuation. ||
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4)  On the Cryptographic Service Provider Name, choose Microsoft Strong Cryptographic
Provider from the drop-down list. Then, click Submit.

Optional: Select The Cryptographic Service

Select a Cryptographic Service Provider that supports 1024-bit or higher encryption (2048-bit or
higher if your certificate will be issued under the Symantec Trust Network or STN). If you use a
specialized mechanism such as a smartcard, select the provider recommended by the vendor.

If you are not certain which cryptographic sqMicrosoft Enhanced Cryptographic Provider v1.0
Mlcrosoft Base MyTrustID Provider

Cryptographic Service Provider
Name

Optional: Enter Comments

In some cases, your administrator will instruct you to enter Shared Secret information (known only
to you and the administrator) in this field. The administrator uses this shared secret to verify that it
really is you submitting the application. This comment will not be included in your Digital ID.

@ If all the |nf0|mat|on above is correct,
i <4 ¥ () i -

5) Upon click the Submit button, a prompt for email confirmation will appear. Double check
the email address and click OK to proceed enrolment or click Cancel to correct the email
address.

Message from webpage X

Confirm your e-mail address:

I @msdrustgate.coml

If your e-mail address is correct, click OK. If not, click CANCEL and
correct it in the enrollment form.

If the e-mail address is not correct, you will not be able to use your
Digital ID.

4|Page



TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

6) Click Yes on the Web Access Confirmation and click OK to complete enrolment.

Web Access Confirmation

This Web site is attempting to perform a digital certificate
l . operation on your behalf:
https://onsite.msctrustgate.com/services/MSCTrustgatecomSd
nBhdPersonallDClass2/client/userEnroliIMS11.htm

You should only allow known Web sites to perform digital
certificate operations on your behalf,
Do you want to allow this operation?

Yes

Creating a new RSA exchange key o

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Security Level...

I Cancel Detais...

7) Upon successful enrolment, user will receive a request confirmation email from
support@msctrustgate.com. The enrolment will go through a validation process between
1 to 5 working days before it is approve.

v Symantec. Dlglfﬂl ID Services

Your Digital Certificate request has been submitted for
approval

Once your digital certificate request has been approved, you will receive an email with
instructions for installing your digital certificate. If you do not receive it shortly,
contact your administrator.
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Pick Up Digital ID

1) Once the Personal ID enrollment request was approved, an email containing the Pick Up
PIN will be sent to user. Click or copy the link provided in the email and open it on the
same browser used to enroll the Digital ID.Copy the PIN.

Your Digital ID is ready

support@msctrustgate.com
Wed 9/2/2020 12:59 PM
To: Muhammad Nazmi Abdul Hadi

De~-Rr1AaTRaLL IAD':

Your Administrator has approved your Digital ID request.
To assure that someone else cannot obtain a Digital ID that
contains your personal information, you must retrieve your
Digital ID from a secure web site using a unique

Personal Identification Number (PIN). You can retrieve your
Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If your
Administrator has set up a customized location for retrieving
your Digital ID, you should visit the URL specified by your
Administrator. Otherwise, you can retrieve your ID at

https://onsite.msctrustgate.com/services/MSCTrustgatecomSdnBhdPersonallDClass2/digitalidCenter.htm

Step 2: In the form, enter your Personal Identification
Number (PIN):

Your PIN is: 876714668
Step 3: Follow the instructions on the page to complete the
installation of your Digital 1D.

If you have any questions or problems, please contact your
Administrator by replying to this email message.
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2) On the Digital ID Center website, click PICK UP ID.

v/ Symantec. Digital ID Center

MSC Trustgate.com Sdn. Bhd. Personal ID
Class2 Digital ID Center

v, ENROLL

Choose this option to enroll for a client Digital 1D.

@) [PICK UP 10| #
Thoose s option i you enrofed for a Digital 1D but did not pick it up.
SEARCH

Choose this option to search for a Digital ID. This function is useful for determining
whether a Digital 1D is valid, expired, or revoked. You may also download IDs from this
option.

RENEW

Choose this option to renew a Digital 1D which is expiring or which has already expired.
You should generally start renewing your Digital ID at least one month before your Digital
1D is due to expire.

REVOKE

Choose this option to revoke your Digital ID. Digital IDs should be revoked immediately
for any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.

@ INSTALL CA
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3) Enter the PIN provided in the email into the required textbox and click Submit.

v/ Symantec Digital ID Services

Pick Up Digital ID

Important: To complete this step, you must use the same computer you
used to submit the enrollment form.

You need the Personal Identification Number (PIN) to complete this step. You received it in an
e-mail message that was sent immediately after you submitted the enrollment form.

This was sent by the administrator to the e-mail address entered in the enroliment form.

Copy (Ctrl + c) the PIN number from the e-mail, paste (Ctrl + v) it into the box below, and click
SUBMIT.

After you submit the PIN, it will take up to three minutes to generate the Digital ID. Do not
interrupt the browser until there is a response.

Enter the Personal Identification XXX
Number (PIN):

4) Click Yes on the Web Access Confirmation and the Personal ID Certificate will be install
on the computer.

Web Access Confirmation

This Web site is attempting to perform a digital certificate
operation on your behalf:
https://onsite.msctrustgate.com/services/MSCTrustgatecomSd
nBhdPersonallDClass2/cgi-bin/sophia.exe

You should only allow known Web sites to perform digital

certificate operations on your behalf,
Do you want to allow this operation?

]
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v/ Symantec. Digital ID Services

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information.

Country = MY

Organization = MSC Trustgate.com Sdn. Bhd.
Organizational Unit = Technology Division
Organizational Unit = EmployeelD - TG0112
Common Name = Nazmi Hadi

Email Address = nazmi@msctrustgate.com

Serial Number = 0c3748827edd4eb248ca9f1581905eed

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID
services.
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Verify the Personal ID Certificate Installed

1) To verify if the Personal ID Certificate is successfully enrolled, open Microsoft

Management Console (MMC) by pressing Windows E button > type RUN and press
Enter > type MMC and click OK.

All Apps Documents Web More ¥
Best match
Run
App
&
Apps
Bl Command Prompt >
[&] run.bat - in tgMyCRS-vb1.6-10000122 >
Win32 OpenSSL Command Prompt >
Settings

[/ Run programs made for previous

versions of Windows >
[N Let apps run in the background >
[N Choose which apps can run in the N

background
fi Show "Run as different user" in Start >
Search the web

L run - see web results >

£ runl

4 Run b4

— Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: mmc w
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2) On the MMC console, click File > Add/Remove Snap-in..
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onsole Root] — O X
avorites  Window  Help - & X
Ctrl+N
E Open... Ctrl+O . o
Save Ctrl+S
There are no items to show in this view. Console Root -
Save As.. A
Mare Actions »
Add/Remove Snap-in.. Ctrl+M
Optonee
1 devmgmt.msc
2 compmgmt.msc
3 diskmgmt.msc
Exit
Enables you to add snap-ins to or remove them from the snap-in console.
3) Click Certificates > click Add.
Add or Remove Snap-ins x

Available snap-ins:

Snap-in

A Computer Managem...
.l. Device Manager
iy Disk Management
{d] Event Viewer

| Folder
8, 1P Security Monitor
&, 1P Security Policy Ma...
= Link to Web Address
&/ | ocal Users and Gro...
@ Performance Monitor

2. Carvrihi Crnfinuratin

Vendor
Microsoft Corp...

Microsoft Corp...
Microsoft Corp...
Microsoft and ..
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...
Microsoft Corp...

Mirrncnft Carm

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Description:

Selected snap-ins:
[] Console Root Edit Extensions...
Remove
Maove Up
Move Down

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

11| Page




TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

4) Click My user account > click Finish.

Certificates snap-in X

This snap-in will always magage certificates for:

© Service account

) Computer account

Caneel

5) Click OK.

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can coenfigure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor o | Console Root Edit Extensions...
- ! ActiveX Control Microsoft Corp... G Certficates - Qurrent User
Authorization Manager Microsoft Corp... D
5 Certificates Microsoft Corp...
. Component Services  Microsoft Corp... Move Up
(A Computer Managem... Microsoft Corp...
.l. Device Manager Microsoft Corp... Move Down
a Disk Management Microsoft and ... Add >
{d] Event Viewer Microsoft Corp...
| Folder Microsoft Corp...
8, 1P Security Monitor Microsoft Corp...
&, 1P Security Policy Ma...  Microsoft Corp...
= Link to Web Address  Microsoft Corp...
&/ | ocal Users and Gro...  Microsoft Corp...
@ Performance Monitor ~ Microsoft Corp... . e
= Caririhe Canfinnrstin Mirrncnft Carn
Description:

The Folder snap-in adds a folder node to the tree. This can be used to organize your snap-in console.

Cancel

!
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6) On the MMC console, expand the folders and sub-folders clicking on Certificates >
Personal > click on Certificates. Double-click on the Personal ID Certificates labelled same

TRUSYGATE
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as the name entered during enrolment to view certificates details such as validity.

R

General Details Certification Path

| a Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer

* Refer to the certification authority’s statement for details.

Issued to: Nazmi Hadi

Issued by: MSC Trustgate.com Class 2 MPKI Individual
Subscriber CA-G3

Valid frol 9/2020 to 4/9/2020

? You have a private key that corresponds to this certificate.

Issuer Statement
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E Console1 - [Console Root\Certificates - Current User\Personal\Certificates] — X
@& File Action View Favorites Window Help & X
o 2F 82 XE = HE

ke : Issued To Issued By Expiration || Actions

™ & c_e_en:.catesl- Current User - GlobalSign RSA OV SSL CA 2018 13/8/2022 || Certificates A

v ersona
O ADSS Default Root CA 14/9/2030 D
| Certificates o= 3 More Actions »
A el MSC Trustgate.com Private MPKI E..  8/6/2021
n . S

- M °;’ i i GlobalSign RSA OV SSL CA 2018 18/5/2021 || Nazmi Hadi -
| Enterprise Trus o : n
B Inteimediate Cartification Autho A?] MSC Trustgate.com Private MPKI E. 21/6/2021 More Actions »
9 Active Directory User Object Lol MSC Trustgate.com Class 3 Private ..  18/6/2021
| Trusted Publishers ¢ MSC Trustgate.com Class 2 MPKI In..  30/11/202(
8 Untrusted Certificates MSC Trustgate.com Class 2 MPKI In..  4/9/2020
7 Third-Party Root Certification At ‘s GlobalSign RSA OV SSL CA 2018 28/8/2020
9 Trusted People 2 ADSS Default Root CA 30/10/203(
“ Client Authentication Issuers ?QJ GlobalSign RSA OV SSL CA 2018 24/9/2021
| Other People 2 GlobalSign RSA OV SSL CA 2018 12/8/2020
1 1SG Trust
~| Local NonRemovable Certificate
1 MSIEHistoryJournal
| Certificate Enrollment Requests
~| Smart Card Trusted Roots

< > < >
Personal store contains 12 certificates.

Certificate >




