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FIRST TIME USB TOKEN INSTALLATION

** Reminder: The screenshot image use in this manual guide is captured on Windows 10
operating system, thus may be slightly different from user experience depends on operating
system installed on user computer.

1) Plugin Trustgate USB Token into computer USB port.

2) Wait for auto run window pop-up, then click “Run loader.exe” from the list.

CD Drive (E:) Trustgate

Choose what to do with this disc.

Install or run program from your media

T Run loaderexe
Published by Securemetric Technology 5dn...

Other choices

Open folder to view files
File Explorer
. Take no action

3) If auto run pop-up window does not appear, go to My Computer and double click on

Trustgate Token icon as below.
CD Drive (E:) Trustgate
0 bytes free of 1.35 ME
CDFs
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4) An installation welcome wizard will appear. Please close Mozilla Firefox or
Thunderbird email before installation. Then click on “Install” button to proceed.

W Trustgate PKI Token Setup — x

TRUSUYGATE@ Welcome to the Trusigate PKI

Token Setup
DiciTaL 1D

USB TOKEN MANAGER This Wizard will guide you through the installation of
Trustgate PKI Token.

| N STAL I_ Itis recommended that you dose all other applications

before continuing Trustgate PEI Token setup.

Click Install to continue, or Cancel to exit setup.

5) The installation will start automatically.

W Trustgate PKI Token Setup —

Installing
Please wait while Trustgate PKI Token is being installed.

Execute: C:\Program Files (x86) Mozilla Firefox\sMMozillaPlugin.exe profile "C:\Jsers\MBO22-

Windows Installer

< Back Mext = Cancel
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6) Once the installation is complete, click “Finish” button to exit.

W Trustgate PKI Token Setup —

Completing the Trustgate PKI Token

. Setup
DiciTaL ID
USB TOKEN MANAGER Trustgate PKI Token has been installed on your computer,

INSTALL [t

< Bac Cancel

7) A PKI Token Manager shortcut icon will be created on the desktop automatically as
below image.

PEl Token
Manager
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8) If there is no shortcut created on the desktop, search by typing PKI Token Manager
on windows search and press “Enter”. Please refer below image.

D @:3 Filters ~~

Best match

PKI Token Manager
Desktop app

PKI Token Manager

Lo M X B £ o= £
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9) Click on PKI Token Manager shorcut. Trustgate Token Manager window will pop-up.
Here, user can view token info, change user pin, login to view certificate, and
change default token options.

W Trustgate Token Manager *

TRUSYGATE

USE TOKEM MANAGER

E- @ Configuration
i @ Tokenlnfo
@ Change User PIN
Certificates
(§ Optiors
Abat

MSC TRUSTGATE DIGITAL ID

LUSB TOKEN MAMAGER

10) Click on “Certificates” and enter PIN number as printed on your consignment slip received
from Trustgate, then click on “Login” button.

W Trustgate Token Manager

USE TOKEM MANAGER

&8 Configuration ]
@ Token Info Login Token

Uszer FIN: | xxxxxxxx

D=
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11) After login, user certificate will be displayed on Certificate Manager blank box. Click on
“Certificate” to highlight it and then click “View” button to open the certificate window.

W Trustgate Token Manager x

TR

ALEURE TEARRAETIN, § USB ToOKEN MANAGER

B Configuration
@ Token Info Certificate Manager

ﬁ-—; grtﬁzzreg: User PIN Eﬁ Muharimad M azmi sbdul Hadi's M5C Trustgate. com Class2 |
3BD3-43B4-4DFE-3B40-B33CEEDET1958

: -2 ASF
{Z) Dptions ~f )
{10 About =) s ke Exchange usage

12) On certificate window, click “Certificate Info” to view the certificate.

Certificate =

Type W alue #

CKA_CLASS

CKA_TOKEM TRUE

CKA_PRIVATE FaLSE

CKA_MODIFIABLE TRUE

CKA_LABEL

CKA_CERTIFICATE_TYFE

CKA_SUBJECT

CKA_ID

CKA_ISSUER v

[l Ll = L B R LR Lo Ll ]

L4 >

] 8

Certificate Info
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13) A certificate window will pop-up. Click on “Details” tab, then click on “Subject” as
highlighted.

Verify the user information on certificate Subject details displayed. If the information is
verified correct, close all certificate windows by clicking “OK”button. If there are some error
on the information, email to helpdesk@msctrustgate.com for further actions.

After verify all information are correct, click “OK” button to close both certificate windows.

n | View certificate -

General Details  Certification Path

Show: | <all> w
Field Value 2
DSEriaI nurnber 076583 de ea 19 21c3b0E3...
DSignature algorithm sha25aR5A
DSignamre hash algarithm sha256
DIssuer MSC Trustgate.com Class2 Ma...
1 D'I.-'alid from 18 Januari 2017 8:00:00 AM
=== o L i | 3 ) |
nazmi@msctrustgate.com, Mu...
TN ey Fok Toriam rire K

E = nazmi@msctrustgate.com

CM = Muhammad Mazmi Abdul Hadi

T =

Ol = EmployeelD -

Ol = Terms of use at www.msctrustgate, com,/rpa (c)00
QU = Trustgate.com

0 = MSC Trustgate. com Sdn. Bhd.

Edit Properties. .. Copy to File...

3< Ok
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14) Click on “Change User Pin” to change the default token pin printed on the
consignment slip to new token pin as user preference. User must enter 8 — 12 digits
alphanumeric characters (alphabet/number/symbol) of their preference for the new
token pin. Enter “Current User PIN”, “New User PIN” and “Confirm User PIN”, then
click “OK” button.

W Trustgate Token Manager

TRUSYGATE

AEEUEE TENHNATIIOR, {ERNTLE AVRINENE USB TOKEN MANAGER

=& Configuration
r

(& Charge User PIN

Change User PIN

2 Current User PIMN

Confirm kew Lser PIN

| xxxxxxxxxxx

A success token pin window will pop-up. Click “OK” button.

Trustgate - Information

1

IUser PIM has been saved!
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15) After done change token pin, click “Logout” button and “X” button to close.

[ ]
W Trustgate Token Manager L *

TRUSYGATE

ALEAEE FESHEATIIOR, SEURTAR BUNIAEEE USEB ToOKEN MANAGER

B Configuration
& TokenInfo Certificate Manager
& grtﬁzzreie Hser FIN Elﬁ Muhammad Mazmi Abdul Hadi's MSC Trustgate. com Class2 t
-(%) Options E-= 4&5F38D3-4384-4DFE-SE4D-ESSCBEDE1 958
______ 1) Abaut - Signature and Key Exchange usage
= : ﬁ Certificate
) Privatekey
[ PublicKey

16) User can proceed to use token according to systems (eFiling Kehakiman, BPFK
Quest3plus, BNM, etc2).



