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PENGENALAN

Panduan pengguna ini akan menerangkan tentang cara pembelian atau perolehan serta
penggunaan sijil digital melalui pihak Certificate Authorities (CA) yang dilesenkan oleh
Suruhanjaya Komunikasi dan Multimedia (SKMM) iaitu MSC Trustgate.com Sdn. Bhd
(MSC Trustgate) bagi pengguna Sistem Kuala Lumpur Integrated Submission(KLIS)
Projek Berskala Kecil Kediaman Dewan Bandaraya Kuala Lumpur.

Pemilihan Sijil Digital (Digital Signature) adalah bertepatan dengan Undang-Undang
yang telah diwartakan iaitu Akta Tandatangan Digital 1997 (Act 562) dan Peraturan-
Peraturan Tandatangan Digital 1998.Perlaksanaan ini merangkumi kepentingan
penggunaan berikut;

)] Tandatangan Digital

i) Perlindungan Serahan Data

iii) Pengesahan Identiti

1v) Keselamatan Transaksi Atas Talian

Terdapat dua (2) medium bagi perolehan sijil digital iaitu:

1) Pembelian di Kaunter
2) Pembelian Secara Online

Terdapat dua (2) kategori pengguna yang dikenalpasti untuk menggunakan Sijil Digital
jaitu:

1) Pemilik Kediaman

2) Perunding / PSP / SP

Berikut merupakan senarai harga pembelian

Kategori Pemilik Kediaman

Jenis 1 Tahun (RM)

Permohonan baharu — Sijil Digital Roaming 50

*tidak termasuk sst 6%

Kategori Perunding / PSP / PS

Jenis 1 Tahun 2 Tahun
(RM) (RM)
Permohonan baharu — Sijil Digital + USB Token 150 200

Permohonan Pembaharuan — Sijil Digital sahaja mengunakan

USB token sedia ada 50 100

*tidak termasuk sst 6% dan caj penghantaran




Pembelian di Kaunter MSC Trustgate adalah seperti di alamat berikut:

MSC Trustgate.com Sdn. Bhd,

Suite 2-9, Level 2, Block 4801,

CBD Perdana,

Jalan Perdana,

63000, Cyberjaya Selangor

Tel : 03-83181800

Emel : dbkl-support@msctrustgate.com
Laman Web : https://www.msctrustgate.com

Sekiranya pembelian dilakukan di Kaunter, sila kenal pasti kategori pengguna dan bawa
bersama keperluan dokumen seperti berikut:

Pengguna Dokumen

Pemilik Kediaman 1. Salinan Kad Pengenalan / Passport

1. Salinan Kad Lembaga Arkitek
Malaysia

Perunding / PSP / SP 2. Salinan kad Pengenalan / Passpot
Pegawai yang mewakili Syarikat

3. Surat Pengesahan mewakili Syarikat



mailto:dbkl-support@msctrustgate.com
https://www.msctrustgate.com/

BAHAGIAN 1

NOTIS
PANDUAN PENGGUNA INI ADALAH UNTUK TUJUAN DAN KEGUNAAN
PORTAL WEB DALAM TALIAN MYTRUSTID - MYCUKAI SAHAJA.

Sistem Operasi — Keperluan Minima:

i)  Sistem Operasi yang menyokong:
Microsoft Windows XP dan ke atas

i)  Pelayar web yang menyokong:
Microsoft Internet Explorer 9 dan ke atas
Mozilla Firefox version 45.0 dan ke atas

Perkakasn — Keperluan Minimum:

Pentium 111 800 MHz
256 MB RAM
1 panel USB Port untuk ST3 USB Token



BAHAGIAN 2

Bahagian ini menyediakan panduan bagaimana untuk melakukuan pembelian sijil digital
dan memeriksa sijil digital

2.1 Proses Perolehan Sijil Digital melalui Portal

Proses ini ialah untuk mewujudkan profile akaun baru untuk pengguna. Di dalam profil
akaun ini, pengguna boleh mengurus dan memohon sijil digital baru secara terus melalui
portal.

1. Buka Pelayar anda dan dan akses ke URL berikut
https://www.msctrustgate.com/mytrustid/enrollment?g=klis

Dan anda mendapati antaramuka seperti dibawah

KUALA LUMPUR INTEGRATED SUBMISSION TRUSYGATE
(klis) T LY

Iew Certificate Enrollment Request

Enrollment for new client digital 1D for Kuala Lumpur Integrated Submission

O—O0—o0 4 s a

Instructions Fackage & Pricing Application Info Disclaimer Payment Complete

Enrallment | nstructions

Please read and understand the Enroll t Instruction below:

Select package  Choose new or renew your cerificate with the desired walidity:
Application Info Fill up your informations required for RA verification.
Upload Documents  Attach required documents(in JPEG or PDF format, with size below 2MB) to assist verification.
tMake Payment  Payment can be made using any of the following: Credit Card J Debit Card (WISAMASTERCARD) or upload payment receipt if payment
made through hdanual Pavment(Cash, Bank Transder or Cheque)
Complete  Once complete, kindly wait for the verification and issuance of your cerificates by our RA. You may chedoyour equest status by logging to
by TrustD Portal

Setelah membaca dan memahami arahan yang tercatat, sila tekan butang Next


https://www.msctrustgate.com/mytrustid/enrollment?q=klis

{E}Jz’i\l_A LUMPUR INTEGRATED SUBMISSION
is

Mew Certificate Enrollment Request

Enrollment for new client digital [0 for Kuala Lurnpor Integrated Submission

@ © O : :

I racton Package & Pricig Spplication DisctEme Paymet

Package Pricing & Description

Package * Diescrption

Mew Uszer - USE Token + Certificate & Years - 2 Years - Rhiz0D USB Token + Certificate 2 Years

“dlidity (Day=)
Ti0

Subtotal (R
20000

Dieliwery

Courier Services ( Semenanjung 1

Total Amount (Rhd)
F00.00

Kemudian, klik Next

2. Seterusnya anda dokehendaki memilih pakej dan tentukan Cara penghantaran.

TRUSYGATE

Compkt



4.

Sesudah lengkap, klik Next

KUALA LUMPUR INTEGRATED SUBMISSION

{klis)

Mew Certificate Enrollment Request

Enrollment for new client digital 1D for Kuala Lumpur Integrated Submission

o 4 ©

It Factage & Prichg Applicaton v

Application Infarmation
Mationality *
halayzian

Ny kad Mo =

Full Hame *

Email ®

habile Mo ™

Cornpany Information

Company Mame *

Company Address ™

Posteode ® City *
State * Country ©
Select Courtry

Personnel Information

Designation © Offize Phone Mo ®

Fax Mo ™

3. Seterusnya bahagian maklumat pemohon dan memuat naik dokument sokongan.
untuk teruskan

TRUSYGATE
4 5 G
DEcEmer Payment CompkE

Supporting Docurments

For PSP/Conzultant | please upload NRIC & hembership Card
Board of Architects Malaysia elze please upload MRIC Only.

MyKad / Passport ™ [ seectatie |

hembership Card Board of

; | | Select 3 file |
Architects hialaysia

Teliti dan fahami Digital ID Subsciber Agreement dan tanda (/) untuk teruskan

Kemudian, klik Next untuk teruskan



(FEIL_JX;\I_A LUMPUR INTEGRATED SUBMISSION TRUSUGATE

Ve TRUITHE Rus

Mew Certificate Enrollment Request

Enrollment for new client digital 10 for Kuala Lumpuor Integrated Submiszion

& & & O, : :

hstictiong Package & Prichg Application i

DiscEmer Pamert Compkk

Digital ID Subcriber Agresreant

SUBSCRIBER AGREBWENT

-
YOUMUST READ THIS SUBSCRIBER AGREBVENT ("SUUBSCRIBER AGREBWENT ) BEFORE AFPLYIMG FOR, ACZCEPTING, OR USING AVERISIGH
CERTIFICATE OR DIGITAL ID CCERTIFICATE' OR "DIGITAL 107, IF 0L OO HOT AGREE TO THE TERKS OF THIS SUBSCRIBER AGREBWENT, DO HOT
APPLY FOR, ACCEPT, OR USE THE CERTIFICATE.
1. Certificate #pplication and Descrption of Certificates. This section details the terms and conditions regarding your application (*Certificate Application®) for a
Certificate and, if “WAriSign acceptz wour Certificate Application, the terms and conditions regarding the wour uze of the Certificate to be izsued by W&riSign to b
wou as "Subscriber” of that Cerificate. A Certificate is a digitally signed message that contains a Subscrber's public key and associgtes it with information y
[ R R e . - e e

| hereby confinm that all the information given for this application is true and accurate and hawe not withheld any information that would affect the acceptance of

my application. By signing this application form, | also agree to be bound by the terms and conditions as stipulated in Client 10 Digital Certificate Subscriber
Agreement, and any amendments made thereto from time to time.

5. Seterusnya ialah memilih kaedah pembayaran, 2 kaedah disediakan:-

a) Credit/Debit card
b) Other — perlu muat naik bukti pembayaran seperti slip bank dan resit

EIL_JJ;\I_A LUMPUR INTEGRATED SUBMISSION TRUSYGATE
is

THusTew s

Mew Certificate Enrollment Request

Enroliment for new client digital 10 for Kuala Lumpur Integrated Submizsion

@ © © © O, :

hEmicting Package & Prichg Appliation v

DEcEmer Fymert

CompkE

Payrment Met hod Fayrment Details

Payment type Total Amount (Rhd)

Others 200.00

Credit # Diebit Card
Others

Status

Pending paymert

Reference Mo




6. Jika anda memilih Credit/Debit Card, paparan tetingkap Internet Payment

Gateway akan muncul

Isi maklumat pembayaran yang dikehendaki dan klik Agree and Continue,
paparan “Payment Approved”akan muncul dan klik “OK”

@ MPAY Payment Gateway - Mozilla Firefox = O X
(@ @ https;//pcimdex.mpay.my/mdex2/payment/eCommerce 50%
Internet Payme ity AP

Paymant Detasis
oy b Varugw ey Spown Sae oha
v o E——
ot et Conce U ki3 130
P anme
Chooss Payment Options
VISAGE
Credit Card Details
= v
B v v
MALAYSIA 0
szezmac o 5
smoezs MPAY Payment Sarvioes 1 oeon
= et charges fom my Creg cand
Agree anct Cominue




Payment Approved

[ ci]

7. Klik “OK?” untuk teruskan

Secure Payment window dosed |
D Prevent this page from creating adaional olalogs

=

8. Pengesahan pembayaran juga akan diemelkan seperti di bawah

10



Mon 10/4/2017 3:47 PM

. system@mpsb.net

MPAY Payment Services: Thank you for your payment and Shopping with us! (TransactionID:MSCTG000000000000015)

To syahhizal@msctrustgate.com

Dear syasaya,

We are pleased to inform you that your online payment was and

Your credit card/bank account has been debited with RM 155.00.

Please note that MPAY Payment Services will be listed in your credit card/bank statement for this transaction.

Below are the payment status notification details:

PAYMENT STATUS TIFICATION

Payment Status : Suecessful
Order No : MSCTGOO000000000001 5
Amount : RM 159.00

Product Description : Centificate USB Token|31|360]150

Customer Name : Syasaya

Customer Email : Syahhizaldmsctrustqgate com
Customer Phone : 0189593500

Card No (Last 4 Digit) : 0001

Authorization Code : 458398

Transaction Date & Time : 10-04-2017 15:46:49

Regards,
MPAY Payment Gateway

Customer Support

If you have any questions about our product and services,

please contact MPAY Payment Services directly at:

Tel No: +0380231880

Email: chikyong lee@mpsd net

If you found any fraudulent cases, please contact MPAY immediately at:
Tel : +603-80231880

Fax : +603-80231889

Email : sywongidmpsb net

* This is 2 system generated mail, please do not reply to this email.

d by the Acquiring Bank.

9. Jika anda memilih “Others” sebagai kaedah pembayaran, sila muat naik bukti

pembayaran yang telah dibuat sama ada

resit,
slip bank

) salinan transaksi.

New Certificate Enrollment Request

l ent € | digital I MSC Trustgate.com Sdn. Bhd.

Instructions

Application Info

Package & Pricing

Payment Method
Payment type

Others

Upload Proof of Payment

Back

Disclaimer Payment mplete

Payment Details

olal Amou

159.00

Pending payment

ate of Payment

14/04/2017

11



10. Kemudian, Klik “Submit”

EIL_J/;\I_A LUMPUR INTEGRATED SUBMISSION TRUSYGATE

Mew Certificate Enrollment Request

Enrollment for new client digital 10 for Koala Lumpor Integrated Subrnizsion

hEtcton: Pacage & Pricig Spplication i DecEmer Payme it CompkE

Ve

Congratulations!

our reguest is complete.
"W Zpplication will be reukw 2nd USE Toke y will on iybe processed 3nd conrk it In 57 workiig day 1or Pex s 1 Br Ay B 31 T-0 workhg deye tor Sahal and Saravek.
Foras b peare emall o wed- \ppo igmact i iae com or callonr £ apport #am at-+503- 231 150
Ay M3l b3S b 2o w0 Wit e 3ccass ook D 0g i Tt po il o chick wou T eqRestand oo ce rifcak maragams it

Login to hty Trust1D Portal

11. Sila ambil maklum bahawa pendaftaran sijil digital anda telah lengkap.
Seterusnya pihak pentadbir MSC Trustgate.com akan melakukan pengesahan dan
semakan permohonan anda.

12. Jika permohonan telah diluluskan, notifikasi melalui emel akan dihantar seperti
dibawah

Sent Tue 21/11/2017 11:02 AM

Dear Mohmammad Salmi Ahmad Sabki,

Qur Administrator has approved your Digital ID renewal request and ready to be pick up in the portal.
To login, please use below access code or your current digital certificate.

URL: https://www.msctrustgate,com/mytrustid/client/login

Id: [Your mykad/passport]
Access Code: CTUGEFOA

Once logged in, kindly go to Certificates Management -» All Requests -> Details -» Action -> Pick Up Please take note that the system requires browser Moxzilla Firefox for key generation purposes.

If you have any questions or problems, please contact our Administrator by replying to this email message.

12



13. Token akan dihantar menggunakan Perkhidmatan Kurier dan PIN untuk token
akan dihantar melalui emel berdaftar untuk keselamatan.

Sy

WORLDWIDE EXPRESS

POSLAJU

NATIONAL COURIER

14. Apabila token diterima, selanjutnya sila rujuk, 2.5 Memeriksa Sijil Digital
Token.

13



2.1 Memeriksa Sijil Digital Token

1) Masukkan USB Token Trustgate ke port USB komputer. Anda perlu Install
driver jika baru digunakan kali pertama.

2) Tunggu sebentar untuk paparan auto run window pop-up, kemudian Klik “Run
loader.exe” daripada senarai seperti di bawah .

CD Drive (E:) Trustgate

Choose what to do with this disc.

Install or run program from your media

T Run loaderexe
Published by Securemetric Technology Sdn..|

Other choices
COpen folder to view files
File Explorer

- Take no action

3) Jika auto run pop-up window tidak muncul dalam tempoh yang munasabah,
pergi ke My Computer dan klik dua kali pada ikon Token Trustgate seperti di

bawah;

CD Drive (E:) Trustgate
0 bytes free of 1,35 MB
CDF5

14



4) Antaramuka pemasangan akan muncul. Sila tutup emel Mozilla Firefox atau
Thunderbird sebelum pemasangan di buat jika ada. Kemudian klik butang

“Install” untuk teruskan.

W Trustgate PKI Token Setup

TRUSYGATE

DiciTaL 1D
USB TOKEN MANAGER

INSTALL

Welcome to the Trustgate PKI
Token Setup

This Wizard will guide you through the installation of
Trustgate PKI Token.

It is recommended that you dose all other applications
before continuing Trustgate PKI Token setup,

Click Install to continue, or Cancel to exit setup.

5) Pemasangan akan bermula secara automatik.

G Trustgate PKI Token Setup

Installing

Please wait while Trustgate PKI Token is being installed.

Windows Installer

Execute: C:\Program Files (x&6)YMozilla Firefox\SMMozilaPlugin. exe -profile "C:\Users\MED22-

< Back Mext = Cancel

15



6) Apabila pemasangan selesai dilakukan, sila klik butang “Finish” untuk keluar.

WY Trustgate PKIl Token Setup

TRUSYGATE
DiciTaL D
USB TOKEM MANAGER

INSTALL

Completing the Trustgate PKI Token
Setup

Trustgate PKI Token has been installed on your computer,

Click Finish to dose Setup.

< Bac Cancel

7) lkon shortcut PKI Token Manager akan wujud secara automatik di desktop

seperti imej dibawah

PEl Token
Manager

16



8) Jika ikon shortcut PKI Token Manager tidak wujud di Desktop, carian boleh
dilakukan dengan menaip PKI Token Manager pada Windows search dan tekan
butang “Enter”. Sila rujuk seperti di bawah

Filters ~.-

=2 match

G PKI Token Manager
Decktop app

PKI Token Manager

9) KIlik pada ikon shortcut PKI Token Manager. Tetingkap Trustgate Token
Manager akan muncul. Di sini, pengguna dapat melihat token info, change user
pin, login to view certificate dan Change default token options.

@ Token Info

Certificates

W Trustgate Token Manager

@ Change User Pl

USB TOKEMN MANAGER

MSC TRUSTGATE DIGITAL ID

USB TOKEN MANAGER

17



10) Klik pada “Certificates” dan masukkan nombor PIN yang di terima melalui emel
dari Trustgate, kemudian klik pada butang “Login” .

W Trustgate Token Manager

USB TOKEMN MANAGER

L ogin Token

|dzer FIN: | xxxxxxxx

D

{0} About

11) Selepas login, Sijil Digital pengguna akan dipaparkan di Certificate Manager
blank box. Klik pada “Certificate” untuk pilin dan seterusnya  Klik
butang“View” untuk membuka tetingkap sijil digital.

W Trustgate Token Manager *

USB TOKEM MANAGER

G Configuration

Taken Info Certificate Manager
& Cert;};:?eg: Her FIN Eﬁ tuhammad Mazmi dbdul Hadi's MSC Trustgate.com Class2
Options == F3BD3-43B4-40FE-9B40-B93C8EDET 958
...... @3 .n’.‘-.bpout B i sremrmgy E wchange usage
Publick.ey
1 >

18



12) Di tetingkap sijil digital , klik “Certificate Info” untuk lihat maklumat sijil

digital.

Certificate

<

Type Walue

Cka_CLASS

Cka_TOKEM TRUE
Ck&_PRIVATE FALSE
Ck4_MODIFIABLE TRUE
Cka_LABEL

Cka_CERTIFICATE_TYPE

Cka_SUBJECT

Cka_ID

Ck&_ISSUER

PR AR LTl

Certific:ate [nfo

13) Tetingkap Sijil Digital akan terpapar. Klik tab “Details”, kemudian klik pada
“Subject” seperti yang dibawah

Sahkan maklumat pengguna pada sijil digital tersebut, Jika maklumat adalah
betul, tutup tetingkap sijil digital dengan hanya klik butang “OK”. Jika ada
kesalahan maklumat, sila emel ke dbkl-support@msctrustgate.com untuk tindakan

lanjut.

n | View certificate

General Details | Certification Path

Show: | =all= -
Field Value 2
[E=] serial number 07 6589 de ea 19 21 c3b0 63...
DSignature algorithm shaZ56R5A
Signature hash algorithm sha256
|:|Issuer MSC Trustgate.com Class2 Ma...
=] valid from 18 Januari 2017 8:00:00 AM
fepmii "
Subject nazmi@msctrustgate. com, Mu...
i1l Byl e DA fI04R Rits) ~
— —
E = nazmi@msctrustgate.com
CM = Muhammad Mazmi Abdul Hadi
= System Engineer
0L = EmployeelD - TGO112
0L = Terms of use at www.msctrustgate.comjfrpa ()00
OU = Trustgate.com
0 = M5C Trustgate.com Sdn. Bhd.
Edit Properties. .. Copy to File.].
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