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About This Guideline

The User Guideline document aims to provide comprehensive guidance on the process of
purchasing LHDN e-Invoice digital certificates from MSC Trustgate. Whether you're a new user
seeking to acquire your first digital certificate or an existing user who is looking to renew your digital

certificate, this guide has you covered.
In this guideline, you'll find detailed instructions on:

1. Understanding Digital Certificates: Gain insights into what digital certificates are, their
importance, and how they function in securing online transactions and communications.

2. Types of Digital Certificates: Understand the various types of digital certificates offered
by MSC Trustgate, including their features, use cases, and suitability for different
applications.

3. Prerequisites for Purchasing: Learn about the prerequisites and requirements you need
to fulfill before initiating the digital certificate purchase process.

4. Purchasing Process: Step-by-step instructions on how to request and purchase digital
certificates from MSC Trustgate, including generating key pairs, submitting Certificate
Signing Requests (CSRs), and completing the payment process.

5. Processing Time: Understand the expected processing time for your certificate request,
including verification and validation procedures, as per MSC Trustgate's Certificate Practice
Statement.

6. Integration and Configuration: Guidance on integrating and configuring MSC Trustgate’s
API with your e-Invoice software or system to obtain the XAdES digital signature structure.
This guidance is applicable if you choose to purchase a Roaming Certificate.

7. Support and Resources: Access additional resources, FAQs, and contact information for
MSC Trustgate's support team to assist you throughout the certificate purchasing process.
Please note that this guideline does not include instructions on constructing XAdES digital
signature structures for your e-Invoice documents or the related e-Invoice submission

process. For further details, kindly refer to the LHDN website.

This User Guide aims to empower you with the knowledge and tools necessary to navigate the
digital certificate purchasing process effectively. Should you have any questions or require further

assistance, please don't hesitate to reach out to our support team.
All certificate issuance process is accordance with MSC Trustgate Certificate Practice Statement.

Let's get started on securing your e-Invoice with MSC Trustgate's LHDN e-Invoice Organization
digital certificates!

5|Page
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1 Understanding Digital Certificates

Digital certificates play a crucial role to secure online communication, providing authentication,
encryption, integrity and trust. Here's an overview of what digital certificates are and how they

function:

1.1 What Are Digital Certificates?

A digital certificate, also known as a public key certificate, is a digital document issued by a trusted
and qualified entity, or a licensed Certification Authority (CA). It serves as a form of identification,
providing assurance of the authenticity and integrity of electronic documents, websites, and online

communications.

1.2 Components of a Digital Certificate

1. Public Key: The key pair generated for cryptographic operations. The public key is
embedded in the certificate and is used for encryption, digital signatures, and
authentication.

2. Private Key: The corresponding key known only to the certificate owner, used for
decrypting encrypted data, creating digital signatures, and proving ownership of the public
key.

3. Certificate Holder Information: Details about the certificate holder or organization, such
as name, email address, and organizational affiliation.

4. Issuer Information: Information about the Certification Authority (CA) that issued the
certificate, including its name, digital signature, and validity period.

5. Digital Signature: A cryptographic signature created by the CA to verify the authenticity
and integrity of the certificate. It ensures that the certificate has not been tampered with

since it was issued.

1.3 Functions of Digital Certificates

1. Authentication: Digital certificates verify the identity of individuals, organizations, or
websites in online interactions. They assure users that they are communicating with
legitimate entities and not imposters.

2. Digital Signatures: Certificates enable the creation of digital signatures, which provide
proof of the origin, identity, and integrity of electronic documents, transactions, and
communications. Digital signatures validate the authenticity of the signer and ensure non-

repudiation.

6|Page
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3. Data Encryption: Digital certificates facilitate secure communication by enabling
encryption of data exchanged between parties. They ensure that sensitive information
remains confidential and cannot be intercepted or tampered with by unauthorized parties.

4. Non-repudiation or Content Commitment: Digital certificates enable non-repudiation by
associating digital signatures with the identity of the signer. When a user signs a document
or message with their private key, the corresponding digital certificate verifies their identity.
This provides strong evidence that the signer cannot later deny their involvement or the

authenticity of the signed content.

1.4 Trust and Hierarchy

Digital certificates operate within a hierarchical trust model, where trust is established through a
chain of trust anchored by trusted root CAs. Intermediate CAs issue certificates on behalf of the
root CA, and end-entity certificates are issued to individuals, organizations, or devices.

1.5 Conclusion

In summary, digital certificates are essential tools for securing online transactions,
communications, and data exchange. They provide authentication, encryption, and digital
signature capabilities, ensuring the confidentiality, integrity, and authenticity of electronic
information in today's digital world.

7|Page
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2 Types of Digital Certificates

There are 2 types of certificates or services for one (1) unit of Organization Certificate:

Certificate/Service Annual Remarks
Type Unit Price
(RM)
Soft Certificate 1,500 e It is the organization or service provider's

responsibility to securely manage its private key.

e The organization or service provider is accountable
for conducting digital signing in accordance with the
XAdES standard for e-Invoices.

e There is no integration with MSC Trustgate

Roaming Digital 15,000 e MSC Trustgate securely manages the

Certificate organization's private key in a Hardware Security
Module (HSM).

e MSC Trustgate offers digital signature services
adhering to the XAdES standard for e-Invoices,
aiming to streamline processes and save
resources for the organization or service provider.

¢ Integration with MSC Trustgate is facilitated via
REST API for digital signing services.
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3 Pre-requisites for Purchasing Digital Certificate

3.1 Required Information

Before you apply for a digital certificate, please make sure if you have the following detail ready:

1. Applicant’s government issued photo-1D such as MyKad for Malaysian or passport for non-
Malaysian and the applicant’s contact information (such as phone and address).

2. Letter of Authorization — a letter signed by Director(s) of the Company under the Company’s
Letterhead to authorize a person to apply digital certificate for your organization, including
the information of your company. (https://www.msctrustgate.com/mytrustid/LOA).

3. Certificate Signing Request (CSR) file in PKCS#10 format (for purchasing Soft Certificate).

Refer to Appendices A for instructions on generating a CSR.

3.2 Payment Method

Payment can be made via online portal (FPX or Credit Card) or bank transfer to:
Bank: CIMB Bank

Account No: 8003227066

Account Name: MSC Trustgate.com Sdn Bhd

9|Page
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4 Purchasing Certificate

To expedite the certificate request process, we recommend purchasing the LHDN e-Invoice

Organization Certificate through our online portal.

4.1 Online Portal

4.1.1 Instructions Page

1.

Open Online Portal. Click on the following link to start the registration process:

https://www.msctrustgate.com/mytrustid/enrollment?g=lhdn

Read Enrollment Instructions. Before proceeding, read and understand the Enrollment
Instructions provided.

Letter of Authorization. If you are unsure about the Letter of Authorization, click the
[Sample] button to view a sample in the Enroliment Instructions section. Note that the Letter
of Authorization must be uploaded in the Application Info page.

Enter Organization Identification. To proceed with the LHDN Certificate Enrollment
Application, enter your organization’s Tax ldentification Number (TIN) and Business
Registration Number (BRN) in the respective fields.

Verify Information. Make sure the TIN and BRN numbers are CORRECT.

Proceed to Next Step. Click the ‘Next’ button to continue.

LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSWGATE

Certificate Enroliment Request

suctions : ; 4

Select package  Select ailf
Application Info
Upload Documen! ts

Make Payment  You
Complete Al

10|Page
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4.1.2 Package & Pricing Page

1. Inthe Package & Pricing page, you need to fill in two sections.

The first section is for selecting the Package that you want to purchase.

This section provided three types of packages which is Soft Certificate (1 year validity), Soft
Certificate (2 years validity) and Roaming Certificate (1 year validity). You can choose one

of the listed packages.

4. The second section is Pricing & Description, which is automatically filled based on the

chosen package.

5. Next, click the ‘Next’ button to proceed.

6. Alternatively, you can click the ‘Back’ button to return to the previous page.

LEMBAGA HASIL DALAM NEGERI (E-INVOICE)

News Certificate Enrollment Request

Enrollment for new client digital ID for Lembaga Hasil Dalam Negeri
° Y \ )
Instructions Package & Pricing Application Info Disclaimer
Package Pricing & Description
Package Description
New User : Roaming Certificate - 90 days Testing + 1 Year validity - RM1 Roaming Certificate

Select Package

New User - Soft Certificate - 90 days Testing + 1 Year validity - RM1500.00 Validity (Days)
MNew User : Soft Certificate - 90 days Testing + 2 Years validity - RM3000.00 ~

New User : Roaming Certificate - 90 days Testing + 1 Year validity - RM15000.00 455

Voucher Code *

Subtotal (RM)
15000.00
1200.0

Total Amount (RM)

16200.00

Type of Package

TRUSWGATE

SECURE TRANSACTION. TRUSTED BUSINESS

Payment Complete

Next @
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4.1.3 Application Info Page

1. There are four sections that you are required to fill in:

a. Applicant Information

b. Company Information

c. Personnel Information

d. Supporting Documents

Additionally, there is an CSR Information section if you choose to purchase a Soft

Certificate.

2. Under the Application Information section, you need to provide the following information:

Nationality

MyKad No (Malaysian ldentification Card Number)
Email

Full Name

Mobile No

3. Under the Company Information section, you need to provide the following information:

Organization ID
Registration No
Company Name
Company Address
Postcode

City

State

Country (select from drop-down menu)

4. In the Personnel Information section, you need to provide the following information:

Designation
Office Phone No

Fax No

5. Inthe Supporting Documents section, you are required to upload:

Image of your MyKad/Passport
Company's Letter of Authorization signed by your company's director or owner
indicating that you are authorized to request the digital certificate on behalf of the
company.

12|Page
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LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSYGATE

Mezvs Certificate Enrollment Request

D for Lembaga Hasdl Dalam Heger!

O—0O0—0— ¢ 5 )

cl23 12345

Select Country

Personnel Informaticn

Back

New Certificate (Roaming Certificate)
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6. If you are purchasing a Soft Certificate, an additional section called Soft Certificate Options
will appear. You can choose from two options:
i. PKCS#12 format (P12) — Create a CSR directly through the portal by filling out the

required fields in the CSR Information section.

LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSGG‘-_ATE

Mevr Certificate Enrcliment Reguest

Lembagsa Haall Datam Neger

Applicant Information Company Informztion
T iification Mumber (TIN}*
Malaysian 1853520080 478231%
Select Country
""" ne rmation

New Certificate ( Soft Certificate)
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LEMBAGA HASIL DALAM MEGER! (E-INVOICE) TRUSTJGATE

* o CertiSicate Enrollment Reguest

e— 0 O

St e izaie Dpvama

[ =] ]

New Certificate ( Soft Certificate) (PKCS#12 format)
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i. PEM format (Require to upload your own CSR) — Generate a CSR on your local

machine and upload it by pasting the CSR information into the CSR Detail section.

LEMBAGA HASIL DALAM NEGER! (E-INVOICE) TRUSTGATE

= Cartficate Enrollment Reguest

o0 O

Sett CartNizaba Dpzione

£5R Infomradcn

New Certificate ( Soft Certificate) (PEM format)
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4.1.4 Disclaimer Page

1. On the Disclaimer page, you can read the Subscriber Agreement.

2. After reading the agreement, tick the box provided to agree and confirm that all the
information provided is true and accurate, and that you agree with the Subscriber
Agreement.

3. To proceed, click ‘Save and proceed’ button.

LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSYGATE
‘= Certificate Enroliment Request
Lembaga Hasll Dalam Megen
F
& @ & O : :

Subscriber Agreement

Back Save and proceed @

Subscriber Agreement
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4.1.5 Payment Page

1. There are three payment options listed under the Payment Method section:
e FPX - Click the ‘Pay Now’ button, and the page will redirect to Merchant’s Portal
e Credit/ Debit Card — Click the ‘Pay Now’ button, then the page will redirect to
Internet Payment Gateway. This page requires user to enter credit card details to
proceed.
e Others (Bank Transfer) — Click the ‘Upload Proof of Payment’ button to upload the
payment receipt (For the amount exceeding RM10,000).
2. You can confirm the amount you need to pay under the Payment Details section.

3. Click the ‘Submit’ button to make payment.

LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSUYGATE

Certificate Enrollment Request

© © © @ O
P {j Pay D I
elect Payment 27000.00
Pending payment
LEMBAGA HASIL DALAM NEGERI (E-INVOICE) TRUSUYGATE

ew Certificate Enroliment Request

Congratulations!
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TRUSYGATE

4.2 Activation

MSC Trustgate takes up to 5 working days to process your application.

4.2.1 Roaming Certificate

1. After your request has been verified and validated, MSC Trustgate will email you to indicate
that your request for the LHDN e-Invoice Organization Certificate has been approved and
is ready to activate. This notification will be sent to the email address you provided during
the registration process.

2. You should set your Certificate PIN using the link provided via email.

1 Delete = Archive (D Report €\ Reply % Reply all > Forward ® Zoom [ Read /Unread Categorize ~ [ Flag / Unflag S Print

Your Digital ID is ready for activation

been approved.

by clicking on the link below to set your Certific

Certificate PIN and do not share your Certificate PIN with
ith your Certificate PIN in order t eate a digital si

Please remember !
You will be authenticated w

e PIN, please click on the link below to reset your Certificate PIN:
trustid/client/login

nsctrustgate.com,

kindly go to Certificates Management -> All Certificates - > Reset PIN

If you have questions about your application, please contact us by replying to support@msctrustgate.com

* Forward

Email received by user
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3. Enter your new PIN and reenter it for confirmation, then click the ‘Submit’ button to
proceed.
4. Once you have completed the set Certificate PIN process, your certificate will be

successfully activated and ready to use for submitting e-Invoices.

TRUSYGATE

................................

MyTrust ID

Roaming Digital Certificate Activation

etting your PIN
Y ould always

£ Lembaga Hasil Dalam Negeri

& HABIB

Set Certificate PIN process

TRUSYGATE

MyTrust ID

Roaming Digital Certificate Activation

= Lembaga Hasil Dalam Negeri
& HABIB
£ 999999999999

Your certificate has been successfully activated. You may now
proceed with digital signing activity.

Certificate successfully activated

20|Page
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At the same time, you will receive an email with API Authentication token/ key for
integration purpose.

If you haven't received the API Authentication token/ key yet, feel free to reach out via
email to support@mesctrustgate.com for assistance.

Authentication Header

Below is the required credential for test sdn bhd to access our Production API:

Authorization

Basic devzdE

Please do not reply to this email. If you need further clarification, please do not hesitate to contact us by email at
suppert@mscirustgate com.

= Reply  Forward

Email received by user with API authentication token/ key
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4.2.2 Soft Certificate

After your request has been verified, validated, and approved, MSC Trustgate will email to you *
based on the Soft Certificate options you selected during purchasing in Step 6 in Section 4.1.3.

I.  If you choose PKCS#12 format (P12) option:
1. MSC Trustgate will email you to indicate that your request for the LHDN e-Invoice
Organization Certificate has been approved and is ready to activate.

2. You should set your PIN to download a P12 file using the link provided via email.

Your Digital ID is ready to activate

(55

R No Reply © 4 Reply 4 Replyall ~> Forward & [39
® To: © Rosliza Abdul Ghani Thu 8/15/2024 3:43 PM

Dear Abc Sdn Bhd,
Your application for LHDN e-Invoice Organization Certificate has been approved.

Please activate your LHDN e-Invoice Organization Certificate by clicking on the link below : <br>

URL: https://www.msctrustgate.com/mytrustid/client/activation_file?
token=MmlzMzYzYzlyYmlyNz/hZGQONzEyY2EAOTExOTIjMzRhYzg0M2UyOTAAMjMzM2JhMmVmYTgANTASOTEWYTE3
YmFkMjQwOTQONDVIZGYwZDlyNDQwNmMRhZjFIMTg4OTBhNDE1YTBmMZTViIM2E3IN2ViMWIONIxMzUOOTA1ZjImMDB
PWmQ1YTR1UFBJUjZOOFNVY2wORUIOU 1RIAXJBVEk3eHRCcUlxblQydDUxUFIKLOtUT2VacWMwQIVKSkozK2 N3

If you have any questions or problems, please contact our Administrator by replying
to this email message.

Email received by user

1 This notification will be sent to the email address you provided during the registration process.
22|Page
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3. Enter your new PIN and reenter it for confirmation, then click the ‘Submit’ button to

proceed.

TRUSVYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MyTrust ID

Soft Certificate Activation

Please ensure your details are correct before setting your PIN. Your
PIN should at least contain 8 characters. You should always remember
this PIN as you will be required to enter during any digital signature
process.

= Abc Sdn Bhd
& C1853629080

B 478231X
Please enter your PIN

a

Set PIN process
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TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MyTrust ID

Soft Certificate Activation

Please ensure your details are correct before setting your PIN. Your PIN
should at least contain 8 characters. You should always remember this
PIN as you will be required to enter during any digital signature process.

= Abc Sdn Bhd
& C1853629080

478231X

i

Your certificate has been successfully activated. You may now proceed
with digital signing activity.

Soft Certificate Successfully Activated
4. Once you have completed set PIN process, your P12 file will auto download.

Please check your Download folder to view the file.

You can save and use the P12 file for elnvoice purpose.
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If you choose PEM format option (which requires uploading your own CSR), you will
receive your certificate via email. You are then required to install or store the certificate

according to the requirements of your software or system for e-Invoice.

Your Digital 1D is ready

Our Administrator has approved your Digital 1D request and ready to be used.

Request 1D : 286846
Company Name : Def Sdn Bhd

Please find your digital certificate below:

----- BEGIN CERTIFICATE-----

MIIFRzCCBC +ghAwlBAg IQEWHHVGM+ Dkt od6 ruJtSUIDANEEkqghk iGHWEEAQS FADE 1MQswC YIVNQQG
EwINWTEKMC TGAIUECgwh TVNDIF Ry d¥N@Z2FBZS5 jb28gU2Rul 1 BCaGuMT AwL gYDVQQDDC dUcnVz
dGdhdGUETVBLSSE JbmRpdmlkdWFs IFN1YnN cml i 2XT gQOEwHhcHMOwODT MDA WHMDAmWhc NMj L
MTIIMIM1OTUSW] BRMQ swCOYDVOQGEW I NWT EUMB TGALUEYOQWLQz EANTMZM] kw0DAXFDASBENVEAGM
C8R1ZiBTZGAgOmhkMAANDE YDVOOF Ewc BNz gyMz FYMROWEZYDVOQDDAL EZWYgU2Rul EJoZDCCASTw
DOYIKoZ IhvcNAQEBBQADZgEPADCCAQoCRg EBALRIWE2 30+ 9TRCGAXI@7Bmxhy 7 1P fq3NEIQx2rh
92GTNES1S5nQ3N+q2ELBG+QL7CBWLTc k041863 CANGLSL2BYs 1S TkgXEMTNTs 8q0L 1nx] JW] bp
9508d1se9iMMOSFOBELLLBMYpFKNmyNrnZ@BE4LUctbEBrmvAHawfVr JEMMES iKTv12Zh PN/ B 7CT
AtdidzORY1Mc FIYi9BdCXEHIVOB00THr+ dmHinwHrCMHEZPS TOyBSKRWONNpyqxc HY 3 fmGdAWVd X
rHUyUeDqF@vR+EMToh ThiTxBuwmOF htEFttnXol Tt+AdXtpguSyvest2QT00zP /24L /mkDz416n@kC
AwEAARDCAF UwggHxMAwGATUHEWER wCMAAHWYDVRS BB gwF oflleA3 bz Etwod 1w 188HaWFM /hK
1IUWHOYDVRBOEBYEF JUpNOzFm] 3qMs SHXRMACFE LQaBSMASGATUdWOE AW IGWDAVENVHSUEDJAM
BgorBgEEAYT3C gMMMGAGA1UdHWRIMF cwVaBToF GET2h8dHAGL yIwa2kubXNjdH] 1c 3RNYXR1LmNwv
bS53 jcmuvy2RWL 1Ry dXNBZ2ZFAIVINUE L I8 LuZGl 2aWR 1 YWx FUIVIc2NyaW]1c 190055 jcmeeFOVD
VRAgBHYwdDByBgwrBg EEAYOCeg EBAUWY  AuBggrBgEFBQoCARY L aHRBCHMEL Y9 3d 3cubXNjdH] 1
cIRNYXR1LmNvbS9Z 2Nwe zAmBggrBgEFBOcCAJAKDC JodHRw e zovl 3d 3dy Stc 2NBenVzdGdhdGlu
Y29tL3RncnBhMIGbEggrBgEFBOCBAQSE]jCBizEbBgerBgE FEQcwAoZ PaHRBcDovl 3Bras5tc2Ng
cnVzdGdhdGUUY23tL31cGBvY2EviVHI 1 3IRNYXR1XD10501 FSWSkaXZ pZHVhbFITdWI 23] pYmly
XBNBLmN1cjAsBggrBgEFBQcwAYYgaHROcDovL 3IBrasstc2N@cnVzdGdhdGUuY 29 tL 29 ] c 3AwDQY ]
Kol IThveNAQELBQADgg EBAMa18Po/ qPMhMnBVx3V1BFHL 1Wg 5Lz hRDTeSVYSE Jyso7 LBqBR11j 86D
*/qEvTEgyBKivkvilsSkuesvdni zC%qmiaN swSUTDVs01 zEKLHQL/H7 3FL) c2dRXYppc 1AHS)z rVE
ggkmeiz@+F1+8ZhBpsI6F1setD7vBYDgrQMl SumONOTV:xBhsWSonj VI jwyoidVIt IwF rm95ifle
kdusIG18z03IUcLABzBIoRE0+1U3+gZ /5adE+L1q5 ) eQAnvbQNeB FPLtlrRIZET 20y o0SxcKTXWS
R1yj6myeI5SKINW/nlXxMIMSSGeHSHr 2684 E1LNgviRoSvIhxb7 gBEYMpLZ A=

----- END' CERTIFICATE-----

Please do not reply to this email, If you need further clarification, please do not hesitate to contact us by email to support@msctrustgate.com

Digital Certificate received by the user via email

5 Processing Time

All Certificate Requests will be processed up to 5 working days, inclusive of verification and

validation procedures, in accordance with MSC Trustgate Certificate Practice Statement. The

duration of the process may also be influenced by the completeness of information provided, as

outlined in the pre-requisite section.
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6 Integration and Configuration

6.1.1 Roaming Certificate

If you purchase a Roaming Certificate, MSC Trustgate will create, manage, and store your private
key in a Hardware Security Module (HSM) to ensure a high level of security for your key. MSC
Trustgate will also assist you in creating the digital signature in accordance with the XAdES
standard as outlined by LHDN.

You only need to prepare your e-Invoice document in XML or JSON format and pass it to MSC
Trustgate through an API. The API will return a signed e-Invoice using your LHDN e-Invoice

Organization Certificate, ready to be submitted to LHDN.

For more detailed information, please refer to the elnvoice TGAPI RoamingCertificate document.

6.1.2 Soft Certificate

There is no integration if you purchase the Soft Certificate. You are responsible for creating,
managing, and storing your private key, as well as creating the digital signature in the XAdES
standard as outlined by LHDN.
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6.1.3 Certificate Authority and Revocation Information

6.1.3.1 Root Certificate Authority (Root CA)

The Root CA is the top-most authority in the hierarchy of digital certificates. It’s crucial as it forms

the trust anchor for all certificates issued beneath it.

You may download the Root CA certificate here:

https://www.msctrustgate.com/cacerts/Trustgate MPKI RCA.cer

or copy the following text:

MITEdTCCAt2gAwIBAgIRAJp+0x06bX1%/ThA7DowhaAwDQYJKoZIhvcNAQEMBQAW
VDELMAKGA1UEBhMCTVkxJDAiBgNVBAoOMGO1TQyBUcnVzdGdhdGUuY29tIFNkbidg
OmhkLJEfMBOGAIUEAWWWVHILc3RNYXRITIE1QSOkgUm9vdCBDQTAeFwOyMjAOMDYwW
MDAwWMDBaFw0OONzAOMDQyMzUS5MDBaMFQxCzAJBgNVBAYTAk1ZMSQwIgYDVQQOKDBEN
UOMgVHJ1c3RnYXR1ILmNVvbSBTZG4uIEJoZC4xHZAdBgNVBAMME 1RydXNOZ2F0ZSBN
UEtJIFJvb3QgQ0EwggGiMAOGCSQGSIb3DQEBAQUAA4L IBjwAWgGgGKAOIBgQDGKY /G
YOUiBRUghsTHUUfGzDVwlJuMgO9bcspES00411YATUTZDbSVVEAYADtUk)XIX5Tt
vavNC6Rg/7uuyIVKKog9a94eFS50wybiYZTdUIThDLh58JJIXdQQfLrQGzgPjG4s3C
X9gsgSr7¢c91i3aWimVE/AxpDKoD7fTFEeUAFgL2jkLeeuemCTskxQQbbgQ2ZW/ bv
rBX0wxVGbo/Is8LOrESU06RAKHMIPeUGrS])7gt fFNhWgnbkCJI137pQONRmLf1QdX
NOGKuYVFwLeeDf+GFb9uhHQYneGusaehyAKN6vz2nztpCcAl18M/DZBolzSiMyeyC
N61hOcniU516s0A9RDIR8W3u0Og5KkIyP1lh81lnaykelQym02TylFxmQI9RFaLCXY51
L6Rm81lsxlpg71iUalFKSra/VsU/gX9ZCvmDX0Y6AJJ/3V1vTIDG2nDtHsMc2wCQ6d
AoaeXtIJyUYNORC3TMzb9ED8opxpiGsTIdn4dT/4cK6ZHUwiumoUGMywORrcCAWEA
AaNCMEAwWDwWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUey0a9NQoUEHGgSVQoc2r
ryE6fzgwDgYDVROPAQH/BAQDAGEGMAOGCSgGSIb3DQEBDAUAAL IBgQCQF2KMAQmW
CKKmuihOOEGENrBVP+vQOjMOg98UtgEXnu0S40jfdj+dCiBP7ayMgQYKBujOaYFr
Gb4IsyXIKBaDMJIBkgKo3QLUjsDV6BBOEeplgNODeAouLSq/rc62gHlIvelwpQCPE
WxBgOSbaSiewop2sErkbwlIWgz/XiFm2j/CjNbhJAfI9zDLIEUPSk2pRw+1BSRgPX
/k4hQBK1+3SGxEgL3PJgp5LFailugSzJCcVXroKQXnlbtQLM65Tz8SnzpUmnfQEgN
FplRJ4YT791i3jdtRWUUZD2rMxgW4 DwiWDbAbOASW2IRM5801tMocO0kYACTzF80Q+78
JafKv5an5+GdDwtslyrBk0000XBoXQQdLEhdgtGxKBC7PfwkMVh7/4Idk68cQIzL
LG1K/t/tON8yZJIsGBEDyWanRRs+kPTxzFSw4bY7jupVwuJ7Q46J65y/CRIpOkILyg
KmCgatdf/e22h3ub8py+u5Yvm20g2z1YBs+chYcImbWyoT+1xtjG820=
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6.1.3.2 Intermediate Certificate Authority (Intermediate CA)

The Intermediate CA issues certificates to end entities or another intermediate CAs. It helps in
creating a chain of trust from the Root CA to the end-user certificate.

You may download the Intermediate CA certificate here:

https://www.msctrustgate.com/cacerts/Trustgate MPKI IS CA.cer

or copy the following text:

MIIFZDCCA8ygAwWIBAGIRAIAG32snPlg2np7ZEez+004wDQYJKoZ I hveNAQEMBOAW 68 cWPHLWMLD4 G
UssJh30SxMuCXArxdWG2wc5TLP4 6mCwAbRxIOyWMcnbaK6v/9ekrHkTBOBESUd+M] 94DXxh8edYznEMPD
vObrMg5by9rBtu7KofJUpkYqu8T/+Qt5y/GO41Z25Hf7/HIIBXgIrycF£dO7wVJIHM
XbAxpalVczEFrQoU71UvE+Qo271bP17X1iR61ZdAGBRTwImMOyQGQyUBAX2+A5aGYQ0+
TWIKV7uiCf2LYs8Mv6rf8TpPzzo+JyTmLpX4Y8MEGpZ2LzWcXub2ww==

6.1.3.3 Certificate Revocation List (CRL)

The CRL contains a list of certificates that have been revoked by the CA before their expiration
date and should no longer be trusted. It's important to configure systems to check the CRL to
ensure revoked certificates are not used. The CRL is periodically updated by MSC Trustgate.
Please configure your system to download the CRL at least once a day to ensure certificate

revocation status is checked against the most recent list.

You may download the CRL here:

http://pki.msctrustgate.com/crl/cdp/Trustgate MPKI Individual Subscriber CA.crl
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7 Update Info in MyTrustID portal

The MyTrustID portal is a self-service online platform for managing your certificates and certificate
requests. Follow the steps below to update the Certificate Signing Request (CSR) and supporting
documents.

Please note that this action can only be performed when the status is 'Submitted'.

7.1 Login portal

1. Click Link: Click on the link below to update the info in MyTrustID portal:

https://www.msctrustgate.com/mytrustid/client/login

Login portal: Enter your Maykad/ Passport No and access code to login the portal.
Forgot Access Code: If you forgot the access code, you could click ‘Resend Access Code’

to request new access code.

TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MyTrust ID

Sign in using temporary access code

Please enter your Mykad / Passport Mo and access code

| Login © |

Don't have an account yet? Create an account

Customer Support & Contact

B 2024 MSC Trustgate. All rights reserved
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4. Resend Access Code: Enter Mykad/ Passport No and email address to receive new

access code.

TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MSCTG RA System

Resend Access Code?

Enter your MyKad / Passport and e-mail address below to resend your access
code
)

o)

Customer Support & Contac

D 2024 MSC Trustgate. All rights reserved

5. View Dashboard: After log in the portal, you will view the dashboard as in the picture

below.

TRUSYGATE

DASHBOARD

Manage Profile Manage Certificates ustomer Support

30|Page



User Guide: LHDN e-Invoice Organization Certificate

TRUSYGATE

7.2 Update CSR and the Supporting Documents

1. Update Info: To update the supporting document or CSR information, click the ‘Certificate
Management’ section on the left side bar. Then, choose ‘All Requests’.

2. All Requests: In the ‘All Requests’ section, locate the certificate request you want to
update. Click the ‘Details’ button for the specific certificate request you wish to update.

TRUSYGATE

ALL REQUESTS

......
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3. Action: Click ‘Modify’ button to update the CSR information.

TRUSUGATE

Certificates Management

2y Certificates Management

<

<

Request Information

Personal Information
Nationaity

MyKAD He

Personnsl Information

Company Information
Company 1D

Registration No

State
il

Additional Information

SSM Corporate Informatior

Enroliment
20240711 15284
Submitted

User Guide: LHDN e-Invoice Organization Certificate

Package Information

Valii,

13

Shipping Information

Payment Information

Action

32|Page

CSR



TR U SVG A TE User Guide: LHDN e-Invoice Organization Certificate
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4. CSR Information: Update the CSR information in the mark box.

TRUSWGATE

LEMBAGA HASIL DALAM NEGERI (E-INVOICE)

ersonal Informatior rificate Signing
a70r
aysia
z
Company Information
¥ amBza1X
Personnel Information
ost
Additional Information
X
Submit
© 2024 MSC TRUSTGATE Al nghis reserved ~

5. Invalid CSR: If you enter the invalid CSR, the message of invalid CSR is displayed on the
screen.

TRUSYG/

in the right format

P | Information Certificate Signing Requast (CSR
14586
HABIB
Ial
[
habib@msClrusiaal
#
5212
vena
a0y Iy
mala
st Trustgate
1
Personnel Ir "
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TRUSYGATE

6. Company Information: Tax Identification Number (TIN) and Business Registration
Number (BRN) also can be update. Ensure the TIN and BRN is matched and registered

with LHDN. If not, the message is displayed on the screen (as in the picture below).

TRUSUGATE Y tgate.com sa

not found
LEMBAGA HASIL DALAM NEgS

7. Completion: After done update the CSR information, click ‘Submit’

LEMBAGA HASIL DALAM NEGERI (E-INVOICE)

©2024 MSC TRUSTGATE. All nghts reserved
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8. CSR has been updated: The screen below show after the CSR has been updated.

TRUSWGATE

By Certificates Management <

CERTIFICATE MANAGEMENT

Al R
Request Information Packags Information
Envelimen
Submited 240711 15284
sta Submitted Val
Projuct Information Piica
Projsct Hame Cartficate Signing Request Information
hon Name Lembaga Hasil Datam Naga

anizalio Dighal Cerlficale
Personal Information
Nationaity
MyKAD He

Mobile Na

e
81 mat
i
Personnsl Information
Payment Information
Status
ona N
Date
2 Fax No
Company Information
J—
pany h Company N: i
i iy
ostcade pos
State at
il [

©2024 MSC TRUSTGATE. Allighs reserved

Action | ~

9. Update Supporting Document: Click ‘Browse’ button to update the supporting document.

TRUSYGATE

Qy  Centificates Management <

MSC TRUSTGATE Allrights reserved
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10. Choose File: Choose the updated file from your device. Click ‘Open’ button to proceed.

Updating supporting document is done.

TRUSUGATE

© 2024 MSC TRUSTGATE. Alinghts ressnvod

7.3 Reissue Certificate

If the private key is missing, or you need to deploy the same certificate on multiple servers
while retaining the same subject Distinguished Name (DN), you can reissue the certificate.
To do this, generate a new key pair and create a Certificate Signing Request (CSR) using
the existing subject DN. This process ensures that the new certificate retains the original
identity, even though the private key has been regenerated. Follow the steps below to reissue

the certificate:

1. Reissue certificate: To issue certificate, navigate the ‘Certificate Management’ in the left
side bar and click ‘All Certificates’ option. On this page, you will see a list of all issued
certificates. To start reissue process, select the certificate you wish to reissue and click the

‘Reissue’ button.

ALL CERTIFICATES

all your digital certificates

Alll Certificate

Show 10 Rows

Start Date v EndDate Project Company Serial Status Validity More Action

2024-08-19 08:00:00 2025-11-18 07:59°59 einvoice  AbcSdnBhd  3e8bcale884bSedbadsefcsefdcdeadc valid 455

2. Soft Certificate Option: Then, select the Soft Certificate Option either PKCS#12 or PEM

format.
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Reissue Soft Certificate

Soft Certificate Options

Select Soft Cenificate Option

PEM format (Require o upload your own CSR)

3. Certificate information: Fill in the certificate details in the respective fields, ensure the
information matches your existing certificate exactly. After that, enter the Soft Certificate
Activation PIN that you previously set during the initial certificate activation. Then, click

‘Reissue’ button to proceed.

r al

Reissue Soft Certificate

Soft Certificate Options

PKCS#12 format (P12)

Certificate Information

Common Name (CN): The company or organization name * Serial Number (SN): The Business Registration Number (BRN)*
Organization Name (O): The company or organization name™ Organization Identifier (ORG_ID): The Tax Identification
Number(TIN)®

Country (C): The country of the organization — 2-letter SO code®

Select Country

Soft Certificate Activation

PIN * Reenter PIN®

Cancel Reissue

4. Certificate Reissue Successful: A dialog box will appear confirming that your P12 file
has been automatically downloaded. Please check your downloads folder to retrieve the
file.
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www.msctrustgate.com says

Your P12 file has been automatically downloaded. Please check your

download folder for the file
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8 Certificate Revocation

Certificate revocation is a process in Public Key Infrastructure (PKI) that invalidates a digital

certificate before its scheduled expiration date. Reasons for certificate revocation include a

compromised private key, a lost or stolen private key or changes to the information contained in

the certificate.

Below are the steps to revoke a certificate:

1.

Revocation Form: Download the revocation form HERE.
Fill out the form: After downloading the form, please fill it out completely.
Submit the form: Submit the completed form by sending an email to

revoke@msctrustgate.com.

Notification Revocation: The CA will notify you that the certificate has been successfully
revoked. The notification will be sent to your email.
CRL Generation: The CRL will be generated within 24 hours.
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9 Support and Resources

You may request support related to digital certificate by sending an email to

support@mesctrustgate.com with the subject: [LHDN elnvoice] <Brief description on the problem>.

You may also call our support team at 03-83181800 during MSC Trustgate Business Hour (Monday
— Friday: 9am — 6pm; Lunch Time: 1pm — 2pm (Friday: 12.15pm — 2.45pm). For other elnvoice

inquiries, please contact LHDN directly.

40|Page


mailto:support@msctrustgate.com

TR U SVGATE User Guide: LHDN e-Invoice Organization Certific?tg

10 Appendices

Appendix A: Generating Certificate Signhing Request (CSR)

This section applies solely to purchase for Soft Certificate.

You are solely responsible for managing your key pair and certificate. The key pair must be
securely generated and stored. Any data signed using your private key, whether with or without
your consent, is your responsibility.

Three frequently tools used for managing Key Pairs are:

o KeyStore Explorer
e OpenSSL
e Java Key Store (JKS)

The Certificate Signing Request (CSR) and certificate must contain the following information:

Certificate Field OID Expected Content Value Example

commonName (CN) | 2.5.4.3 | The company or organization name. | Company Name Sdn
Bhd

serialNumber 2.5.4.5 | The business registration number | 202005123456

(BRN) of the organization that is
linked to the TIN provided above.

organizationName 2.5.4.10 | The company or organization name. | Company Name Sdn
(©) Bhd

organizationldentifier | 2.5.4.97 | The Tax ldentification Number of the | C20830570210
organization (TIN).

countryName (C) 2.5.4.6 | The country of the organization - 2- | MY
letter ISO code.

Only the following algorithm is supported for LHDN e-Invoice Organization Certificate:

CSR Format: PKCS#10

Key Type: RSA

Key Size: 2048

Signature Algorithm: sha256WithRSAEnNcryption
Exponent 65537 (0x10001)
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a) KeyStore Explorer

KeyStore Explorer is an open GUI replacement for the Java command-line utilities keytool and
jarsigner. KeyStore Explorer can be used to create, edit and save KeyStore files. When using
KeyStrore Explorer, the typical order of operations is to generate CSR first, followed by exporting

private key. Below is the explanation of generating CSR and export private key:

i Generate CSR

1. Download and install KeyStore Explorer: Visit KeyStore Explorer page
(https://keystore-explorer.org/) to download and get more information on the program.

Install and run the program accordingly.
2. Create a new KeyStore: Run KeyStore Explorer and create a new keystore.

File Edit View Tools Examine Help — O

104 e

KeyStore Explorer
Quick Start
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3. Select New KeyStore type: You can select the type of the new KeyStore (PKCS#12) as

shown in the picture below. Then click ‘OK’ button to proceed.

File Edit View Tools Examine Help

iQ e

New KeyStore Type X
Select the type of the new KeyStore:
2 ®) PKCS #12
JCEKS

l KS La
] BKS r

UBER
‘- BCFKS “

oK Cancel b Pac

4. Click Generate Key Pair: Locate Generate Key Pair icon, labelled with the number 3 in
the picture below, and click on it. A new dialog box will appear. From the available options,
select the cryptographic algorithm "RSA” with Key Size 2,048, as shown in the picture
below. Click "OK" to confirm your selection.

File Edit WView Tools Examine Help
- [Esan-ocnae
Untitled-1* & 3

T & [E Entry Name Algosithm Key Size Certificate Expiry Last Modified

S Generate Key Pair x

Algorithm Selection

®) RSA Ky Size: 2048 <
DSA
EC
0K Cancel

43| Page



TR U SVGATE User Guide: LHDN e-Invoice Organization Certific?g

5. Confirm self-sighed certificate parameter: A new dialog box will appear. Leave all the
default value as shown in the picture below. This value will be used to generate self-signed

certificate. Locate the icon labelled with the number 4 in the picture below and click on it.

File Edit View Tools Examine Help

& o R 2ATR=—0 dfa e
Untitled-1* %
T R [E EntryName Algorithm Key Size Centificate Expiry Last Modified
Generate Key Pair Certificate X
Version Version 1 (@) Version 3

Signature Algorithm: = SHA-256 with RSA

Validity Start:  11/07/2024, 9:58:34 am MYT 3|
Valigity Period: 1| Year(s) v Apply
Validity End: = 11/07/2025, 9:58:34 am MYT by
Serial Number.  Ox79247FC5AS8TFFBTF30F9705FD3801909F83829C 4
Name:
Transfer Name and Extensions Add Extensions

OKV | Cancel
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6. Fill in Certificate Details: A new dialog box will appear. Enter the required details for the

certificate in the corresponding fields as follows, and then click OK button:

¢ Common Name (CN): The company or organization name.

e Serial Number (SN): The Business Registration Number (BRN) of the organization
that is linked to the TIN provided above.

e Organization Name (O): The company or organization name.

e Organization ldentifier (ORG_ID): The Tax Identification Number (TIN) of the
organization.

e Country (C): The country of the organization — 2-letter ISO code

Fle Edit View Tooks Examine Help

SR Eiafi—-060 GHa e

T @ [E EntyMName Algarithm Key Size Certificate Expiry Last Modified

S Name o
Common Name (CN): ~ | | Abc Sdn Bhd
Serial Number (SN < | 123456789012
Organization Name (O] Abc Sdn Bhd
Organization ldentifier (ORG_ID:  « C12345678910
Country {C MY
Reset
5 _— | OK, Cancel
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7. Set the Alias: Assign an alias to the key pair. Enter the Alias name in the respective field

(labelled with no 6) and then click ‘OK’ button to proceed.

File Edit View Tools Examine Help

2 R ) B 2 RAE—OG A0aQ @
Untitled-1* %
T & [E EntryName Algorithm Key Size Certificate Expiry Last Modified
New Key Pair Entry Alias X
En:err‘d»asl Abc Sdn Bhd) ] 6
7 [ oK | Cance

8. Set the password: You will be prompted to set and confirm new password for the private
key. After setting up the password, click ‘OK’ button to procced.

File Edit View Tools Examing Help

L L] .?._.;l_'.."ﬁ_:lt'.lﬁ

Untitled-1* =

T @ [E EntryMame Algarithm ey Size Centificate Expiry Last Modified
Mew Key Pair Entry Password =

Enter Mew Das;wcrul | |
Confirm New Paswvnrul |
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9. Key Pair is generated: A message will appear on the screen: ‘Private Key Generation
Successful'. Click the OK button to acknowledge the message. You will now see the alias

for the private key you set in Step 7 displayed in the list of keys.

File Edit View Tools Examine Help

& o - B PRAA=—0 a4 e
Untitled-1* X
T R E EntryName Algorithm Key Size Certificate Expiry Last Modified
& 2abc sdn bhd RSA 2048 11/07/2025, 10:06:53 am MYT
Generate Key Pair X

o Key Pair Generation Successful

OK

10. Initiate Generate CSR: To generate a Certificate Signing Request (CSR) for the new key
created in the previous step, find the Entry Name corresponding to the private key alias you
set in the previous step. Right-click on the private key alias (Entry Name). From the context

menu that appears, select the option ‘Generate CSR’.

File Edit View Tools Examine Help Untitled-1 * - KeyStore Explorer 5.5.3 - [m] X
UE w & # 10 BRRRAE—0 L04Q @
Untitled-1* &
T |[& |El Entry Name Algorithm Key Size Certificate Expiry Last Modified
9 =& & abcsdnbhd 11/07/2025, 10:06:53 am MYT
~,, View Details >
&% Cut Ctrl+X
[ Copy Ctrl+C
2 Export >
=] Generate CSR

ﬁ Verify Certificate
# Import CAReply >
=5 Edit Certificate Chain >

w Sign >
Unlock

=1 Set Password

7< Delete

T Rename
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11. Confirm CSR parameters: A new dialog box will appear. Leave all the default value as
shown in the picture below. This value will be used to generate CSR. And then click on

‘Browse’ button to locate the location and file name to save your CSR.

File Edit View Tools Examine Help Untitled-1 * - KeyStore Explorer 5.5.3 — O
DE W @& o B RRAHA=—0 0@ @
Untitled-1* &
T [@ [El EntryName Algorithm Key Size Certificate Expiry Last Modified
i £l & abcsdnbhd RSA 2048 11/07/2025, 10:06:53 am MYT
Generate CSR X

Format: (®) PKCS #10 SPKAC
Signature Algorithm: | SHA-256 with RSA v
Distinguished Name (DN) | CN=Abc Sdn Bhd,OU=123456789012,0=Abc Sdn Bhd,ORG_ID=C123456789 L,
Challenge:
Optional Company Name:

Extensions: [] Add certificate extensions to request

CSR File: C:\Users\RoslizaAbdulGhani\abc_sdn_bhd.csr

12. Save the CSR file: Browse and confirm file name and its location on your computer to save
the exported CSR file. Then, click ‘Choose’ button to save the CSR file.

T R B EovyName Algorithm Ky Size Centiicate Expiry Last Modified
£ abcsdn bhd RSA 2048 16/07/2025, 3:40:39 pm MYT

Recent Items
Distif
Desktop
ont
| Documents
&)
e
This PC File Name: bc_sdn_bhd cs |
‘4} Files of Type: ~ PKCS #10 CSR Files (* p10:*.csr 1
[ b
Ui Choose Cancel
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13. Review Exported CSR File: You can open CSR file using a notepad to view and copy the

contents.

_| abc_sdn_bhd - Notepad

File Edit Format View Help

| ————— BEGIN CERTIFICATE REQUEST-----

MIICrDCCAZQCAQAWZ ZELMAKGATUEBhMCTVkXFTATBENVBGEMDEMXMJMONTY30DkXMDEUMBTIGALUE
CegwLQWIJIFNkbiBCaGQXFTATBENVBASMDDEYMZQ1IN ] CA40TAXMJEUMBIGALIUEAWWLQWI JIFNkbiBC
aGQWggEiMABGCSqGSIb3DQEBAQUAAATIBDWAWEEEKACIBAQCKUWEFXGAGAPRZ7TObwutp3ERGZ7 ]z
GxV1SKSkfFuwdc@H2PzrZp/uPnHjXn2AuC6Az alwQ87Pb5gw7 aXZBWZeVVibp9lespVef7yeu3ws
X0jeToF6bpYU67g7vGdEK16CL+JWNZKABA2DEPracuq9iwFkz4g+MtrfYAW7W1p909yaowe6n+re
KISDKZRXk1Ji4IAWB6zZSNDi45KnTZXYIMXKISVRHGLXBYXRXNMXC/FmMND1gESXoTz97 /TNMLCT v
btDa4Qac481/puL85m9/kOmsdvVujLAZIez8BTBRNbkkB601122wTCdo41]yTjnbwfgvF3PyFdnCq
KrmC1nXhAgMBAAGEADANBgkghkiGOweBAQsSFAAOCAQEACFOLAI9gKYzZarzSvvx+giruDtGXIwo+/
LRIUiUHG/LkGORTV2QEI2ZKUsA15L90BMQAW]389R1AFFAW2MG++TSbCvTXUdE3 lUSpDobawUeL2
mE4AGv1XmkfvhhhXGhoyblyqeld884aJlFt4zCeweBrZI8Pvvndr jTNEOWTASZGLVEHjxPsT7sGCreQ
/2C5115dzCIehYsYZXju5+kA@2YeWzdkujMtDg3VZSVe3mvDQ991Do/Hg1VA9Y+IgINYUR7EGBDS
dMWEDYPM33MIu9R0O7 JPTDVFp@PA1k9czyxydU8D7coVvt2kiTDDPF2LP+czLnb6gchVXWCWRNZOyh
7694Yg==

————— END CERTIFICATE REQUEST-----

14. Save KeyStore file: To ensure your key is available for future use, the KeyStore file need
to be saved. When you are ready to close the KeyStore Explorer program, proceed to close
the application as usual. A prompt will appear asking if you want to save the KeyStore file.
Click the ‘Yes’ button to save the KeyStore file. This ensures that the key you created
remains available for digitally signing an e-Invoice.

o L PRAH—@ J0a e
Untitied-1* &

T @ E EntyName Algorithm  KeySize  Certificate Expiry Last Modified
il & & abcsdnbhd ASA 2018 16/07/2025, 30825 pm MYT

Save KeyStore? x
@  0ovou vish o save yourchanges 1o Uniited-17

Yes No Cance
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15. Set Password: Enter and confirm the password for this KeyStore file. Then, click ‘OK’ to
proceed.

Untitied-1°+ &
T @ E EntryMame Algorithm  KeySize  Certificate Expiry Last Modifies
£ & abcsdnbhd RSA 2048 16/07/2025, 3:08:25 pm MYT
i Set KeyStone Password X

Enter New Password:

Confirm New Passward:

oK Cance

16. File Location: Choose location to save the file in your laptop. For Files of Type choose ‘Al
Files’. Then, click ‘Save’ button to proceed.

Untitled-1* %
T @ E EntyName Mgorithm  KeySize  Certficate Expiry Last Modified
' & @ abcsdnbha RSA 2048 16/07/2025, 3:40:38 pm MYT

/. Save KeyStore As X
- Saveln: | [l Desktop v B @
A,
Recent ltems KeyStare Explorer
TRUSTGATE
- 4 KeyStare Explorer
%1 Movavi Screen Recorder 22
Desktop
Documents
This PC File Name Abc Sdn Bhd
# Files of Type: | All Files -
Network .
KeyStore Files (*p12;* phe ks * keystore:* ks jceks:* bks)
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ii. To export private key

1. Select Private Key: Right click on the key pair and select ‘Export > Export Private Key'.

File Edit View Tools Examine Help
O s [ ReAA—9 204 @

Abe Sdn Bhd %

Abc Sdn Bhd - KeyStore Explorer 5.5.3

T @ [E EntryName Algorithm  KeySize  Certificate Expiry Last Modified

4, View Details >
A Cut Crri+X
- Copy Ctrl+C
Generate CSR. # Export Centificate Chain
§ Verify Certificate T Export Private Key

% Import CA Reply 3 F Export Public Key
@ Edit Certificate Chain >

~# Sign >

5 Unlock

w7 Set Password

X Delete

T Rename

Export the Key Pair entry’s private key as PKCS #8, PVK or OpenSSL

2. Enter password: Enter password to unlock the Entry Name.

File Edit View Tools Examine Help

1 “ 0 ReAfi-0 104 @

Abe Sdn Bhd =
T & [E EntryName Algorithm Key Size Certificate Expiry Last Modified
[ % & abcsdnbhd RSA 2048 16/07/2025, 3:40:39 pm MYT

& Unlock Entry “abc sdn bhd' x

Enter Password:
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3. Choose Private Key Type: You will be presented with options for exporting the private
key in different formats. Choose the PKCS #8 type as shown in the picture below. Then,

click ‘OK’ button to proceed.

/. File Edit View Tools Examine Help
F R R RAA=—9 44 @
Abc Sdn Bhd ®

T W [E EntryName Algorithm Key Size Centificate Expiry Last Modified
it & abc sdn bhd RSA 2048 16/07/2025, 340:39 pm MYT

/- Export Private Key Type x

Select the type of private key export required:
PKCS #8
VK
OpenSSL

0K Cancel

4. Export Private Key: A new dialog box will appear as shown in the picture below. Please ensure
you:
e Untick the ‘Encrypt’ box
e Tick the ‘PEM’ box
¢ Click ‘Browse’ button to locate the location and save the export file. Then, click ‘Export’

button to proceed.
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= # U BREAR—O
Abc Sdn Bhd %

T @ [E EntryName
W £ & abcsdnbhd
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Algorithm Key Size Certificate Expiry Last Modified
RSA 2048 16/07/2025, 3:40:39 pm MYT
Export Private Key 25 PKCS #8 from KeyStore Entry ‘abe sdn bh x
Encrypt:
Encryption Algorithm:
Encryption Password:
Confirm Password:
pem: 7
Export File: | CAUsers\Usef\Desktop\abe_sdn_bhd.pB.pem Browse
[Epon ] cancel

5. Successfully Exported: The private key is successfully exported on your PC. Click ‘OK’

button to proceed.

file Edit View Tools Examine Help
2 “ BRRAR—©
Abc Sdn Bhd %

T @ [E EntyName
@ £ & abcsanbhd

Algorithm Key Size Certificate Expiry Last Modified
RSA 2048 16/07/2025, 340:39 pm MYT
Export Private Key as PKCS #8 X

o Export Private Key as PKCS #8 Successful.

OK
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b) OpenSSL

To generate a key pair and CSR (please replace the organization information accordingly):

openssl req -new -newkey rsa:2048 -nodes -keyout elnvoice.key -out
elnvoice.csr —-subj
"/C=MY/organizationIdentifier=C20830570210/0=Company Name Sdn
Bhd/serialNumber=202005123456/CN=Company Name Sdn Bhd"

Output:

CSR: elnvoice.csr (This needs to be submitted to MSC Trustgate)

Private Key: elnvoice.key (This needs to be securely stored)
To check the CSR contents:

openssl req -text -noout -in eInvoice.csr

c) Java Key Store (JKS)

To generate key pair (kindly replace your organization information accordingly)

keytool -genkey -keyalg RSA -keysize 2048 -alias elInvoice -keystore
eInvoice.jks —-dname "CN=Company Name Sdn Bhd,
serialNumber=202005123456, O=Company Name Sdn Bhd,
2.5.4.97=C20830570210, C=MY"

You may be prompted to set or create your keystore password. Please remember this password.

To generate CSR:

keytool -certreqg -keyalg RSA -alias elInvoice -keystore eInvoice.jks -
file eInvoice.csr

Output:

CSR: elnvoice.csr (This needs to be submitted to MSC Trustgate)

Key Store: elnvoice.jks (This needs to be securely stored)
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Appendix B: Import PEM file into Key Store
a) KeyStore Explorer

If you already receive a certificate from CA, then you can import the certificate into KeyStore
Explorer.

Below are the steps to import the certificate:

1. Open Existing File: Click ‘Open an existing KeyStore’ in KeyStore Explorer. Click the
location that you save the KeyStore file. For ‘Files of Type’, you can choose All Files.

40 e

KeyStore Explorer
Quick Start

File Name:
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2. Choose file: Choose the saved file to open.

N~ sbERLAfi~0/AnAGl0

3. Enter password: Enter the password to unlock the KeyStore. Then, click ‘OK’ to
proceed.

D@essXxbEp/Rsafi-0a0Q @
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Import certificate: Right click the key pair entry and select “Import CA Reply” and
choose “From File”.

Abc Sdn Bhd %
T @ [E EntyName

Algorithm Key Size Certificat

. View Details

Last Modified
% Cut trl+X
[ Copy cisC
2 Export
Generate CSR

£ Verity Certificate

L ImporiCAReply O]

| From File
&9 Edit Certificate Chain > [7] From Clipboard

~# Sign >
& Unlock

" Set Password

X Delete

T~ Rename

5. Enter password: You need to enter password to import the certificate and choose ‘Al

Files’ for Type of File. Then, browse and choose the certificate file you received from the
CA. Click ‘Import’ button to proceed.

Abe Sdn Bhd ®
T @ [E EntyName Algorithm  Key Size Certificate Expiry Last Modified
i £ & abcsdnbhd RSA 2048

16/07/2025, 3:40:39 pm MYT

/. Import CA Reply

53
= LookIn: [N Desktop b & 88
23
e KeyStore Explorer
TRUSTGATE
Desktop
Document s
This PC File Name:
Files of Type: | PKCS #7 CA Reply Files (*.p7r) ~
All Files
Network
PKCS £7 CA Reply Files (.p7r)
PEM Files (*.pem)
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6. Successfully Imported: The certificate from CA is successfully imported in KeyStore

Explorer. Click ‘OK’ button to proceed.

Import CA Reply X

o CA Reply Import Successful.

OK

b) OpenSSL

To import certificate (kindly replace your certificate information accordingly)

openssl pkcsl2 -export -inkey privatekey.pem -in certificate.pem -

certfile intermediate certificate.pem -out output.pl2

c) Java Key Store (JKS)

To import certificate (kindly replace your certificate information accordingly)

keytool -import -alias mycert -file mycertificate.crt -keystore

mykeystore. jks
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Appendix C: Export Key from Key Store to P12

a) KeyStore Explorer
To export key pair to PKCS#12 format.

1. Select Key Pair: In the KeyStore Explorer window, locate the key pair you want to
export. Right click on the key pair and select ‘Export > Export Key Pair’.

File Edit View Tools Examine Help KeyStore Explorer 5.5.1 = O X
[ & & 0 BRLRRA—O® A0Q @
* mbpj2024.jks ®

T & |[E Entry Name Algorithm  Key Size  Certificate Expiry Last Modified
1L e RSA 2048 22/03/2025, 7:59:59 a...

4, View Details >

prer: Ctrl-X

| Copy Ctrl-C

X Export >| $f Export Key Pair

/| Generate CSR * Export Certificate Chain

§3 Verify Certificate | Export Private Key

# Import CA Reply > 1 Export Public Key
& Edit Certificate Chain >

. Sign >

w1 Set Password
K Delete
T~ Rename

Export the Key Pair entry as PKCS #12 or PEM

2. Choose Export Format: A new dialog box will appear asking you to choose the format
for exporting the key pair. Leave all the default value as shown in the picture below.

3. Set a Password: You need to enter the ‘Password for Output File’ and ‘Confirm
Password’ in the dialog box appeared. This password will be required to import the
certificate and private key from the PKCS#12 file later.

4. Choose a File Location: Click the ‘Browse’ button to locate the location and file name to

export your key pair.
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Export Key Pair from KeyStore Entry ‘abc sdn bhd’ ot

Format (®) PKCS#12 PEM

Password for Qutput File; | seee )
Confirm Password; | sees )
Export File: C:‘\Users‘\User\Desktop\ahc_sdn_bhd.p1ZI Browse

5. Successfully Exported: The key pair is successfully exported on your PC. Click OK

button to proceed.

Export Key Pair X

o Export Key Pair Successful.

OK

Important Notes:

e Security: The PKCS#12 file contains sensitive information (both the private key and
certificate), so it’s crucial to keep the file secure and protect it with a strong password.

e Usage: The exported PKCS#12 file can be used in various applications or systems that
require both certificate and the private key.

e Portability: PKCS#12 is a widely supported format, so the file can be easily imported into

many different environments.
b) OpenSSL
To export key pair in PKCS #12 format.

openssl pkcsl2 -export -inkey server.key -in server.cer -certfile

intermediate.cer -out server.pl2
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c) Java Key Store (JKS)

To export key pair in PKCS#12 format.

keytool -importkeystore -srckeystore keystore.jks -destkeystore
keystore.pl2 -srcstoretype JKS -deststoretype PKCS12 -srcalias

mykeyalias —deststorepass yourpl2password —-srcstorepass

Kindly replace with your information accordingly:

e ‘keystore.jks’ with the name of your Java KeyStore file.

e ‘keystore.p12’ with the desired name of your PKCS#12 file.

¢ ‘mykeyalias’ with the alias of the key in your “.jks’.

e ‘yourpl2password’ with the password you want to set for the ‘.p12’ file.

e ‘yourjkspassword’ with the password of your *.jks’.
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