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1. Introduction
1.1. Purpose

This document describes the detail user guide for users on using MyTrustID Desktop
for User Authentication

1.2. Scope
This document describes the following scope and functions:

i. Installations
ii.  Using The Application

2. Installations
This section describes installations procedures of MyTrustID Desktop Software:

2.1. Installation Steps

1) Run the software installer : MyTrustID.msi
2) Click Next on the following

12 MyTrustiD - X

Welcome to the MyTrustlD Setup Wizard A

The inzstaller will guide vou through the steps required to install MyTrugtl D on wour cormputer.

WARMIMNG: This computer program i protected by copyright law and international reaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the masimum extent pogsible under the law.

Figure 1: Installation

TRUSYGATE page 3 of 17
MyTrustlDesktop-UserManual-eCourt-v1.2.docx



TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

3) Select Installation folder

13 MyTrustiD - ped

Select Installation Folder el

The installer will install My TrustlD to the following falder.

To install in this folder, click "Next". To install to & different falder, enter it below ar click "Browse".

Folder:
ChProgram Files <8604 Trustgateiby Trust Dy Browse...

Disk Cost..

Figure 2: Select Folder

4)  Click Next to Confirm an installation

15 MyTrustiD — X

Confirm Installation

The inztaller iz ready to install My T rustiD on pour computer,

Click "Mext" ta start the installation.

Cancel < Back

Figure 3: Confirm
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5)  Wait until the installation process being completed

1 MyTrustiD - X

Installing MyTrustiD [

FuT rustlD iz being installed.

Please wait...

Figure 4: Installation process

6) MyTrustID has been successfully installed

15 MyTrustiD - d

Installation Complete A

buTrustlD has been successiully installed.

Click, "Cloze" to exit.

Pleaze uze Windows Update to check far any critical updates to the MET Framewark.

Cancel < Back

Figure 5: Installation complete
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2.2. Running the Application
1) Runshortcut icon at the desktop

ID

2]
MyTrustIDv1

Figure 6: MyTrustID icon at desktop

2)  MytrustID icon will automatically added into the system tray

3) By right click at the icon, it will show the menu item such show window, hide
window and exit

4) Select Exit to close the application

Hide Window

Figure 7: MyTrustID Icon at taskbar
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2.3. Post-Installation : Setting My Certificate
1) Select USB Token as certificate type and click Continue button

W MyTrustD - X

Myvrust"’ Quick Setup

Select default certificate type :-

E} My Certificate

i:_f Sign PDF @ USB Token

n R O SoftCert

Continue | | Cancel

Figure 8: Select USB Token

2) Application will automatically detect an inserted token
3)  Enter PIN number and click Login button

w MyTrustID - X

MYVYUSUD Quick Setup

e

B Avout Token © ST3

E} My Certificate

¢f sianpoF

PIN: [seneeses |

| Login ‘ | Cancel ‘

Figure 9: Enter Token PIN number

4) When read token is success, it will navigate to certificate detail page that shows
important information of user.
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5) Once user have setup the default certificate, anytime the MyCertificate button
is clicked it will redirect to certificate detail page.

w MyTrustiD

MYV'USUD Certificate Detail

T

My Certificate

MSC Trustgate.com Sdn Bhd

n About FULL NAME/USERNAME :
TEST 1
ID NO :
12345678910
COUNTRY : ORGANIZATION :
MALAYSIA MSC Trustgate.com Sdn.

Bhd.

ISSUER :
MSC Trustgate.com C1 Consumer Individual

Subscriber TEST CA-G3
KSTATUS : VALID EXPIRES : 30/5/2020 7:59:59 AM /

Storage : ST3 Change H Detail |

Figure 10: Certificate detail page

6) By clicking the Detail button, it will shows more detail of user information
7) By clicking the Change button, it allowed user to change the default
certificate/Storage type by do quick setup again.

# Certificate X o w

General Details Certification Path

LR Certificate Information

Windows does not have enough information to verify
E My Certificate this certificate.

Issued to: TEST 1

Issued by: MSC Trustgate.com C1 Consumer Individual
Subscriber TEST CA-G3 ndividual

@ 7:59:59 AM /

Valid from 30/5/2019 to 30/5/2020

Install Certificate... | | Issuer Statement

Figure 11: Certificate information in dialog box
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3. Using the Application
3.1. Signing PDF using Token with MyTrustID Desktop API

3.1.1. UserID not same as configured certificate

1)  MyTrustID Desktop app will show up with Select Storage message box if request
userlD is not same as configured certificate

2) Insert the USB Token into a USB port on your computer

3) Select Token and Click Ok

§ vy Trusic ‘ - X

MYVYUSUD PDF Signing

E'i My Certificate
w Select Storage - X |

Type : | Please Select Storage v

Please Select Storage

Token
SoftCert

Notes : Your requested userlD or EfsID is not same as
configured certificate

2021 7:59:59 AM _/)

Storage : SoftCert

Figure 12: Select Storage Type
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4) Application will automatically detect inserted token, enter token PIN and tick
remember me with selected timeout for subsequent signing

@ vy Tusin - x
MYVTUSUD PDF Signing
w Token - x ‘
Type: | ST3
PIN :
] Remember Me Time Out: 1 hour
o ndividual
20 7:59:59 AM ,/
Storage : 513
Figure 13: Select Token Type and insert PIN
@ - x|

MYVYUSUD PDF Signing

E[ My Certificate T
MSC Trusteate_com Sdn Bhd

Token - X
9

Type: | ST3
PIN: | esssssss

Remember Me Time Out: | {1 hour ~

dividual

Ok | | Cancel |

B 7:59:59 AM ,)

Storage : ST3

Figure 14: Click remember me and select time out
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5) The Application will read token and show another pop up for signing
6) Click Sign button to proceed with signing

W‘ TrustiC -

E[ My Certificate

PDF Signing

W POFSigning — ] X

cf sionpDE

Do you want to sign now?

Sign ‘ ‘ Cancel ‘

/8/2621 7:59:55 AM /)

Storage : 5T3

Figure 15: Message for signing using token

7) It will close automatically after signing process is complete
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3.1.2.  UserlD same as configured certificate

1)  MyTrustID Desktop app will show up with insert token PIN message box if request
userlD is same as configured certificate

2) Enter token PIN and tick remember me with selected timeout for subsequent
signing

v. TrustiD - X

MerUSt’D PDF Signing
A

L\f Sign PDF Token — O x

PIN: eessssss

Remember Me Time Out: v

i1 hour

4 hour

X 8 hour
Storage : ST3 12 hour

72021 7:59:59 AM /

Figure 16: Dialog box for signing using token
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3) The Application will read token and show another pop up for signing
4) Click Sign button to proceed with signing

W‘ TrustiC -

E[ My Certificate

PDF Signing

W POFSigning — ] X

cf sionpDE

Do you want to sign now?

Sign ‘ ‘ Cancel ‘

/8/2621 7:59:55 AM /)

Storage : 5T3

Figure 17: Message for signing using token

5) It will close automatically after signing process is complete
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3.2. Signing hash using SoftCert with MyTrustID Desktop API

3.2.1. UserlD not same as configured certificate

1) Client system should integrate with MyTrustSignerServer

2)  MyTrustID Desktop app will show up with Select Storage message box if request
userlD is not same as configured certificate

3) Select Softcert and Click Ok

|v TrustiD

MYVTUSUD PDF Signing
w Select Storage - X

Type : | Please Select Storage v

Please Select Storage
Token
SoftCert

Notes : Your requested userlD or EfsID is not same as
configured certificate

@21 7:59:59 AM _/

Storage : SoftCert

Figure 18: Select Storage Type

TRUSYGATE page 14 of 17
""""""""""""""""""""""" MyTrustIDesktop-UserManual-eCourt-v1.2.docx



TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

4) Enter Token PIN and tick remember me with selected timeout for subsequent
signing

5) Click button Browse to select softcert file from your directory

6) Enter SoftCert PIN and tick remember me with selected timeout for subsequent

signing
L AT - P
yvrust"’ PDF Signing
E‘ b
MSC Trustgate.com Sdn Bhd
@ softCert - X
File Path : C\Users\opera\Downloads\87114
P|N | sssssses ivj_dua]_
Remember Me TimeOut: | 1 hour ¥
Ok ‘ | Cancel | 7:59:59 AM /

Figure 19: Dialog box for signing using softcert

7) The Application will softcert and show another pop up for signing
8) Click Sign button to proceed with signing

@ - x

Myrust/iD

E{ My Certificate

PDF Signing

F o
¢ Sign PDF @ PDF Signing  — O X

Do you want to sign now?

Sign | ‘ Cancel

8/2021 7:59:59 AM /

Storage : SoftCert

Figure 20: Message for signing using softcert
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9) It will close automatically after signing process is complete

3.2.2. UserlD same as configured certificate

1)  MyTrustlD Desktop app will show up with insert Softcert PIN message box if
request userlID is same as configured certificate

2) Enter Softcert PIN and tick remember me with selected timeout for subsequent
signing

W‘.__,.sz' — X

MyUrustiD

E'i My Certificate

PDF Signing

T

MSC Trusteate_com Sdn Bhd

SoftCert - X
v

PIN:

[ ] Remember Me Time Out: 1 hour

o | [ e |

Storage : SoftCert

2021 7:59:59 AM J)

Figure 21: Dialog box for signing using softcert
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3) The Application will softcert and show another pop up for signing
4) Click Sign button to proceed with signing

w MyTrustID

E My Certificate

PDF Signing

MSC Trustgate.com Sdn Bhd

. -
¢# SignPDF @ PDFSigning  — O X

Do you want to sign now?

Sign | ‘ Cancel

8/2021 7:59:59 AM j

Storage : SoftCert

Figure 22: Message for signing using softcert

5) It will close automatically after signing process is complete
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